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ACMO-rpaduyeckunii pegaktop MnaBa 1. O6Wwme NonoXeHUs

1. O6wMme nonoXXeHns

KpoccnnatpopmeHHOe WHCTpyMeHTanbHOe CpeacTBo Ana pa3pabotkm rpadumueckmx
cxem «ACMO-rpaduuecknin pegaktop»® (CBUAETENBCTBO O rOCYAapCTBEHHOW perncrpaumm
nporpammbl ana 3BM N2 2010612206, panee no tekcty «ACMO-rpaduueckmin pesaktop»)
ABNAETCSA YACTbIO VHCTPYMEHTaIbHOM naatdpopMbl «<ACMO-KoHdUrypatop»® ',

Bcto Heobxoammyto MHPOPMaLMIO O NPOrpaMMHOM MPOAYKTE MOXHO HaWTh Ha Beb-
cante https://www.asmograf.ru. CkauaTtb NpuioxeHne MOXHO OCTaBMB 3asABKY Ha canTe (B
3TOM C/lyYae Bbl MONyUYNTE CChIIKY Ha CTPAHMLLY CKauyMBaHWA Ha CBOW 31€KTPOHHbBIN aapec) nan
CBA3aBLUNCb C HAMKU No nouTe asmo@inform.ivanovo.ru. Bce HeobxoamMble ans yCTaHOBKM
KOMMOHEHTbI MpeAcTaBfieHbl B pa3gene <[lIpodeccuoHanbHas eepcus> Ha CTpaHULeE
CKaYMBaHMSA.

«ACMO-rpadpuyecknin pesaktop» BbIMyCKaeTCA B HECKObKMX BapuaHTax: NepcoHasbHas
n npodeccmoHanbHas Bepcun, a Takxe becnnatHoe npuaoxeHne «lpocMoTpLYMK-
KOHBepTep».

MpocmoTpLMK-KOHBEPTEP peann3yeT CeayroLimne OCHOBHbIE QYHKLMM:

® MPOCMOTP W KOHBepTauua rpadumyeckmx cxem B dpopmatax Visio (*.vsd, *.vsdx, *.vsdm,

*vstx, *.vdw), «<ACMO-rpaduueckmnii pegaktop» (*.aves, *.avtml), AutoCAD (*.dwg,
*.dxf,), LibreOffice Draw (*.odg, *.fodg, *.otg), Mapinfo (*.mif), B popmatax Windows
(*.wmf, *.emf) n BekTOpHbIX PopMmaTax (*.svg, *.svgz), a Takxe B *.bmp, *.png, *jpg,
* jpeg, *.gif, *.ico, *.tif, *.tiff 6€3 BO3MOXHOCTM UX pesakTMpPOBaHUS;

e npocmoTp 6bubanotek B Popmatax Visio (*.vssx, *.vssm) n «ACMO-rpadmueckmni

pepakTop» (*.avelib) 6e3 BO3MOXHOCTM X pesakTMpoBaHus;

e 3KCMOPT cxeM B dopmatbl Visio (*.vsdx, *.vsd?), «ACMO-rpaduuecknii peaakTop»

(*.aves), AutoCAD (*.dwg,*.dxf), LibreOffice Draw (*.odg, *.fodg, *.otg), Mapinfo (*.mif),
B BEKTOpPHble popmarThl (*.svg, *.svgz), a Takxke B *.pdf, *.png, *jpg, *.gif;

e neyaTb rpaduuUeckmx CxeM n YyepTexeun CO BCEMU HEOBXOAMMbIMU HAaCTPOMKaMK;

e MOWUCK OHBEKTOB Ha CxeMax 1 B bubanoTekax;

e ynpaB/eHne BUANMOCTbIO C/I0EB CXEM;

e MaclTabmpoBaHMe CXeM.

MepcoHanbHaa Bepcua npegocTaBaseT OyHKUMKM  «[TpocMOTpLLMKa-KOHBEPTEpa»,
BbIMONHEHa MO dann-cepBepHON apXUTEKType W AOMONHUTENbHO peanusyer cieayroLine
BO3MOXHOCTH:

e CO34aHVe N pefakTMPOBaHME rpaPUUECKNX CXEM W XPaHEHUE X B parnax;

e co3aaHve BUB6ANOTEK INEMEHTOB CXeM (MPMMUTMBOB) W XpaHeHne Ux B dannax;

e VIMMNOPT N pesakTupoBaHune cxem B popmarte Visio (*.vsd, *.vsdx, *.vsdm, *.vstx, *.vdw),

AutoCAD (*.dxf, *.dwg, *.dwt), LibreOffice Draw (*.odg, *.fodg, *.otg), Mapinfo (*.mif), B

' WNHcTpymeHTanbHas naatdopma aBTOMATM3MPOBAHHOW CUCTEMbI MOHUTOPWHra 06bekToB ACMO®

(pernctpaumonHbin N2 2010610319) npeacrtaBnseT coboW CPeacTBO ANA CO3JaHUA MPUKNALHbIX PEeLeHui no
aBTOMaTM3aLMM  MPON3BOACTBEHHO-XO3ANCTBEHHON  AEATENbHOCTU  MPEeANPUATUA  PasnUHBIX  OTpachen
NPOMbILLNEHHOCTH, pa3paboTtumk — AO «MHPopmaTrka», r. iBaHOBO.

2 Ina noasep>kkv sKkcropta B popmart *.vsd Tpebyetcs Haamume 0KaabHO YCTAaHOBAEHHOTO MPUAOXKEHMWA
MS Visio nan cooteetcTytowas HacTporika ACMO-MUKPOCEPBNC KOHBEPTUPOBAHMSI.

PykoBogcTBO No ycTraHoBKe (nMpodeccmoHanbHas Bepcma) 6
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dopmatax Windows (*.wmf, *.emf) n BekTOopHbIX PopMaTax (*.svg, *.svgz), a Takxe
HaTMBHbIX dopmaTax *.aves n *.avtml;

e BCTaBKa pUCyHKOB B dopmaTte *jpg, *.jpeg, *.omp, *.gif, *.ico, *.png, *.tif, *.tiff;

e uMnopT 6ubanotek B dopmatax Visio (*.vss, *.vssx, *.vssm), B HaTMBHOM dopmaTe
*.avelib; mnopT anemeHTOB CXeM (NPUMUTMUBOB) 13 cxeM dopmaToB Visio (*.vsd, *.vsdx,
*vsdm) n AutoCAD (*.dxf, *.dwg, *.dwt);

e 3KcnopT cxeM B dopmatbl Visio (*.vsdx, *.vsd?), «<ACMO-rpaduuecknin pegaktop»
(*.aves), AutoCAD (*.dwg,*.dxf), LibreOffice Draw (*.odg, *.fodg, *.otg), Mapinfo (*.mif),
B BEKTOPHble popmaThbl (*.svg, *.svgz), a Takxke B *.pdf, *.png, *.jpg, *.gif.

MpodgeccmoHanbHaa Bepcns GYHKLMOHMPYET TOAbKO B COCTaBe WHCTPYMEHTasbHOW

nnatpopmbl  «ACMO-koHOUrypaTop» W  BbINOJHEHA MO TPEXYPOBHEBOMW apPXUTEKTYPE:
kaueHm — cepsep npuaoxeHut — CYB/l. JlnueH3na nepcoHanbHOW BepcuM MporpamMmbl
NOAXOANT AN NpodecCcMoHaNbHOW BEPCUN peaakTopa.

MpodgeccmoHanbHasn Bepcra NpeaocTaBafet GyHKLMM NePCOHANbHON N AONMONHUTENbHO

peanunsyet ciefytolme BO3MOXHOCTH:

® MHOrOMoAb30BaTENbCKNA PEXNM PaboTbl;

e COBMecCTHas paboTa Haj cxeMamMu — OAHOBPEMEHHOE pPeAaKTUPOBaHNE OAHOMW CXEMbI
HEeCKOJIbKMMW MOJIb30BaTENAMY;

® ayANT U3MEHEHU CXEM;

e XpaHeHwue cxeM n bubanotek B 6aze AaHHbIX;

e HacTpoVKa npaB AOCTyna NoJib30BaTeNeN, POIEN N NOAPA3LENEHNI K KAaTalOraM CXeM;

® XpaHeHue cxeM 1 bubanoTek B pacnpegeneHHom 6ase AaHHbIX, HACTPOMKA MexaH13Ma
penavkaumu;

® MpVBA3Ka 3/1eMEHTOB CxeM K 0b6bekTam 6a3bl AaHHbIX, OTOBpaXKeHWe AaHHbIX Ha CXeme,
nepexoAbl K CXeMaM U AaHHbIM;

® VHTEepaKTVBHOE M3MEHEHWNE BM3YaaN3MPOBaHHbIX AaHHbIX HA CXeMe B 3aBUCUMOCTU OT
N3MEHEHM B Ba3e AaHHbIX;

e bopMMpoBaHME TOMONOTUN COEAVHEHNI FpadUUecKnx 3N1eMEHTOB;

e BeJleHNe BepPCUI CXeM, COTlacoBaHMe CXeM;

* MoAMNncaHne Cxem NPOCTOW 31eKTPOHHOW noanuceto (M3MM) n KBaAMPULMpPOBaHHON
3/1EeKTPOHHOM noanuckro (KM%

® (CO3/jaHVe 3aMeYaHu B OKHe NPOCMOTPa CXeM;

e cpeacTtBa pa3paboTkm — pesakTop (GOPM, OTYETOB, 3aNpPOCOB, BCTPOEHHbIA A3bIK
JavaScript.

3 [ns Noagep Kkm skcrnopTa B popmar *.vsd TpebyeTtcs Haamume N0KaabHO YCTaHOBAEHHOTO MPUAOXKEH s
MS Visio nan cootsetcTBytoLas Hactponka ACMO-MUKPOCepBNC KOHBEPTUPOBAHWS.

40ns  nognucaHus  CxeM  KBanMGUUMPOBAHHOW  3/EKTPOHHOW  MOAMUCLIO  (PaBHO3HAYUHOM
COBCTBEHHOPYUHOW MOAMUCK Ha BYMaxKHOM HOCUTENE) Ha pabouee MeCTO MOJIb30BaTeENs HYXHO YCTaHOBUTb
COOTBETCTBYHOLLEE MpPOrpamMMHoe obecneyeHue, a TakKe WUMETb NMYHbIN cepTudmKaT KAtoua 31eKTPOHHOMN
noanucu.
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ACMO-rpaduyeckunii pegaktop MnaBa 1. O6Wwme NonoXeHUs

B 3TomM pykoBOACTBE OMMUCbIBAeTCA MPOLECC YCTaHOBKM MPOdecCcMOHanbHOW Bepcumn
npunoxernna «ACMO-rpadpuyecknin pegaktop». Buaeoypoknm no ycTaHOBKe 3TOW Bepcuu
MO>HO NMPOCMOTPETb Ha Halmx KaHanax Ha RuTube 1 YouTube.

B cocTaB 3TOM Bepcumn BXOAAT CIeAyHOLLNE KOMIMOHEHTbI:

1. CepBepHas yacTb:

® MEHEeJXep areHToB;

e areHT;

e 0a3a AaHHbIX.

2. KnneHTtckas vacTb:

KJVEHTbI;

® YTUAWTA a4MUHUCTPUPOBAHMNSA.

MeHep)xep areHToOB — 3TO MpOrpamMma, NpejHa3HauyeHHas ANA KOHTPOAA 3anycka U
OCTaHOBKW areHToB, HanaHCMPOBKM Harpy3kuv Ha HWUX, OTNPaBKM TeneMeTpun U peannsaumu
APYTnX QYHKLNNA.

AreHT — 3TO cepBep MNPUIOXEHUN, KOTOPbIM obpabaTbiBaeT 3anpocbl OT KAMEHTCKOW
yactu n B3anmogencreyet ¢ CYB/l, obcnyxmBatowen 6a3y ¢ epeBOM MeTajaHHbIX.

Ba3a gaHHbIX — 3TO eAnHasA 6a3a AaHHbIX, B KOTOPOW XPaHATCA BCe MOJb30BaTeNbCKMe
dOpMbl, 3anNpocCbl, OTYETbl, CKPUMTbI U T.A. B BUAE MEPaPXMUYECKOU CTPYKTYpbl (4epeBo
MeTagaHHbIX) B popmate PostgreSQL.

KnneHtckas 4yacTb npeactaBneHa HECKOAbKMMW BapWaHTaMW KAVMEHTOB W YTUANTOW
aAMVHUCTPUPOBaHUA. B kauecTBe OCHOBHOIO KAneHTa A4 paboTbl C CUCTEMOW MCMONb3yeTCA
KpoccnaaTGOPMEHHbIV KAMEHT Bepcum 6.X (34ecb M Janee MO TeKCTy — KAMEHT). Takxke
npeaycMoTpeHa 6pay3sepHas Bepcusa 3TOro kaneHTa (Beb-kaveHT). s koppekTHon paboTol
Hpay3epHOM BepCMM KNMEHTA JOCTaTOMHO TO/IbKO Gpay3epa, HO AN NOAAEPXKKN HEKOTOPbIX
byHkuMM, Hanpumep, ana paboTtbl ¢ bydepom obMeHa, MOXHO YyCTaHOBUTb HeobA3aTenbHoe
pacwmpeHmne AsmoWebHelper.

Knnent ans OC Windows Bepcnu 5.x N03BOASET OCYLLECTBAATb 3aMyCK NOJIb30BaTE/bCKUX
dopmM, OTYETOB, CKPUMNTOB WU T.A, a TakKXKe OCYLWeCTBAATb HeKoTopble  QyHKUUK
aAMUHNCTPUPOBaHNA. Kpome Toro, 3TOT KJANEHT ABNAETCA CPEACTBOM AN pa3paboTku.

Mo ymonuaHuto B npodeccroHanbHOM BEpPCMM pefakTopa HaCTPOeHbI ABa NOJb30BaTeNs:
prof — psgoBoi nonb3oBaTeNb, CNOCOOHbLIA CO3jaBaTb CXeMbl, BUOGANOTEKW, WABAOHbI U
NPOBOANTbL onepaunn Hag HuMuK, profadmin — nonb3oBatens, 06aasatoOWMin BO3MOXHOCTAMM
PAAOBOro MoOJIb30BaTeNA N PaCLUMPEHHBIMM NpPaBaMn agMUHUCTPaTOpa, CNocobeH co3aaBaThb
N pefakTMpPOBaTb YYETHble 3anucu MOJib30BaTeser, HacTpamBaTb >KYPHasbl, Penankauuto,
poO/n, a Takxe 3arpy>xatb 0bHoBneHMA. BBoA naponen ans 3TMx noab3oBaTenen He TpebyeTcs.

Ytnnuta aamuHuctpupoBanua (sanee — AM Console) sBnsetcs 4acTbtO KJIWMEHTCKOM
OCHAcTKN naatbopMbl 1 MO3BOAAET agMUHUCTPATOPY ObICTPO M Ierko BbINOAHATE QYHKLMM
yrpaBAeHUs, KOHTPOAS, MOUCKA MPUUMH HEMONAZOK B paboTe areHToB M aHanu3a paboTbl
cepBepHOM 4actn. Ytuaumta agMuHuctpupoBaHns AM Console pab6oTaeT TONBKO nNOA
ynpasaeHnem OC Windows. KoHpUryprpoBaHme cUcTeMbl MOXET OCYLLLECTBAATLCS BPYYHYHO
6e3 ncnonb3oBaHWA YTUANTbI agMuHncTpupoBaHuns AM Console.

YcrtaHoBka naatdopMbl OCYLLECTBAAETCA B HECKONbKO 3TarnoBs:

1. YcTaHOBKa CepBEPHON YacTu.

2. YcTaHOBKa YTUANTbI aAMUHUCTPUPOBaHUA (Heoba3aTenbHO).
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ACMO-rpaduyeckunii pegaktop MnaBa 1. O6Wwme NonoXeHUs

3. BoccTtaHoBeHWe 6a3bl AaHHbIX U3 gamMna.

4. KoHouryprpoBaHuve areHTa, MeHeXepa areHTOB U NOAKNOUeHNs K H6a3e AaHHbIX.

5. YcTaHOBKa areHTa C MOMOLLbO YTUANTLI aAMUHUCTPUPOBAHUA UAN BPYYHYHO.

6. YcTaHOBKa KAMEHTCKOWM YacTW, HacTpoOlika NOAKIHOUYEHMS K CEPBEPY.

7. Pernctpaums nporpamMmel nyTeM pasmeLleHns dania NMLEH3NN Ha cepBepe.

[anee npuBoauTCA noApobOHOe mMoLlaroBoe OnucaHve mnpouecca YCTaHOBKU
OC Windows n B OC Linux.
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ACMO-rpaduyeckunii pegaktop lnaBa 2. TpeboBaHWs K MPOrpaMMHOMY M TeXHUYECKOMY obecrneyveHmnto

2. Tpe6oBaHMA K NporpaMMHOMY M TeXHUUECKOMY
obecneueHmio

TpeboBaHuWs K NporpaMMHOMy obecrneyeHunto:
1. CYB/A, — PostgreSQL 9.6 nnn 6onee noszgHen Bepcum.
2. CepBep MK — Astra Linux, ALT Linux, ROSA Linux, PEJ, OC Linux, AlterOS, Debian 9 nau
6onee nosgHen sepcum, Windows Server 2012 nan 6onee no3aHen Bepcun.
. Knnent Bepcun 5.x — Windows 7 nan 6onee nosgHen Bepcumm.
4. Knnent Bepcum 6.x — Astra Linux, ALT Linux, ROSA Linux, PEZ OC Linux, AlterOS,
Debian 9 nan 6onee nosgHen sepcun, Windows 7 nan 6onee nosgHeun Bepcum.
5. bpay3ep ans 6paysepHon Bepcun — AHaekc.bpaysep, Google Chrome, Mozilla Firefox,
Safari (B apyrux 6paysepax koppekTHas paboTa He rapaHTUpyeTcs).

Ana paboTbl MeHegxepa areHTOB AONOAHUTENbHO Tpebyertcs yctaHoBuTb JRE (Java
Runtime Environment) Bepcun He Hwxke 11. Hanpvmep, MOXHO MCNO/ib30BaTb MPOOHYHO
BEPCMIO OTEUECTBEHHOW cpeapbl pa3paboTku M UCNOsHeHMs Axiom?®, koTopas AOCTynHa Aas
ckaumBaHms no ccoiike https://axiomjdk.ru/pages/downloads/. Takxe cywecTBytoT
HecnnaTHble afbTePHATMBDI.

TpeboBaHUsA K TexHMYeCKOMy obecrneyeHuto:

1. Cepsep CYB/:

e poOLEeCccop C TaKTOBOW YacToTon He MeHee 1 T (pekomeHayeTca 2 [Tu v Bbiwe);

e onepaTtuBHasA NamATb He MeHee 8 6 (pekomeHayeTca 32 6 u Bbiwwe);

e cucteMa xpaHeHus — 500 I6.

2. CepBep NpUAOKEHNI:

NpoLLeccop C TakTOBOW YactoTon He MeHee 1 Ty, (pekomeHayetca 2 [T v Bbiwe);

e onepaTuBHasA NamATb He MeHee 8 6 (pekomeHayeTca 32 6 v Bblwwe);

e 200 M6 cBObOAHOrO MeCTa Ha XXECTKOM AUCKe AN YCTaHOBKM.

3. Pabouwne ctaHuumu:

NpoLLeccop C TakTOBOW YactoTon He MeHee 1 Ty, (pekomeHayetca 2 [T v Bbiwe);

e onepaTuBHasA NamATb He MeHee 2 6 (pekomeHayeTca 4 [6 1 BbiLe);

e 400 M6 cBObOAHOrO MecCTa Ha XXECTKOM AMNCKEe AN YCTaHOBKM;

e Bugeokapta c rpadmyeckmum APl OpenGL naum DirectX.

w

2.1. KonTponb uenocriHocru panos

KOHTpOAb LLenocTHOCT! (panNoB OCyLLECTBASETCA MOCPEACTBOM NMPOBEPKN KOHTPOJIbHbIX
CyMM MNpu 3anycke npuaoxenus. NepeueHb GannioB 1 COOTBETCTBYHOLLMX KOHTPOJIbHbBIX CYMM
copgepxutca B dannax ¢ pacwmpenuamm winxx (8 OC Windows, xx— 3TO pa3psgHOCTb
KoMnoHeHTa, 64 wnam 32) nam x64 (B OC Linux), KOoTOpble BXOAAT B KOMMIEKT MOCTaBKMU
COOTBETCTBYHOLLMX KOMMOHEHTOB WAN KOMUPYKTCA B KaTalor YCTaHOBKM B mnpouecce
YyCTaHOBKW. B c1yuyae HeCOOTBETCTBUSA KOHTPOJbHBIX CYMM UAN OTCYTCTBMA 3TUX GannoB npu
3anycke NpuUaoOXeHMsa NoSBUTCA coobLyeHne 06 owmnbke:

> Axiom JDK — oTeuecTBeHHas afbTepHaTMBA MHCTPYMEHTA/IbHBIM CPEACTBAM Pa3paboTKu MPUAOXKEHWIA Ha
Java™.
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Pucyrok 2-1. CoobuyeHue 06 owubke npu HecosnadeHuU KOHMPObHbIX CYMM

Owmbka X

o Hapywenue uenocTHoCcTH npunosxerna. O0HoBMTe KnueHT!

‘chdistrire\657 Ihasmo-re:win32": He yaaeTca HaiTy ykasanHeii daitn.

.m

3HayeHMA KOHTPOAbHbIX cyMMm (SHA-256) npepctaBnaeHbl Ha CTpaHuue CKauyvBaHuA
«ACMO-rpaduuecknin pegaktop». [ns onpeaeneHns KOHTPOJAbHOW CyMMbl daisa MOXHO
MCNONb30BaTb YTWAWUTY certutil WAW CTOPOHHME CPeACTBa, Hanpwumep apxusatop 7-Zip.
Hanpumep, ana onpeaeneHns KOHTPOAbHOW CyMMbl BBEAUTE B KOMaHAHOW CTPOKE KOMaHAy
certutil -hashfile asmo-re-6.858-windows-x32.zip SHA256 (,D,J'IFI OC Windows). B OC Linux
AN5 pacyeTa KOHTPOAbHOW cymMbl dainna (Hanpumep, asmo-re-6.858-windows-x32.zip) MOXHO
BbIMONHUTb KOMaHAY sha256sum asmo-re-6.858-windows-x32.zip B TEPMWHaNE.

PucyHok 2-2. Peaynbmam pacdyema KOHMpobHoU cyMmmel ¢haling asmo-re.exe

C:\temp\6858>certutil -hashfile asmo-re-6.858-windows-x32.zip SHA256
X3w SHA256 asmo-re-6.858-windows-x32.zip:

123725405813666fd2ce532526147d43098e9a516c1acb163e218a93eec4df8d
CertUtil: -hashfile — kxomaHga ycnewHoO BbINONHEHa.

2.2. BepeHue XypHanoBs u ayaur

B «ACMO-rpadmyecknii pesakTop» OCHOBHble COObITUS, B TOM 4UMCAe CBfi3aHHble C
3aMyCKOM W 3aKpbITUEM MPUNOXKEHWNA, OTKPbITUEM, MMMOPTOM, 3KCMOPTOM, COXPaHEHMEM U
neyaTbto JOKYMEHTOB, COXpaHArTCA B dparnax XypHanos. Kpome Toro, B 6a3ze gaHHbIXx «kxACMO-
rpaduueckmi pefakTop» BeAyTCA >KYpPHaabl ayAauTa, MNOAPOOGHOE oOnuMcaHue KOTOpPbIX
NPUBOAUTCA B PYKOBOACTBE MOAb30OBaTeNa cucTembl. [lepeveHb cobbitun HesonacHocTw,
noaaexalimx perncrpaunmn, nepecMmaTpruBaeTca He MeHee YeM OAMH pa3 B roj, a Takxe no
pe3yabTaTaM KOHTPOAA (MOHMUTOPMHra) 3a obecneyeHneM YpPOBHSA 3aLUULLEHHOCTU AaHHbIX,
CoAepKaLLmxca B cMCTeMe.

Tuvnbl XXypHaNoB, XpaHALWMXCA B GanioBON CUCTEME, U MeCTa X PAaCNON0XEHMA OMUCaHbI
HunXxe:

e XypHanbl KANMEHTCKMX MPUAOXKEHUN. VIMeroT Ha3BaHMA asmo-re.log n asmo-re.err.
Obbem wuHOOPMALMK, XPaHALLENCA B XXypHanax KJINEHTCKUX MPUIOXKEHUN,
orpaHuumBaeTca pasmepom dawvna xypHana (32 M6), No AOCTUXKEHUM 3aAaHHOrO
orpaHunyeHus bosee cTapble 3anucuy B dpainnie XXypHana nepesanmncbiBatoTcs HOBbIMU. B
OC Windows HaxoaaTcA KaTajore YCTaHOBKM KAMeHTa (MO  YMOJYaHMIO
C\asmol\thinclient). B OC Linux pacnonaratotca B nanke .cache/asmo-re
COOTBETCTBEHHO. B >XypHanax KAMEHTCKMX MNPUAOXEHUA PErucTpupyroTcs Takue
CcobbITUS, KaK 3anyck/3aBeplUeHne MPUIOXKEHWUS, YCMNeLWHbIh Bxog (BbIXOA)
nosib30BaTenen B CMCTeMY C yKa3aHMeM TuMna ayTeHTUdUKaLMK, HeyCreLlHble NOMbITKY
BXOAa NOJb30BaTe/IeN B CUCTEMY C YKa3zaHWEM MPUYMH OTKa3a B AOCTyne.
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e XypHanbl cepBepa npunoxeHunin (am.log, am.err). Pacnonaratotca nanke log katanora

YCTaHOBKW MeHezXepa areHToB (no ymonudaHuto C\asmo\server\log B8 OC Windows
nnn /opt/asmo/server/log B OC Linux). Cpok xpaHeHus mHPopmMaunm B XXypHane
cepBepa MNPWIOXEHUM He orpaHuumBaeTca. B >xypHanax cepBepa nNpuaOXeHUM
perucTpupyrotca  Takme  cobbiTMA,  Kak  3amnyck/3aBeplUueHne  NPUIOXKeHWUS,
3anyck/3aBepLUeHne areHToB (noakatoueHnm K bJ1), ncTouHnk cobbiTua 6e3onacHoCcTH
(npouecc, 3anpoc), 06bekT focTyna (areHT), NPOTOKOA AOCTynNa.

XypHanbl areHToB — dannbl € pacwmpeHusMmn log m err B mankax C MMeHamuy,
COOTBETCTBYHOLUMMWN MMeHaM areHToB. Parn XypHana cO34aeTca Ha KaXzble CyTKM.
Cpok xpaHeHuns HGOPMaLIMKN B XXypHanax areHToB (NOAKAKUYEHNA K 6a3aM AaHHbIX)
MOXET 3ajaBaTbCA afMUHUCTPATOPOM CUCTEMbI C MOMOLLbIO NMapameTtpa --logtail B
darine pha.conf, 3agarowiero KOAMYECTBO CYTOK, 3a KOTOpble co3gatotca dansbl
XypHana. bonee crapble dannbl yaanawotca. Haxopstcs B nanke log katanore
YCTaHOBKW MeHezXepa areHToB (no ymonudaHuto C:\asmo\server\log B8 OC Windows
nan /opt/asmo/server/log B OC Linux). B XXypHanax areHTOB pernctpupyroTca Takme
Cco6bITUA, KaK 3anyck/3aBeplUeHWe MPUIOXKEHWNS, YCMNeLWHbIM BXog (BbIXOA)
nosb3oBaTenen B CUCTEMY C yKasaHMeM TUMna ayTeHTUdUKaLMm, HeycrnellHble NOnbITKY
BXO4a MOJib30BaTenen B CMCTeMy, 06bekT aoctyna (6asa faHHbiX), MHPOpmMaLma o
BbIMOJHEHVM CEPBEPHbIX 3aJaHWii (HanpuMmep, 3aZaHWi Mo penaukauum), a Takxe
NONHOTEKCTOBas TpaccmpoBka SQL-3anpocoB K 6a3e pAaHHbIX (eCAM  HacTpOeH
COOTBETCTBYHOLUMIA NapaMeTp ANS areHTa).

2.2.1. Cnucok normpyembix cobbiTni

K OCHOBHbIM TMMaMm iorMpyemMbix B XypHanax B GbannoBou cuctemMe cobbITUN OTHOCATCA
cnepyroLme:

SEC — cobbiTne 6e3onacHoOCTY;

INFO — obwaa nHdopmaums;

WARN - npegynpexaeHwve;

ERR — ownbka;

DANGER — cobbiTre, Tpebytowiee 0coboro BHUMaHMS.

B >kypHanax KNMeHTCKUX MPUAOXKEHNI PETNCTPUPYHOTCA CeAytoLMe COObITUS, CBA3aHHbIE
¢ paboTon co cxemamu:
PaboTa npuaoxeHuns:

3anyck NPUNOXKEHUS;

3aBepLueHne paboTbl MPUNOXKEHNS;

Co3ZaHune JOKYMEHTOB cxem/bunbanorek;
OTKPbITUE/3aKPbITUE LZOKYMEHTOB CXEM/O6MOANOTEK;
MMMNOPT/3KCNOPT AOKYMEHTOB cxem/bunbanorek;
AybanpoBaHMe LOKYMEHTOB cxeM/6nbanorek;
BHECEHME N COXPaHEHMNe N3MEHEHWI;

3arpy3ka v BbIrpy3Ka JIOKalbHbIX KOMWUI;

Hasurauws:

N3MeHeHne MacluTaba Konecom MblILLW;
N3MEHEHUA TOYKN 3peHNA Ha CXEMY KOJIECOM MbILLW.
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[opAavne kKnaBumLLIN:

e CMeHa pexuMoB ynpasaeHus knasuwamm 1, 2, 3, 4 nam 5 (MepekntoueHne pexxnmos);

e OTMeHa aencteusa knasuwamm CTRL + Z;

® MOBTOP AENCTBUA C NOMOLLbIO KOMBUHauumn knasuw CTRL + SHIFT + Z nan CTRL +Y;

e jnenctBne «Bnmcatb cxemMy B OKHO», BbI3blBaeMO€ HaXaTnmemM * Ha LnppoBOM
KnaBumaType.

Touku cknerikn (Bsanmogencrene npuMnTMBOB):

e n06aBneHNE TOYKU CKAENKN;

e yaaneHune TOYKWN CKAEeNKU.

ABTOCOEAMHEHME:

e HaBejeHMe Kypcopa MbIlK Ha CTPeKY aBTOCOEANHEHWS;

e HaXaTue Ha CTPesiKy aBTOCOEANHEHMS;

e Ha)XaTve Ha NPUMWUTMB BHYTPW BCMJIbIBAOLLErO OKHa BblIbOpa NPUMNTUBOB.

TexcT:

e Haya/o pejaKkTMPOBaAHMA TEKCTA C MOMOLLLIO ropsiyen knasmwm F2;

e 3aBepLUEHMNE pesakTUPOBaHMUA TEKCTa.

Tabanupbi:

e CO3JaHue Tabauupl.

KoHTenHepbl:

e CO3JaHuVe KOoHTelrHepa.

MMeyathb:

e CO3JaHuve 3afaHWNN Ha nevarTb;

e Hauaso M 3aBepLUEHMe neyaTy;

e OTMEHa 3a/laHu1Aa Ha neyartb.

2.2.2. Tpaccuposka 3anpocos RQL/SQL

B cucteme «<ACMO-rpaduyecknin pegaktop» npeaycMoTpeHa BO3MOXHOCTb HAaCTPOMKM
TpaccmpoBku SQL-3anpocoB k 6a3e faHHbIX Ha YPOBHE OTAE/IbHbIX areHTOB (MOAKAHYEHUIN K
BA). YTObbI BKAHOUNTL PEXMM TPACCUMPOBKM A/A MOAHOTeKCToBOM 3anuncyn SQL-3anpocos B
dann XxypHana areHTa, Heobxoammo pgobasBuTb atpubyT --tracesql B mapameTp args cekuunm
areHTa B danne KoHbUrypaumm MeHeaxepa areHToB am.ini (bonee noapobHyro MHPopmaLmio
O HacTpowuke dannos KoHdurypauum cMm. B n. 5 «KoHPurypmpoBaHune areHta n MeHegxepa
areHToB)».

Kpome TOro, K/JMEHTCKOM TMPUIOXEHUN asmo-re mnpesycMoTpeHa BO3MOXHOCTb
MONIHOTEKCTOBOW 3anMucu  TpaccMpoBkm 3anpocoB RQL/SQL B pamkax ceaHca Ansd
nocnegyrowiero aHanamsa paspabotumkom. Ytobbl COXpaHWUTb pesysibTaTbl TPACCUPOBKM
3anpocoB, HeOHXOAMMO HaXkaTb KHOMKY TPACCMPOBKN B CTPOKE COCTOAHMA MPUNOXKEHUS:
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ACMO-rpaduryecknin pegaktop lnaBa 2. TpeboBaHMs K NPOrpaMMHOMY U TEXHUYECKOMY o0becrneyeHumto

PUCyHOK 2-3. KHonka mpaccuposku 8 Cmpoke COCMOAHUA KJIUeHMCKO20 Npu/ioxxeHus

WMHcnekTop 3anpocos
Coxpanesme rql/sql
Coxparesne rgl
QumcTuTe McTophio rgl
v | PerucTpaumn ana 3anycka no-yMonuaHmio

':":'::J-"':':'JE-: 119/0]| 51 Kb/205Kb | mem: 26 249 Kb/31 698 [Ctpoka 3 Beero 7 profadmin v6.835win[12760]/5.2.2071

KomaHgbl «CoxpaHeHue rgl» n «CoxpaHeHune rql/sql» no3sonstoT Bbirpy3uTts B dann
ncropwmto 3anpocos RQL 6e3 gaHHbIX 3anpocoB SQL 1 ¢ HUMK COOTBETCTBEHHO.

KomaHnga «Oumctntb nctopuio rgl» mo3Bonser OUMCTUTb TEKYLLYHO UCTOPUIO 3aMpocCoB
ANA cokpalleHns obbemMa perncTpupyembix 3anmncen.

KomaHpa «MHcnekTop 3anpocoB» (40OCTyMNHa TOJIbKO MO/b30BaTeNnsM C YPOBHEM A0CTyNa
«AAMVHUCTPATOP») MNO3BOIAET OTKPbITh TEKYLLYH MCTOPUIO 3anNpocoB B GOpMe MHCMEKTOpa, B
KOTOpOM OTO6pakaroTcs pas3NnyHble NnapameTpbl 3aperncTprpoBaHHbIX 3anpocoB, BKtOYas
HOMep, TWM, AaTy U BPeMS BbINOJAHEHWUS, NPOAOKUTENbHOCTb BbINMOAHEHUA Ha KAMEHTe U
cepBepe, 3aecTBOBaHHbIe GOPMbI 1 Y3/bl, @ TaKXXe APYryro cy>ebHyro nHPopmMaLmio.

2.3. ObecneueHve nunpopmaymoHHom 6esonacHocTn

Moa obecneveHnem MHboOpMaLMOHHOM He3onacHOCTU NOHMMaeTca Habop npoueayp v
WHCTPYMEHTOB, KOTOpble obecneunBatoT BCECTOPOHHIOND 3aluTy KOHPUAEHLMaNbHON
KopnopaTnBHOW MHbOPMaLUKM OT HEMPABMABHOTO MCMOJ/b30BaHWSA, HECAHKLMOHMPOBAHHOIO
AOCTYNa, NCKaXKEHNA UIN YHUUTOXEHWA.

K ocHoBHbIM TpeboBaHMAM no obecrnevyeHnto WMHPOPMALMOHHON 6e30MacHOCTM
OTHOCATCA, MOMUMO NPOYMNX, CefyroLme:

1. CBOeBpeMeHHOe OOHOBAEHME OMEPaLVNOHHOW CUCTEMbI U MPUAOXEHWUNA, YCTaHOBKA
ncnpaBieHN 1 OOBHOBAEHWNI, YCTPaHAKLWNX W3BECTHble ya3BuMocTn. CobatogeHne
pekoMeHzauun no obecneveHnro 6e30MacHOCTM MPOU3BOAUTENS OMepaLMOHHOM
cuctembl.  MIHbopmaums o  BbigBaseMbix  ya3BuMocCTax  «ACMO-rpaduruecknin
peAakTop» W HOBble BEPCUM MPUIOXKEHUS ANA OBHOBAEeHUA NybaMKyroTcs Ha Beb-
cante AO «VIHbopmaTuka».

2. Kpuntorpadumueckas 3awmta KoHbuaeHUManbHOW WHbopmauun. [na  3awmtsl
peKOMeHAyeTCs MCNOAb30BaTb HajeXHble Mapoan AANHOW He MeHee 8 CMMBOJIOB
(cosep>aT 3arnaBHble, CTPOYHble OyKkBbl, LMPPbI W CneumnanbHble CMMBObI, He
cozep>kaT OYeBUAHBIX U Nerkux ana nogbopa BbipaxeHuh). Mapoan pekomergyetca
perynapHoO MeHATb. HMKOMYy He coobuianTe U He OTNpaBAsfnTe CBOM MapoOAN U He
XpaHuTe X B AOCTynHOM Buge. B «<ACMO-rpadunuecknin pegaktop» obecneunsaercs
3aluMTa NaponemM JAOKyMeHTa CXeMbl WU OTAEe/bHbIX ee CTPaHWuL, C BO3MOXHOCTbHO
3anperta NpoCcMoTpa U peAakTMPOBaHUA C NCMOAb30BaHMeM aaroputma AES-256.

3. CBoeBpeMeHHOe pe3epBHOE KOMMPOBaHWe fAaHHbiX. [14 3awmTbl cxem 1 daninos B
«ACMO-rpaduruecknin pesaktop» peKOMEHAYeTCA PeryiapHO BbINMOJAHATb pe3epBHOe
KONMpoOBaHWe, B TOM YMcie C NPYMEHEHNEeM aBTOMaTU3MPOBAHHbIX CPEACTB.

4. BegeHuvie xypHanoB v ayaut. B «<ACMO-rpadunyeckni pesaktop» OCHOBHble COBbITUS,
B TOM UMCAe CBA3aHHble C 3anyCckOM W 3aKPbITUEM MPUIOXKEHWUS, OTKPbITUEM,
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MMMOPTOM, 3KCMOPTOM, COXPaHEHWEeM, 3alUTON napoieM M MeyvaTbio JOKYMEHTOB,
COXPaHAIOTCA B cnegyrowmnx Gannax XypHanos:

e XypHanbl KAneHTa — asmo-re.log, asmo-re.err B KaTanore YCTaHOBKM KaneHTa (no
ymonuanuto C:\asmol\thinclient) B8 OC Windows wan B nanke .cache/asmo-re B
OC Linux;

e KypHa/bl cepBepa NpWIOXeHnn — am.log, am.err B nanke log kaTanore yCTaHOBKM
MeHezXepa areHtoB (no ymondaHuto C\asmo\server\log B OC Windows wuau
/opt/asmo/server/log B OC Linux);

® KypHanbl OTAE/NbHbIX areHToB — Qanabl C pacwumpeHusamn log v err B nankax c
MMeHaMW, COOTBETCTBYHOLUMMM MMEHaM areHToB, B Manke log kaTtanore yCTaHOBKM
MeHezXepa areHtoB (no ymondaHuto C\asmo\server\log B OC Windows wuau
/opt/asmo/server/log B OC Linux).

5. KOHTpO/Ib LLENOCTHOCTU GalnNoB B Lensx OTCAEXNBaHNA U3MEHEHWI 1 NMOBPEXAEHNN B
HUx. B «<ACMO-rpaduruecknin pesaktop» KOHTPO/b LLeNOCTHOCTN peannsyeTcs 3a cuet
NPOBEPKM KOHTPOAbHbIX CyMM (KoHTposb uenoctHoctu ¢pansios).

6. Vicnonb3oBaHve gns  3awuTbl  NULEH3WOHHOTO  aHTUBUPYCHOTO MNPOrpamMMHOro
obecneyeHns M MeXcCeTeBblX 3KPaHOB. PerynapHoe CKaHWPOBaHWE Ha Haanuue
YyA3BUMOCTEMN.

7. ObecneyeHme 3alWunTbI OT yTeuek MHGopMaLmu.

8. 3awmTa fJaHHbIX, NepejaBaeMblX MO MPOBOAHbIM W 6ecnpoOBOAHBIM  CETAM.
MNpuMeHeHne 6e30nacHbIX KOMMYHUKALNOHHBIX MPOTOKOJIOB.

9. MpumeHeHre UMOPOBBLIX NOANUCEN U CEePTUPMKATOB ANA MPOBEPKN MOAJIMHHOCTU
darinos.

10. lpMeHeHe  NpouMX  OpPraHU3auMOHHbIX,  TEXHUYEeCcKuX,  OU3nYecknx wn
TeXHONOrMYecknx mep nNo obecneyeHmro 6eonacHoOCTU.
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3. MoaxnioueHne K HAaCTPOEHHOM cucreme

3.1. HacTpoeHHble N0 YMO/ZTYaHMIO NOJ/Ib30BaTeIN

[nsa paboTbl c npumepomM npodeccroHanbHon Bepcnmn «<ACMO-rpaduryecknin pesaktop»
HaCTPOEHbI MO/b30BaTENN MO YMONUAHMIO:

e prof — psgoBoi Noab3oBaTesb, CNOCOOHbIN CO34aBaTh CXeMbI, BUBANOTEKN, LIABNOHBI
M NPOBOANTbL ONepaunmn Haz HUMK (Naposb He TpebyeTcs);

e profadmin — nosb3oBatens, ob6aa4atOWMIM BO3IMOXHOCTAMWN PALOBOrO NOJb30BaTENS
M paclUMpEHHbIMUW NpPaBaMu agMUHUCTPATOpPa, CNOCcobeH co3aaBaTbh U pefakTMpPOBaTb
nonb3oBaTenelr, HacTpamBaTb >KypHaibl, Pernvkauuio, poau, a Takxke 3arpyxaTtb
obHoBANeHMA (Naponb He TpebyeTca).

3.2. Untepdenic BXxoaa KIMEHTCKOro NpusioXkeHmns

B Bepcuun knmeHTa ACMO 6.795 ans OC Windows u Linux (asmo-re) npeactaBaeH HOBbIN
nHTepdenc Bxopa B cuctemy. pn 3anycke kaveHTa B HOBOM UMHTepdelice oTobpakaeTcs
Habop HaCTPOEHHbIX NOAKNKOYEHMI K 6a3aM gaHHbIX cucteMbl ACMO:

PucyHok 3-1. lhHmepdbelic knueHma, Ha4uHas ¢ eepcuu 6.795

Q .

LoGasnts ACMO Tpadmseckuii
noaxniovenve [profadmin]

B okHe knveHTa npeacTaBaeHbl 3HaYoK < + Jobasume nodisroveHue > ana fobaBneHns
HOBOrO MOAKNOYEHMA, @ TAaKKe 3HAaUYKN HACTPOEHHbIX MOAKJOYEHUA — Ha NPUBEAEHHOM Bbille
PUCYHKEe HaCTpOeHO nogkntouveHve Kk 6H6asze gaHHbix ACMO-rpadpuueckun pepakrop Anf
nonb3oBatens profadmin. [locnegHee BbINOAHEHHOE MOAKAOUYEHWE aBTOMATUUECKU
BbIZAENAETCA Npu 3anycke KJAneHTa.

Utobbl A06aBUTb HOBOE  MOAK/JAHOUEHME, HaXMuUTe 3Hauok <+ Jobasums
nodisiroqdeHue>. [10ABUTCA OKHO AN BBOJA PEKBU3NTOB NOAKIHOUEHNA:
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PucyHok 3-2. OkHo 0151 8800a peksu3umos NoOKA0YeHUs

%

[ /]

MokazeisaTs OKHO BX0A3

Bojimw TekywnM nonb3oeaTenem

[na Bxoja B cucTeMy BBeAUTE WAM BbibepuTe B COOTBETCTBYHOLLMX MO/AX CBOU UMSA
nosib3oBaTens U Naposb, agpec uam nma cepsepa ACMO 1 6a3y ana NoAKAOUEHMA (areHT).

Ecan B cncteme ACMO HacTtpoeHa AoMeHHaa ayTeHTuduKaumsa noj MMeHem TekyLlero
nosib3oBaTeNs OnepauuoHHON cucteMbl (Hanpumep, yvepes Active Directory), BBOAWUTb UMS
nosb3oBaTens M Maposib He TpebyeTca — HeobxoaMMO yKkasaTb cepBep W 6a3y ans
NOAK/IHOUYEHMA N YCTaHOBUTb GIaxkKoK < Bolimu mekyujum nosibzoeamesiem>. B akom cnyvae
npw 3anycke NOAKAOYEeHNA He ByaeT oTobpaxkaTbCa OKHO 3anpoca Napos, U BXOZ4 B CUCTEMY
ACMO 6yaeT oOCywWecTBAATbCA aBTOMaTMUeCKM MOj MMEHeM Tekyllero mnoJsib3oBaTtens
onepaLmnoHHOM CUCTEMBI.

Nocne BBOAa BCeX HEOOXOAUMBIX PEKBM3UTOB HaXMuUTe KHOMKYy <Boumu> pana
noakatoyerHna Kk cucteme ACMO uman <CoxpaHume> ANA COXPaAHEHUA MNOAKNHOYEHUA C
3a/,laHHbIMM peKBM3MTaMK B Habope noakarouyeHun. Obpatute BHUMaHWE, 4YTO 3ajaHHbIN
nmaposb MO/Jb30BaTe/Nl He COXpaHAeTcs, W ero noTpebyeTcd BBOAWUTb MPU  KaXAOM
NOAKNOUYEHNN.

MNocne Bxoja B cuCTeMy nogkatouveHve byaeT otobpaxkaTbca B Habope AOCTYMHbIX
MOAK/JOUYEHNA B OKHe BXOAa Npu nocaegyrowmx 3anyckax kaveHta ACMO. [lMocneaHee
BbINOJIHEHHOE NOAKAKOUYEHNe ByseT BblgeneHO B Habope CBETNIO-Ccepon pamkou. [ns 3anycka
BbI€/IEHHOrO MOAKAOUEeHNA ByaeT AOCTaTOYHO HaxaTb knasuwy <BBO/>. Takxke MOXHO
3anycTuTb Nt060oe HaCTpPOeHHOE MOAKAOYEHME, LLENKHYB ero B Habope

YTo6bl 3anyCTUTb HAaCTPOEHHOE MOAKIHOYEHME, AOCTaTOUHO LUEAKHYTb €ro 3Ha4yoK Man
BbIOGpaTb ero B Habope C NOMOLLbIO K1aBU1LL CO CTPENKaMu 1 HaxaTb knasuwy <BBO/ >, nocne
4yero BBECTW Mapo/b MO/b30BaTeNs B MOABMBLUEMCA OKHe 3anpoca. [na nogkntoveHus c
NCNonb3oBaHMEM JOMeHHOW ayTeHTuduKauun (Hanpumep, 4depe3 Active Directory) nog
MMEHEeM TeKyLLero nosb30oBaTenss OnepauyMOHHOW CUCTEMbI, B PEKBM3UTAX MOAKNOUEHUS
AOMKHBI ObITb YKa3aHbl MMA cepBepa 1 6a3a A4/1A NOAKAOUEHMS, @ TaKXKe YCTaHOBAEH daxok
<Bolimu mekyujum nose30eamesiem>.

3HaukKM MOAKNHOYEHUM MOXHO MepeTackmBaTb C MOMOLLBHO MbIWW WA MepemeLlaTtb
KNaBULLIAMW CO CTPesiKamm C 3axaToun knasuwen CTRL.
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ACMO-rpaduryecknin pegaktop lnaBa 3. MNoakntoueHMe K HAaCTPOEHHOM cnucteme

B BepxHeM npaBoMm yray okHa npeacraBieHo noje noucka, ¢ MoOMOLLbH KOTOPOro MOXHO
BbIMOJ/IHATb MOWUCK MO HOOOM YacTK Ha3BaHWA HAaCTPOEHHbIX NoAkAtoUeHuI. 1o mepe BBOAa
MONCKOBOM CTPOKN Habop oTobpaxkaeMbix B OKHE BXOAa NOAKNHOUEHNI GUNbTPyeTCs.

B Bepcun kaveHta po 6.795 OkHO Bxoga BbIMAAUT WHade. [na noakaroveHma
HeobXxoAMMO BBECTM MMS MOIb30BaTENN U MapOJb, yKa3aTb cepBep M Ha3y AaHHbIX, MOCaAe Yero
Ha)aTb KHOMKy <OK>:

PucyHok 3-3. OkHo 8xo0a 8 cucmemy 0418 kiueHma sepcuu 0o 6.795
ACMO rpadmuecknid pegakTop x
= Baenure MMA W Naponk, koTopele ByoyT
H..'lE‘HTHdJHLalCEIaTb Bac kak nonesosatensa nporpaMMel

MmMa noneacearena prof -

Mapone

Cepeep localhost -

Baza paumeix ACMO rpadmueckuit pepaktop -

OK OTtmena

3.3. MoaxnoueHme K cucTeMe KJIMeHTCKMM NMpPUsioKeHuem

YTo6bl MOAKNOUNTLCA K CUCTEME MOCAe TOro, Kak BbIMONHEHbl ee YyCTaHOBKa M BCe
HeobxoAMMble HaCTPOMKW, 3amnyCTUTe YCTAaHOBAEHHbIA KJAMEHT W LWENKHUTE 3HA4yoK
HaCTPOEHHOro MNOAKNtOYEHMA (KAMEHT Bepcum nocne 6.795, MHCTPYKUMM MO HacTpowvike
NOAKNHOUYEHNA NPUBOAATCA B NyHKTe 3.2 UHTepdeiic Bxoaa KJIMEHTCKOro NpuioXkeHus). B
KAneHTe Bepcumn Ao 6.795 BBeguTe MMA NOJb30BATENA U NAapPOab B AMANOrOBOM OKHE BXOZAQ,
yKaxkute agpec cepepa v 6a3y AaHHbIX AN MOAKNOUYEHUSA N HAXXMUTE KHOMKY <OK>.

Ecav HacTpoeHa aomeHHas ayTeHTudukauns (Hanpumep, ¢ Active Directory), B kiveHTe
Bepcuun nocsie 6.795 nocse wenyka no 3Hauky NoAKN0YEeHUA BXO B CUCTEMY OCYLLECTBAAETCS
aBTOMaTn4yecku. B knneHTte Bepcmm fo 6.795 ana Bxoga € NCNOAb30BaHMEM YUYETHOW 3anuncu
Tekywero nosnb3oBatens OC NOCPeACTBOM MexaHM3Ma JAOMEHHOMW ayTeHTUdMKaLmm
Heobxoammo HaxaTtb knaBuwwm CTRL + W. Takke MOXHO 3agaTb napameTpbl 3anycka
KJMEHTCKOTO MPWIOXEHMSA, MO3BOAIOLIME MOAKAOUATLCA K cucTemMe 6e3 BBOAA Y4YETHbIX
AaHHbIX (MHTerpaumnsa c Active Directory).

[na noaknroUeHNs C NOMOLLbIO BEO-KIMeHTa HeOHXOANMMO BBECTU ajpec cepBepa 1 NopT,
MO KOTOPOMY OCyLLEeCTBASETCA JOCTyn K 6a3e, B agpecHyto CTPpOKy bpay3epa 1 3aTeM ykasaTtb
MMA M nNaponb nosb3oBatena. Ecam HacTpoeHa AOMeHHas ayTeHTUdUKaLms, BBOAUTb MMSA
nosb30BaTeNs 1 Naposib He TpebyeTcsa — BXOA OCYLLEeCTBAAETCA aBTOMaTUUYeCKN NOoA4 UMEHEM
TeKyLLEero No/ib3oBaTens onepaLmoHHOM CUCTEMBI.
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4. YcranoBka B OC Windows

YcraHoBka naatdopmMbl OCyLLECTBAAETCA NOCAe0BaTeIbHO B HECKONbKO 3TanoB.:
1. YcTaHOBUTE CepBepHYHO YacTb (YcTaHOBKa CepBEPHOM YacTwm).

2. YcTtaHoBUTE YyTUANTY aAMUHUCTPUPOBaAHNSA (YcTraHoBKa YTUAUTDI
AAMUHUCTPUPOBAHUA).

3. BocctaHoBMTe 6a3y gaHHbIX M3 pgavna (BocctaHoBneHue 6asbl  AaHHbIX B
OC Windows).

4. HacTponTe areHT, MeHej)Kep areHToB M MNOAKAYeHMs K 6ase faHHbIx (rnaea 11
«KoHdurypupoBaHume areHTa U MeHeA)kepa areHToB»). 06s3aTeNIbHO yCTaHOBUTE
areHT C NOMOLLbIO YTUAUTbLI aAMUHUCTPUPOBaHNA (YCTaHOBKa areHTa).

5. Y¥cTtaHOBUTE KAMEHTCKYIO uYacTb (YcTaHOBKa K/MeHTa Bepcum 6.x), HacTpouTe
noakatoueHme kK cepsepy (MoaknoueHMe K HACTPOEHHOW cucTteme)

6. 3apernctpupyinTte nporpammy, pazmectus dann amLeH3nn Ha cepeepe (Perncrpauus
JINLLEH3UMN NPOrpamMmbl).

4.1. YcraHOBKa cepBepHOM Hactm

3anyctuTe Gainn asmo-am-X.XXX.msi (X.XXX — 34eCb U fanee Nno TeKCTy 03Ha4yaeT Homep
BEpCMM) M3 nankum ¢ auctpmbytnBomM. OTKPOETCA OKHO CTaHAAPTHOW MPOrpaMMbl YCTaHOBKM
MeHeaxepa areHToB®, peanv3oBaHHOro B BuAe cay>x6bl Windows. Haxmute KHonky </asee >
ANA NPOLOIKEHNS YCTaHOBKM.

PucyHok 4-1. Macmep ycmaHosku meHedxepa azeHmos (waz 1)

‘ﬁ Mporpamma ycranoekn "ACMO Meneaxep arentos” — X

Bac NpHBETCTBYET NPOrpaMMa yCTAaHOBKH
ACMO MeHempxep areHToB 5.2.438

MporpaMMa YCTaHOBKM BEIMONHMT YCTEHOBKY NPUNHKEHWA
Ha Baw komnbtoTep.

HakmuTe ' [lanee’ ANA NpoACIKEHUA UK 'OTHeHa' ANA
BhbIX0Aa M3 NPOrPaMMibl YCTEHOBKM,

| K b
"
< Hazan CitMeHa

Beegute BpyuHyto, BbibepuTe C MNOMOLWbIO KHOMKM <0630p> wan oOCTaBbTe
npegnaraemoe no ymonyanuro (C:\asmo\server\) mecto ycTaHOBKM mnporpammbl. [lyTb He
AOMKEH COAep>KaTb PycCkne CMMBObI U Npobenbl. HaxxmuTte kHonky </dasee>.

6 CepBepHas 4YacTb COCTOWUT U3 aeeHMa v MeHedxepa azeHmMos. AzeHm ynpasnsieT 6a3oi MeTagaHHbIX 1
OCYLLLEeCTBASET B3aVMOAENCTBME KAMEHTCKOW 4YacTi ¢ BJ. MeHedxep azeHMOo8 BbINOAHAET aAMUHUCTPATUBHbIE
ObYHKUMY, ynpaB/ss onepauusamMu @gzeHmos, CNeAUT 3a MOAKIOUYEHUSMU KIUNEHTOB U MpPYM HEOBXOAMMOCTU
3anycKaeT 3K3eMMNAAP azeHma, OTBEUAOLLMIA 33 NoAKItoUaeMyto 6a3y MeTagaHHbIX.
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PucyHok 4-2. Macmep ycmaHosku MeHedxepa azeHmos (waz 2)

ﬁ Mporpamma yeranosku "ACMO Menegwep arenTos” — *
Manka ycraHoBKK s
HawmiTe 'Janee’ yTobbl YCTAHOBMTE B NaMKY N0 YMONYaHMo nibo A
BLIbEpHTE APYTYIO NanKy

YCTEHOBWTE B: |C: \asmo'server),

Obsap...

[poBepbTe YCTaHOBOYHbIE JaHHble W HaXMuTe KHOMKy <HavYame> pana Havana
YCTaHOBKMW.

PucyHok 4-3. Macmep ycmaHosku meHedxepa azeHmos (waz 3)

*ﬁ Mporpamma yeradeekn "ACMO Menegxep arentos” — >
BCE roTOBO K YCTAaHOBKE B
HammuTe 'HaqaTe' 4Tobbl HEHaTE YCTAHOBKY A
MpunoxeH1e: ACMO Menenwep areHTos 5.2,438

Manka ycraHoeku: C:\asmo'\server)

- Ha3an OTMEHa

Haxmurte KHOMKY <lfomoeo > AN1A 3aBepLlleHna yCTaHOBKN.
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PucyHok 4-4. 3asepuwieHue ycmaHosKku

ﬁ Mporpamma ycranoekn "ACMO Menegkep arentos” — =

¥ yci p 13

Hammute ToToso' 4Tobel 38BepwKTE paboTy NporpamMMsl
YCTEHOBKH,

Mo pe3ynbTatam paboTbl MacTepa yCTaHOBKa CEPBEPHOM YacTu rpaduueckoro pegakropa

byaeT 3aBepLUeHa.

Ans koppekTHoW paboTbl areHTa HeobxoAuMMO 3arpy3uTb nociefHve O6HOBAEHMUSA
areHToB ¢ nomoubio AM Console (YcTtaHOBKa areHTa) wiv BPYYHYHO M NMPOW3BECTU HYXHble
HacTponku (rnaea 11 «KoHdurypupoBaHue areHTa 1 MeHeAKepa areHTOB»).

4.2. YcTaHOBKa YTU/IMTBI aAMUHUCTPUPOBAHUSA

AM Console — 310 ytuanta ana agMUHUCTPUPOBAHMA MEHeZXepa areHToB, KoTopas
NO3BO/IAET YMNPaBAATb MOAKNHOYEHUAMU K areHTam, pejaktupoBaTb Galibl HaCTPOeK,
npocMaTpuBaTh CTaTUCTUKY MOAKNOUEHUN U T. 4.

3anyctute danin asmo-amconsole-x.xxx.msi. OTKpoeTcs OKHO MpPorpamMmMbl YCTaHOBKM.

Haxmute kHonky </asiee> ana NpoAO/KEHUA YCTaHOBKMU.

PucyHok 4-5. Macmep ycmarosku AM Console (waz 1)

‘E Mporpamma ycranoekn "ACMO Koncone ynpaenenua cepee.. — *

Bac NnpHBETCTBYET NPOrpaMMa YCTAHOBKH
ACMO KoHconb ynpasneHnsa cepeepomM 5.2.438

MporpaMMa YCTEHOBKK BEINOMHWT YCTEHOBKY NPUNGHEHUA
Ha Baw komneroTep,

HamuTe | Janee’ AN NpoAom«eHUa unk 'OTMeHE' ana
BhIX0A& W3 NPOrPaMMbl YCTEHOBKM,
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Bo BTOpOoM OkHe macTepa BBeAWTe BPYUHYHO, BbibepuTe C NOMOLLbIO KHOMKK <0630p >
WAN OCTaBbTe Npegnaraemoe no ymonyvanuto (C:\asmo\admin\) mecTo ycTaHOBKM NPOrpaMmbl.
MyTb He AOMKEH coaepxkaTb PycckMe CMMBOJbI U npobenbl. He cHumanTe ¢naxok ana
YyCTaHOBKM fip/blka MporpamMmbl Ha paboyem crone. Haxmute kHOnmKy <Jasiee> pna
NPOAO/IKEHNA YCTaHOBKMN.

PucyHok 4-6. Macmep ycmaHosku AM Console (wae 2)

ﬁ] Mporpamma ycradoekn "ACMO KoHcons ynpaenedus cepee. — *
MNanka ycTaHoBKK
HamuTe 'Nanee’ 4Tobbl yCTAHOBMTE B Manky No yMon4aHio nibo A
BoifepuTe Apyrylo nanky

YCTEHOBWTL B: |C:'»asmo'»,admin'|,

OBzop. ..

CoznaTe ApeK B MeHo Tiyox!

Y¥CTaHoBUTb Apnbik Ha 'Paboumia cron’

Haxxmunte kHonky <Ha4yame >, 4yTo6bl HaYaTb YCTAaHOBKY.

PucyHok 4-7. Macmep ycmaroeku AM Console (waz 3)

ﬁ] Mporpamma ycradoekn "ACMO KoHcons ynpaenesns cepee. — >
BCE roTOBO K YCTaHOBKe
HammTe 'Haqate' 4Tobbl Ha4aTe YCTaHOBKY A
MprnoseHne: ACMO KoHconb ynpasneHua cepsepoM 5, 2,438

Manka ycraHoew: C:\asmo'adminy

Mocne 3aBepleHna YCTaHOBKN Ha>XXMUTE KHOMKY <lfomoeo>.
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PucyHok 4-8. 3asepwieHue ycmaHosKku

ﬁ Mporpamma ycradoekn "ACMO KoHcone ynpaenenns cepee.. — *

YCTaHOBKA YCNew o ageplieHa

Hamite ToToso' 4Tobbl 386epwTe paboTy NporpamMMsl
YCTEHOBKM,

4.3. YcTtaHOBKa K/IMeHTa Bepcum 5.x

3anyctute dann asmo-client-5.xxx.msi. B ananoroBom okHe MmacTepa yCTaHOBKM
nocnesoBaTeNbHO BbINONHUTE AENCTBUSA, aHaNOTMYHbIE AENCTBUAM NPU YCTaHOBKE CEPBEPHON
yactn. BAXKHO! KnueHT Bepcun 5.X npefHa3HayeH TONbKO AJ1A BbIMNOJHEHUA HEKOTOPbIX
bYHKUMA aAMUHUCTPUPOBAHMA M MNCMONb30BaHNA WHCTPYMEHTOB pa3paboTku. OCHOBHbIM
knveHToM «ACMO-rpadunuecknii pesaktop» ABAAETCA KIVEHT BepCUn 6.x.

PucyHok 4-9. Macmep ycmaHosku kaueHma eepcuu 5.x (wae 1)

ﬂ Mporpamma ycranoskw "ACMO Kanent" - bt

Bac NpMBeTCTBYET NPOrPaMMa YCTaHOBKH
ACMO Knnent 5.02.992

MporpaMMa YCTEHOBKM BbINOAHWT YCTEHOBKY MPHICHKEHMA
Ha Baw koMnboTep.

HammuTe '[lanee’ Ana npoaomxeHa unn 'OTMeHa’ ana
BLIXDOE M3 NPOrPEMMEl YCTEHOBKH,

< Hazan | Janee > | | CTMEHE |

Ykaxute nanky, B KOTOpyto OyaeT ycTaHOB/AeHa nporpamMma (MO yMOAYaHMIO
C:\asmo\client). MNyTb He AOMKEH cofepXaTb PYCCKME CUMBOJIbI U MPOGENbI:
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PucyHok 4-10. Macmep ycmaHosku kaueHma eepcuu 5.x (wae 2)

ﬁ] Mporpamma ycradoekn "ACMO Knnedt"
MNanka ycTaHOBKH

EblfepUTe APYT YO NaNKY

HatmuTe 'anee’ 4Tobbl yCTEHOBMTE B Manky No yMon{aHmo nnbo

x

A

YCTEHOBWTb B: |C Jasmo'dient!,

Ofzop...

Co3aaTe ApNkelk B MeHko Tlyak'

¥CTaHOBUTb Apnbik Ha 'Pabouni cron’

< Hasaa

CTmeHa

HaxxmuTe kHonKy <Ha4yame >, 4Tobbl 3aMyCTUTb YCTaHOBKY KMEHTa.

PucyHok 4-11. Macmep ycmaHosku kaueHma eepcuu 5.x (wae 3)

‘ﬁ MNporpamma ycradeekn "ACMO Kanent"

BCE roToBO K YCTAHOBKE
HammuTe 'HauaTe' YyTobkbl HEYaTE YCTAHOBKY

MpunoxeHue: ACMO KnueHT 5.02.992
Manka ycraHosri: C:\asmo'dient!,

< Hasan

X

A

OTMeHa

[Mocne 3aBepLUEHMA YCTAHOBKM HAaXMUTE KHOMKY </ omoeo>.
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PucyHok 4-12. 3agepuieHue ycmaHo8KkuU KiueHma eepcuu 5.x

ﬂ Mporpamma ycranoeku "ACMO Knnent" - X

YCTaHOBKA YCMEeWwHo 2aBeplleHa

HammTe 'ToToso' 4Tobel 3a5epwKTe paboTy nparpamMmsl
YCTAHOBKM,

Ecam 370 He 6bIN10 ceNaHO B MpoLLecce yCTaHOBKW, AN yA06CTBa 3aMycka KAMEHTa MOXHO
£06aBUTL APAbIK Ha pabounin cton. [nsa 3Toro WwenkHUTe NpPaBon KHOMKOW MbIWWN CO34aHHbIN
dann phx.exe n BbibepnTe B KOHTEKCTHOM MEHIO KOMaHAy <Omnpasume — Pabo4ull cmos
(cozdame aApaeik)>. T[locne 3anycka 3Toro darna OTKPOETCs OKHO Ans  BBOAA
NAEHTUPUKALNOHHOW MHPOPMaL K.

PucyHok 4-13. OkHo 013 88o0a udeHmugukayuoHHol uHgopmayuu (kiueHm 5.x)

;ﬁ.j, ACMO rpadmvuecknii pegakTop %
- EEIE',CI,HTE' HMA 1 Naponk, KOTOpBIE 5Y,£I,YT
A= MAEHTHEPWLWPOBaTE Bac Kak Nonb30BaTeNA NporpaMMel

WmA nonbsoBatens  |prof

Mapons |
Cepeep localhost w
Eaza AaHHbIX ACMO rpadMuecknid pegakTop e

OTMeHa JdononHuTensHo >>

Ecav BeinonHeHa HacTpovika 6a3bl faHHbIX (r1aBa 10 «BocctaHoBneHne 6a3bl AaHHbIX
M3 gamna»), COOTBETCTBYHOLUM 06pa3oM CKOHOUIypuMpOBaHbl areHT M MeHeaXXep areHToB
(rnaBa 11 «KoHdurypupoBaHme areHTa U1 MeHeAYKepa areHTOB») 1 3anyLleH areHT (3anyck
areHTa), nocae BBOAa NAeHTUDMKALNOHHON NHPOPMALIMMN OTKPOETCA OKHO KAMEHTA.
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PucyHok 4-14. OkHO 3anyuweHH020 KiueHma

Pain  Mpaska Bua  Cepenc  Owxvo  Cripaexa

eixhNOR

BLICT pbiii gocTyn x |-& PaGouwe mecTa
[+ Nuuneii kaBuner
 C Vicropus [ED G eran somermos
W3BpanHoe [ Kaproteka obnexTos
[L] Crpasoumka
OTyeThI

— 5 ABMWHWCTPUPOBAHWE CHCTEMBI
[T YuerHele 3anucu nonbsosatensii
| Mogpasaeneqng, paBoTHUEKN
Ponn
Ayaut
[pynner-watnoHel nonesoeaTensi
OBHosnenua
¥3nel penAnKaLni
CryseBHbIE NOAB30BATENN

e e I A S

3annaHUPOBaHHBIE 3343HUA

Ecnv Ha cepBepe focTynHa 6osee HOBas Bepcus kineHTa (YcraHoBKa 06HOBAeHMA), Npu
nepesanycke KAneHTa NosSBUTCA AMANIOTOBOE OKHO ANS MOATBEPXAEHUA OOHOBAEHMA BEPCUM
KAveHTa. YTobbl OOBHOBUTL BEPCUIO, HaXXMUTE KHOMKYy <O6Hosume> N [OXAMTEChb, MOKa
3aBepLunTCa Npouecc 0bHOBAEHMA N 3aMyCTUTCA KNNEHT.

Hactpovikn dopm, 6nbanotek NpMMUTUBOB U T. . XPAHATCA B y31aX AepeBa MeTajaHHbIX,
MO3TOMY MHOTAa MOXET BO3HUKHYTb NMOTPEOHOCTb NOAYUYNTb OOHOBAEHNA 3TUX 31eMeHTOB. 14
Takux cay4daeB B npuMepax 6a3 gaHHbix ana «<ACMO-rpaduuecknin pegaktop» npeaycMoTpeH
nosib3oBaTeb C NpaBaMu agMuHuctpatopa profadmin (npodeccroHanbHas Bepcus).

Ans 3arpy3kn obHOBAEHU MeTasgaHHbIX cucTembl «ACMO-rpaduueckmi pesaktop» B
dopmarte PEX npegycmoTpeH y3en <O6HoesneHusa — 3azpyzika obHoenenull (v 6.0) >.

PucyHok 4-15. Y3en 04 3azpy3ku o6HoseHull

©aiin  Mpaska Bua  Cepsuc  OkHo  Crpaska

@ < [y E
BhICT priil AocTYn ® |2 PaBouune mecta
Beel > Nuureii kabuner
+ (LY Ncropua [E ypran gokymentos
WMzBpannoe [ Kaproexa ofbextos
[L1 CnpasouHmkm
OTyetel

—He AAMWHUCTPUPOBAHWE CUCTEMBI
[ YuetHble 3anucu nons3oeateneii
[ Noapasaeneruns, paBoTHukw
+ Ponu
+ Ayaut
+ [pynnbi-watnoHel nonesoeaTenei
= (OBHoBnEHNA
™ Zarpyzka obroenenwii (v 6.0)
5
+ JeficTena no oBHoBAEHUAM
+ ¥3nbl penankaupnit
+ CnyxeBHblE NONL30BATENN
+ 3annaHMpoBaHHbIE 3343HMA

4.4. YcraHOBKa K/IMeHTa Bepcum 6.x

KnneHT Bepcun 6.x 6€3 MHCTPYMEHTOB pa3paboTkm (KAMEHT) MOXET NOCTaBAATLCSA B BUAE
nakeTa yCTaHOBLUMKa C pacluMpeHnemM *.msi.
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3anyctute dann asmo-re-6.xxx.msi, rae xxx — 370 Bepcus KnmeHTta. B ananoroBom okHe
MacTepa YCTaHOBKM NOCAeA0BaTeIbHO BbIMOJHUTE HEOOXOAMMbIE AENCTBUS.

PucyHok 4-16. Macmep ycmaHosku kaueHma sepcuu 6.x (wae 1)

ﬂ Mporpamma yeranoekn "ACMO Tonknid Knwent” - X

Bac NpHBETCTBYET NporpaMMa yCTaHOBKH
ACMO ToHkwi KnneuT 6.578

MporpaMMa yCTaHoSKM BaINONHUT obHOBNEHKE paHes
YCTAHOBNEHHOT O MPHMNCHEHKA,

Haptmmre 'lanee’ ona npogom«eHns umn 'OTMeHa’ ana
BbIX0AS W3 MPOrpPaMMil YETSHOBKH,

YkaxuTe nanky, B KOTOpyto byaeT ycTaHOBAeHa nporpamma. 1o yMOnyaHuo KAVEHT
ycTaHaBauBaetcs B katanor C:\asmo\thinclient. lNyTb He fONKEH coaepKaTb PycCckme CMMBObI
n npobenbi:

PucyHok 4-17. Macmep ycmaHosku KaueHma eepcuu 6.x (waz 2)

ﬂ Mporpamma ycranoskw "ACMO ToHkwi Knnent" - X
Manka yCTaHOBKH
HammiTe '[lanse’ yTofbl YCTAHOBMTE B Nanky No YMon4aHuo nubo

EcIDEpUTE APYTYIO NAMKY

YCTEHOBMTE B! IC:\,amo‘l,mindient‘l,

Co3AaTE ApNbIK B MeHio Ty

YCTAHOBMTE APNEIK Ha ‘Paboquii cron’
| < Hazan Il fanee > |I OTHEHE |

Haxxmute kHonky <Ha4ames >, 4Tobbl 3anyCcTUTb YCTAaHOBKY KAWEHTA.
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PucyHok 4-18. Macmep ycmaHosku kaueHma sepcuu 6.x (wae 3)

ﬂ Mporpamma ycradoskn "ACMO Tonkwii Knnent" - X
Bcé rotoBo kK obHoBnEHNO
HammMuTe ‘HavaTe' YTobkl HaYaTe oGHOBNEHNE
MpunoseHre: ACMO ToHkmi KnuenT 6.578

Manka ycradostm:  Cilasmothindient

Mocne 3aBepLUEHNs YCTaHOBKMN HaXXMUTe KHOMKY </ omoeo >.

PucyHok 4-19. 3agepwieHue ycmaHo8KuU k/ueHma eepcuu 6.x

ﬂ Mporpamma ycranoskn "ACMO Torkni Knnent" — X

YCTaHOoBKa YCNewHo 3agepliela

HasmuTe ToToso' YTobbl 3382pWMTE paboTy Nporpattsl
YCTEHOBKM,

Ecnv 310 He 6bIN0 caenaHo B NpoLiecce yCTaHOBKW, ANs yaob6CTBa 3anycka KAneHTa MOXHO
£06aBUTb APAbIK Ha pabounin cton. [na 3Toro WwenkHUTe NPaBon KHOMKOW MbIlIN CO3Z4aHHbIN
darin asmo-re.exe 1 BblibeprTe B KOHTEKCTHOM MEHIO KOMaHay <Omnpasume — Pabo4uti
cmou (cozdame Apsbik)>. TakxKe MOXHO UCNoab30BaTh ApAblK <ACMO ToHkuii Kanuenm >
B nanke <ACMO> meHwo <[lyck>. MNocne 3anycka 3toro ¢anna oTKPOEeTCa OKHO AN BBOAA
NAEHTUPUKALNOHHOW MHPOPMaL K.

Takoke KAMEeHT MOXET MOCTaBAATLCA B BUAE apX1Ba C MMeHeM asmo-re-X.xxx-os-xdd.zip,
r4e X.XXX— 3TO HOMep BEepCMM MPUAOXKEHMUSA, OS— TUM OMNnepauyoHHOM cucTembl, a dd —
Pa3pAAHOCTb MPUAOXeHMA, Hanpumep asmo-re-6.578-windows-x32.zip. CtpykTypa apxvBa
npeAcTaBAeHa Ha PUCYHKEe HUXKe.
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PucyHok 4-20. Cmpykmypa apxusa ¢ ducmpubymusom kiueHma sepcuu 6.x

asmao-re-6.578-windows-x32.zip v D Mowck B: asmo-re...
- Mnr - Tun
settings Manka c darnami

[55] asmo-re.exe Mpunoxerne
| | asmo-re.pdb Qaiin "PDB
| | asmo-rewin32 @ain "WIN32
|%] libjpeg-9.dll Pacluimperne npuaoxenna
|%] libpng16-16.dll PaclumpeHne npuaoxeHmua
|=] sDLz.di Paclunperne NpuacHeHna
| SDL2_mixer.dll Paclimpenne npunoxenna
|%] zlib1.dIl Paclumperne npuaoxeHna

Pacnakyinte apxvB ¢ ANCTPMOYTMBOM HY>KHOW Bepcun B Ntobyto nanky. MyTb He goskeH
cozep>aTb PyCcCKne CMMBOJIbI U NPobesbl.

PucyHok 4-21. Pacnakoeka apxusa ¢ ducmpubymugom

i Pacnaxoska oxatei ZIP-nanok

BuiBepuTe KOHEUHYHO Nanky U W3BnekuTe Garbl

Qraiine! BygyT M3BNEKATLCA B NANKY:

| Chasmohthinclient O6zop...

Moxasate usenedenHbie haiins

Mzeneus Otmena

[na 3anycka kaneHTa ncnonblyetca Gavin asmo-re.exe. [1na yaobctBa MOXHO €O34aTb
APNbIK ANS 3anycka Ha pabouem ctone. Takxke MOXHO WUCMNOAb30BaTb A8 3TUX Lienen ApabiK
<ACMO Toukut Knuenm> w3 rpynnsl <ACMO> meHwo <IMyck>.

Mpw 3anycke KAMeHTa NOSBUTCA CMMCOK NOAKJHOUEHUA UM ANAaN0rOBOE OKHO A/f BBOJA
norvHa/napona n Bblibopa areHTa. VIHbopmauma O MOAKAOUYEHMUM W HACTPOEHHbIX MO
YMOJIY@HUIO MONb30BaTeNAX NpuBOAMTCA B rnaBe 3 «[oak/ioueHne K HaCTPOEeHHOM
cucreme». Ecam HactpoeHa wHTerpaums ¢ Active Directory, ans Bxoga C MCMNOAb30BaHVEM
YUYETHOM 3anucu Tekylero noab3oatens OC nocpeacTBoM MexaHu3Ma ayTeHTudukaumm AD
HeOobXOAMMO LWEeNKHYTb 3HAaUYOK MOAKAHOYEHUs (KANEHT Bepcum nocne 6.795) manm HaxaTb
knasuwmn CTRL + W (knueHT Bepcuun Ao 6.795). Takxe MOXHO 3ajaTb napameTpbl 3anycka
KJMEHTCKOrO MPUIOXEHMA, MO3BOAAIOWME BXOAUTb B CUCTEMy 6e3 BBOAA YYETHbIX AaHHbIX
(Mnterpaumsa c Active Directory).
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PucyHok 4-22. 3anyck kaueHma eepcuu nocse 6.795

-
[obasuTe ACMO Tpaduyeckmii ...
NOOKNHYEHHE [profadmin]

Ecnv BeinonHeHa HacTpovika 6a3bl faHHbIX (r1aBa 10 «BocctaHoBnAeHne 6a3bl AaHHbIX
M3 Aamna»), COOTBETCTBYHOLWMM 06pa3oM CKOHOUIypupoBaHbl areHT U MeHeAXXep areHToB
(rnaBa 11 «KoHduUrypupoBaHme areHTa U1 MeHeAYKepa areHTOB») W1 3anyLleH areHT (3anyck
areHrta), noc/e BBOAa MAEHTUPUKALMOHHON MHOOPMALIMM OTKPOETCA OKHO KAMEHTA.

PucyHok 4-23. OKkHO 3anyujeHH020 KaueHma

BeIcTpLIF AOCTYN X o' Pafoune MecTa

Bce [ JWussld KaBuueT
MzBpaHHoe

E” JKypHan 0oKyMEHTOB

1 Kaproteka ofibexTor
[LL7 CrnpaBoqHHKM
OTueTel
ANMHHUCTPHPOBAHHE CHCTEME
1 YueTHele 3anMCK NONLI0BATENEH
[ MNoapazaenexus, paBoTHHKK
Ponu
Ayomt
[pynnsl-wabnoHel nonk30BaTensk
OBHOENEHWA
Y3nel pennukaumi
CnysweBHsle nons3oeaTenM
3annaHWpoBaHHLIE 3303HHA
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5. YcranoBka B OC ALT Linux

YcraHoBka naatdopMbl OCYLLECTBAAETCA B HECKONbKO 3TarnoB.:

1. YcTaHOBUTE CepBepHYto YacTb (YcTaHOBKa CepBEePHOM YacTwm).

2. MNpn HeOH6XOAMMOCTUN YCTaHOBUTE YTUANTY aAMUHUCTPUPOBaHUSA (paboTaeT TONbKO Noj,

OC Windows) (YcTaHOBKa YTU/IUTbI aAMUHUCTPUPOBaHUA).

. YcTaHoBUWTE 1 HacTpoiTe H6a3y gaHHbIX (BocctaHoBneHue 6a3bl aaHHbIX B OC Linux).

4. HacTponte areHT, MeHejyKep areHToB U noAkaroueHus K 6a3e aaHHbix (rnaea 11
«KoHpurypupoBaHue areHTa U MeHeA)Kepa areHToB»). 06sa3aTesIbHO yCTaHOBUTE
areHT C MOMOLLbIO YTUANTLI aAMUHUCTPUPOBaHMA (YCTaHOBKa areHTa) Uan BPYUYHYHO.

5. YcTaHOBUTE K/AMEHTCKYH 4acTb (YCTaHOBKA KJ/IMEHTA), HAaCTPOWTe MOAKAHOYUYEHME K
cepBepy (MoakntoueHMe K HACTPOEHHOUN cucTeme).

6. 3apernctpupymnte nporpammy, pasmectus dann anueH3um Ha cepsepe (Peructpauus
JIMLEH3MM NPOrpaMmMmbil).

w

5.1. YcranoBKa cepBepHOM uacTm

YcTaHOBUTE MeHeaxep areHToB’. MeHegxkep areHTOB MOCTaBASETCA B BUAE apXvBa C
nmeHem am-x.xxx-linux-xdd.zip, rge xxxx-— 310 Homep Bepcuun, a dd - paspagHOCTb
NPUNOXKEHWA.

B aTomM pykoBOACTBe OMUCbIBAeTCA YCTaHOBKA MeHeAXXepa areHTOB 4epe3 TePMWUHaN B
nanky /opt/asmo/server. YTobbl cO34aTb €e, BbIMOJHUTE CAEAYHOLLY0 KOMaHAy:

sudo mkdir -p /opt/asmo/server

YT0bbI pacnakoBaTb apXuB B 3Ty MankKy, BbINOJHUTE CEAYHOLLYHO KOMaHAY:

sudo unzip -d /opt/asmo/server am-<Bepcua>-linux-x64.zip

CTpyKkTypa KaTajsora MeHeg)kepa areHTOB MpeAcTaB/eHa Ha pUCYHKe Huxe. B aTom
KaTanore npeacraBieHbl NpuMepbl Garinos koHburypauum am.ini.example v pha.conf.example.
Camun dannbl KoHbUrypauum am.ini v pha.conf co3aatotca B npouecce KOHOUIyprpoBaHus
cuctembl (KoHdurypmupoBaHue areHTa v MeHegkepa areHToB). B npouecce pabothbl
MeHezykepa areHToB ByayT co3AaBaTbCs HOBblE KaTanoru Ana 0OO6HOBAEHUI, XXypPHaoB (/10roB)
M 3anycka areHToB. Takke B nanke lic B 3TOM KaTasore yCcTaHaBAMBaETCA JMLEH3MA cepBepa
(Perucrpaumnsa nvueHsuu nporpammbl). bonee nopgpobHO CTpykTypa 3TOro Katajaora
onuvceiBaeTca B danne am-readme.txt.

7 CepBepHas 4YacTb COCTOWT W3 dazeHMa v MeHedxepa azeHmMos. AzeHm ynpasaseT 6a3on MeTafaHHbIX U
OCYLLECTBAISET B3aUMOAEWNCTBME KAMNEHTCKOW yYacTu ¢ bJl. MeHedxep azeHmMos BbIMOJHAET aAMUHUCTPATUBHbIE
byHKUMW, ynpaBass onepauusMn gzeHmos, CNeiuT 3a MOAKNOUEHUAMW KJINEHTOB M MPU HEObXOAMMOCTM
3anyckaeT 3K3eMMAsp azeHMa, OTBEUatOLNiA 3a NojkatouaeMyto 6asy MeTafaHHbIX.
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PucyHok 5-1. Cmpykmypa apxuea ¢ ducmpubymueom MeHeOxepa azeHmMos

am-5.2.458-linux-x64.zip

@ Apxue [lpaeka [pocmorp Cnpaexa
am-5.2458-linuxx64. | | L Orkpeme @ PacnakoBatb @ % =
zip
iy FacnonomeHue: EI i

Hassanue w FPaamep Tun Jata nameHeHwns

D doc 99,0 Kb Manka 12 ceHTABpA 2023, 14...
.updateinfo 61 6aiT HenseecTHO 10 mapTa 2023, 15:58
am 45 Mb HenzeecTHO 18 ceHTAbpRA 2023, 15...
am.ini.example 1,7 kb HenzeectHo 29 HoRbpA 2022, 14:21
am.xG6d 36 bat Hewn3BecTHo 18 ceHTAbpRA 2023, 15...

=] am-readme.txt 23kb TekcToBLIA gok... 29 HoAbpa 2022, 14:21
pha.conf.example 671 baiT HewnseecTHo 29 HoRAbpA 2022, 14:21

7 ofbekTa (4,6 ME)

Mepenaunte B Katanor /opt/asmo/server (BbINOJHUTE KOMaHAY cd /opt/asmo/server).
MpuceoriTe Gparny am npaBa Ha BbiNOAHeHWE. [Ins 3TOro BbINMOJHUTE CNEAYHOLLYH KOMaHAY:

sudo chmod +x am

MpoBepbTe paboTOCNOCOOHOCTL MeHeaKepa areHToB. s 3Toro 3anyctmute ¢aria am B
KOHCO/IbHOM PeXUMe C MOMOLLbHO CeAyHoLLEeN KOMaHABI:

./am —--console

B cnyyae ycnewHoro 3anycka B TepMuHan byayT BbiBeAeHbl cieAytolime AaHHble (Asmo

agent manager startedx

PucyHok 5-2. lposepka pabomocnocobHocmu mMeHedXxepa azeHmMos

user@gen-alt10: fopt/asmo/server
®aikn [lpaeka Bwug [Mowck TepmuHan [omowbs

./am --console

agents.liste
no admin-user configured, using default
#H### Asmo agent manager started ####d

KoMaHbi :
BHIXO[O
CNMUCOK areHToB
CTaTHUCTHKA
OaMn nNaMAaTh
CnpaBKa

OctaHoBUTE MeHeaXep areHToB. [ns 3Toro BBeAgnTe g M HaXkmuTe Knasuwy <BBO/ >.
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5.2. HacTpoika 3anycka (ana systemd)

[Nns HacTpoWkM 3amnycka MeHeAXXepa areHToB OTKPOWTe TepMMHAA W BbINOJHUTE
cneayrowme fencTBmS:
1. Co3ganTe Nosb30BaTeNs aSMO C MOMOLLbIO CIeAYHOLLEN KOMAHZAbI:

sudo useradd -r asmo

2. MpwncBoKiTe Nosb30BaTeNO asmo Mpasa B/azenbla KaTanora /opt/asmo/ ¢ NOMOLLbHO
CNeAyroLLEN KOMAHAbI:

sudo chown asmo:asmo /opt/asmo -R

3. Ckonupyute dann asmod.service 13 nankm doc, pacnosOXKEHHOW B pacnakoBaHHOM
ANCTpnbyTMBE MeHeaxkepa areHToB, B Katanor /etc/systemd/system/. [na 3Toro
neperanTe B nanky doc ¢ MOMOLLbHO KOMaHAbl cd U BbINMOJHUTE CNeAYHOLLYH KOMaHAY:

sudo cp asmod.service /etc/systemd/system

4. BoiNOAHUTE CNesyoLLyro KOMaHAy AN yBeAOMAEHUA 06 N3MeHeHUN KOHGUrypauun:

sudo systemctl daemon-reload

5. BbInosHWTE CNeAyoLLYy0 KOMaHAy, YTOObl HAaCTPOUTb akTUBaALMIO Cy>K6bl asmod npu
KaXZ4oW 3arpyske:

sudo systemctl enable asmod

6. MNepesarpysnte komnbtoTep. [poBepbTe pPaboOTOCNOCOOHOCTL CaAy>Obl asmod ¢
MOMOLLHO CEAYHOLLIEN KOMaHAbI:

systemctl status asmod

Ecnm cnyxba asmod mcnpaBHa W akTMBHA, B TepMUHaN OyayT BbiBEAEHbI CleayroLine

AdHHbI€ — active (running)

PucyHok 5-3. lposepka pabomocnocobHocmu cyx6ei asmod

$ systemctl status asmod

daemon

tc/systemd/system/asmod. service; enabled; vendor pr =et:E
nning) since Wed 2023-81-18 ©8:27:13 MSK; 4min 15s ago

CGroup: /system.slice/asmod.
L 2929 /opt/asmo/se

aHB 18 08:27:13 gen-altl@ systemd[1]: Started ASMO daemon.

lines 1-11/11 (END)
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Ans ynpaeneHna cnyxxb6oi asmod ncnonb3ynte cnegyrolime KOMaHabl TepMyHana:

e 3anyck Cﬂy)K6bI—sudo systemctl start asmod

® TpPOBEPKa COCTOAHUA CJ'Iy>K6bI — systemctl status asmod

e OCTaHOB Cﬂy>K6bI—sudo systemctl stop asmod

Mocne ycTtaHOBKM WM HacTpouku 6a3bl faHHbIX (BocctaHoBsieHue 6a3bl AaHHbIX B
OC Linux) MOXHO NpoBepuTb paboTy cepBEPHON YacTX, MOAKNHOUMBLUNCD K HEX C MOMOLLLbHO
yTUANTbl agMuHuctpupoaHma AM Console (pabotaet Tonbko B OC Windows) B COOTBETCTBUM
C MHCTpyKumamu B rnase 11 «KoHdUrypupoBaHue areHTa U MeHef Kepa areHToB».

5.3. YcTaHOBKa K/IMEHTa

5.3.1. YcraHoBKa 13 apxuBa

KnneHT MOXeT NocTaBnATLCA B BUAE apx1Ba C MMeHeM asmo-re-X.xxx-linux-xdd.zip nau
naketa C MMeHeM asmo-re-xX.xxx-os-xdd, rge x.xxx — 3T0 Homep Bepcun, 0s — ANCTPNOYTUB
Linux, a dd — pa3psgHocTb npuaoxeHus. MNpn ycTaHOBKE M3 apXmMBa KAMEHT BMOC/AEACTBUMU
MOXeT O6HOBAATLCA LEHTPAJN30BaHHO C WCMNO/Jb30BaHMEM MeXaHu3Ma ObBHOB/IEHUS
nnatpopmbl ACMO (YcTtaHoBka o6HoBaeHun). CTpyKTypa apxvmBa NpeacTaBieHa Ha pUCyHKe
HUXe.

PucyHok 5-4. Cmpykmypa apxusa ¢ ducmpubymusom KaueHma

Apxie Tpaeka [Mpocmotp CnpaBka

- QDTKphITb A @Pacnamaarb @1 % @

Ty PacnonoxeHwe: !
HazeaHwe w  Pa3amep Tin [ata nameHeHnA
D sefttings 2,0 MB Manka 29 HoRbpRA 2022, 14:21
asmo-re 75,1 Mb HewnseecTHo 05 okTAbpA 2023, 15:05
asmo-re.x64 41 BaiAT HeuspecTHo 05 okTABpA 2023, 15:05
% asmo-re_48.png 23¢kb W3obpameHue ... 05 oktAbpa 2023, 15:02

create_desktop 605 Gant HewsBecTHO 05 okTAGPA 2023, 15:02

5 obwekTa (77,1 MB)

[na ycTaHOBKM KAMEHTa pacnakymte apxvB C AUCTPUOYTUBOM HY>XHOW BepCUn B 0BYHO
nanky (Hanpumep, ¢ nomoubto MO Engrampa). MNMyTb He goaXeH coaep>kaTb Pycckue CUMBOJIbI
n npobenbl.

Utobbl 3anycTUTb KAMEHT, ABaXAbl LENKHUTE 3Ha4yoK asmo-re. Kpome Toro, KaveHT
MOXHO 3anycTuTb u4epe3 TepmuHan. [ns 31oro Bbibepute <®Pats—- Omkpeime &
TepmuHase>, HAXOAACb B Manke C pacnakoBaHHbIM ANCTPUBYTUBOM. Takxke A/f 3TOr0 MOXHO
WEeNKHYTb B Narnke NpaBoW KHOMKOW MbIlWW 1 BbIBpaTb KOMaHay <Omkpeime e TepmuHasie>.

PykoBogcTBO no ycTtaHoBKe (MpodeccroHanbHas Bepcms) 34



ACMO-rpaduyeckunii pegaktop lnaBa 5. YcraHoska B OC ALT Linux

PucyHok 5-5. 3anyck mepmuHana

YcTaHoBka ACMO

®aian Mpaska Bwg Mepexog 3awnagkw Momowbs
[ Hoean Brnzgka Ctrl+T - ||

) & g v
[ [ Co3aaTk OKHO Cri+

| Gz ) .. [mjPabounicron YeranoBkaACMO )

|| Co3gaTe gokymeHT »
COBAVHUTLER C CEPBEPOM. .

asmo-re

|| Ceoicrea Alt+Retu

OUUCTUTE KOpP3NHY @
3aKpLITE BCE OKHA curlvq [P icon.png
¥ 3akpbiTb Ctrl+W

Bugeo

@ KopanHa

CeTb

MpocMoTpeTE CeTk

4 obwekTa, ceobogHo: 10,4 TE

BeeavnTe cneaytoLyto KOMaHay, UTobbl 3anyCcTuts Gpan:

./asmo-re

PucyHok 5-6. 3anyck kaueHma yepes mepmuHan

user@host-16: /home/user/Pabounia cton/Distr

®aidn Mpaeka Bwg [Mowck TepMmuHan [Momolwe

LJasmo-re

Mpw 3anycke KANEHTa NMOSBUTCA ANANIOrOBOE OKHO ANS CO34aHUA HOBOTo WM Bbibopa
CYLLLeCTBYHOLLETO MOAKAOUEHNS.

PucyHok 5-7. OkHo 8xoda kaueHma

T e

HoBaeuTe ACMO Tpaduyeckui ...
NOAKMOYEHHE [profadmin]

Mpwn 3anycke kAveHTa NOSABUTCA AMANOrOBOE OKHO A8 CO34aHMA HOBOrO uau Bblibopa
CyLLeCTBYIOLLEro MoAKAtoYeHua. VIHpopMaumsa O MNOAKAOUYEHUN W HACTPOEHHbIX MO
YMOJYaHUIO MNo/b30oBaTeNsix npuBoautcs B rnaee 3 «[oakaroueHne K HaCTPOEHHOM
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cucreme». Ecam HactpoeHa wHTerpaums ¢ Active Directory, ans Bxoga C MCMNOAb30BaHMEM
y4yeTHoOW 3anucu Tekylero nosb3osatens OC nocpeAcTBOM mMexaHu3Ma ayteHTudumkaumm AD
HEeOBOXOAMMO LWEeNKHYTb 3HAUYOK MOAKAHOUYEHUs (KAMEHT Bepcunm nocne 6.795) mam Haxatb
knasuwmn CTRL + W (knneHT Bepcum o 6.795). Takke MOXHO 3agaTtb napameTpbl 3anycka
KJMEHTCKOrO MPWIOXEHMNS, MO3BOAAIOWME BXOANTb B cuCTeMy 6e3 BBOAA YYETHbIX AaHHbIX
(Muterpauma c Active Directory). Ecam nogkntoueHne He ycrtaHaBivBaeTcs, nonpobymte
03HAKOMMUTLCSA C BO3MOXHbIMUM ciocobamu pelleHmsa npobaemsl B pasgene 11.9 «<Bo3moikHbie
npobaembi».

Ecnv BbinoAHeHa HacTpolika 6a3bl faHHbIX (rnaBa 10 «BocctaHoBAeHMe 6a3bl AaHHbIX
M3 Aamna»), COOTBETCTBYHOLLMM 0OpPa3oM CKOHPUIYpMpOBaHbl areHT U MeHeaXep areHToB
(rnaBa 11 «KoHdpurypupoBaHue areHTa U MeHeAKepa areHToB») U 3anyLeH areHT (3anyck
areHTa), nocsie BBoja naeHTUdMKaLMoHHON nHGOopMaL M OTKPOETCA OKHO KaneHTa. Ecim Ha
cepBepe pgoctyrnHa 6osee HOBaA BepcMA KAMEHTa, MpW nepe3anycke KAMeHTa MOoABMTCA
AVanoroBoe OKHO A/1A NOATBEPXKAEHNA OOHOBNEHUS BEpCUMN KNMeHTa. Hanprmep, npu 3anycke
Bepcum 6.470 MOXeT NOABUTLCA 3anpoc Ha obHoBAeHMe 0 Bepcumn 6.473. YT06bI OOHOBUTL
BEPCUIO, HaXMUTe KHOMKy <O6Hosumb> W AOXAUTECH, MOKa 3aBEPLUMTCA MNpoLecc
OBHOBAEHMA M 3aMyCTUTCA KNNEHT.

PucyHok 5-8. 3anpoc Ha obHoeneHue kKaueHma

3anyck 10 x

- Ha cepeepe HalaeHa HOBaA BEPCMA KITMEHTA.
. OOHOBMTE TEKYLWLYHD BEPCMID KNWeHTa 6,470 Ha Hosyto 6.4737

YTo6bl cO34aTb APALIK AN 3anycka NPUIOXKEHWS, LLENKHUTE Ha paboyeM cTose NpaBown
KHOMKOW MbIWW 1 BbIbEpUTE B KOHTEKCTHOM MEHIO NYHKT <Co3damb KHONKY 3anycKka>.

PucyHok 5-9. Co30aHue KHonku 3anycka Ha paboyem cmose

[£y Cozgats nanky

I CO3AaTh KHOMKY 3aMycka... I

| Co3aath AOKYMEHT »
OTKpLITL B TEpMUHane

PaccTaBuTe pabounia cTon no UMeHK
" COXpaHATE BLIPOBHEHHLIMA

33 MKCMPOBATE NO3ULMKD 3HAYUKOB

MapameTpel BHELWHErD BUAA

B noasuBLlLueMCA A1a/IOTOBOM OKHE yKaXXute UMA U KOMaHay. VIMa — 370 npoun3Bo/bHan
TekcToBas MeTka Ansa  Apabika (Hanpumep, «ACMO-kaneHT»), a KomaHAa-— nyTb K
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ncnonHaemomy danny (4n8 ykasaHus MyTM MOXHO BOCMO/b30BaTbCsi KHOMKOW <0630p>).
BbibepuTe 3HAUOK MPUNOXKEHUSA, KOTOPbIA BK/IKOUEH B COCTAaB apXMBa M HaXMUTE KHOMKY
<OK>. Ha pabouem cTosie NOABUTCA APAbIK ANs 3aMycKa KJIUEHTa.

PucyHok 5-10. Hacmpolika kHonku 3anycka

Co3AaTh KHOMKY 3anycka

@ Tun: | lpuaoxeHne v

HazeaHue: [ACMDMHEHT l

Komanpa: lio'-mﬁ cmﬂfDistn‘asmt}re"l lDﬁaup...l

pe—— |

& Cnpaska l @ OtmeHa ‘ o ok

Tak>xe MOXHO f,06aBUTb AP/bIK ANA 3aMycKa KNneHTa B pasgen <0dguc> meHro. [ins aToro
HeobXoAMMO BbIMONHUTL CKPUNT create_desktop w3 nocTaBnAsemMoro apxvea (Hanpumep, u3
TepMMHaNa C MOMOLLBLIO KOMaHAbl . /create desktop).

5.3.2. YcTaHOBKa M3 nakKkerta

UT06bI YyCTAHOBUTbL KANEHT, MOCTaBASEMbIV B BUAE NakeTa C paclUMpeHnem rpm, 4Baxabl
wenkHuTe Gann nakera.

B oTkpbiBlLIEMCA OKHE YTUAUTbI YycTaHOBKWM naketoB RPM  HaXmute KHOMKY
<Ycmanoeume>.

PucyHok 5-11. OkHo ycmaHosku hakemosg RPM

tn-'

YcTaHoBKa RPM E3l

e YcraHoeka naketos RPM
e

EI'IHCOK NakeToB AnA YCTaHOBKW MK obHoBNEHWA:

/home/user/Pabounid cton/Distr/asmo-re-6-578-alt10.x86_64-01.rpm

BHMMAHWE! HacToATENEHD PEKOMEHAYETCH HE YCTAHABNMBATE NaKeTsl RPM ns
b dadnos. Vononb3yiTe NakeTHbie PENoIMTOPMIM BALLETD AWCTPUEYTUEA Kak GE30NacHbIA

! MCTOUHMK MPOrpaMMHOID oBecne4eHna,
@’}jcraHoamb ngmeHa

BeBeanTe naposib CMCTEMHOTO aAMUHUCTPATOPA Y HaXXMUTe KHOMKY < OK>:
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PucyHok 5-12. Bsod naposia cucmemHo20 admMuHUCmMpamopa

) BBegWTe Naponb X
% Yrobkl BEINDAHWTE "packageinstall”,
HeobxodWMMa AoNoAHWUTENEHAA MHGOPMaLWS.
BBEAWTE Napo/b CUCTEMHOMO 3AMVHICTPATOPa root: I ------------ l
I «Jok I @ OTmennTE

,D,O)KAVITer 3aBepuweHunda npouecca yCTaHOBKW:

PucyHok 5-13. 3asepuieHue npoyecca ycmaHosKku

X

e YcTaHoBKa NakeToB (0T cynepno/ib30BaTens)

ﬂ YCTaHOBKa NaKkeToB

YcTaHoBKa 3aBepLUEeHa yCnewHo

[ﬂOKa3aTbﬂCl.EL|]CIﬁHOCTH :\-:-] | Brixon \

Mo 3aBepLleHUN yCcTaHOBKWM B pa3gene <Odhuc> MeHIo NOoABUTCA APAbIK AN 3anycka
KAneHTa. 1o yMonuaHuIo KNMEHT yCTaHaBAMBaEeTCA B Nanky opt/asmo/re.

PucyHok 5-14. [nagHoe MeHo ¢ ycmaHoeeHHbIM KAUeHMoMm

Mecta MpunoxxeHus W3BpakHoe -5
B \ois komnbtoTeR |:,|
=-| Bee A ACMO-rpapuueckmii pefakrop
[lOMaLLHWiA KaTanor a
AYAnO 1 BUAEO 9 ACMO-knneHT (cpega BbII'IOJ'IHEHIﬂ...I
CeTb
% Ipaguka @ MpoCcMOTPLLMK AoKYMEHTOB Atril
PabouniA cTon @ MpOCMOTR MHOTOCTPAHWUHLIX AOKYMEHTOB
WHTepHeT
KopauHa L_.SJ Cnosape MATE
—Lede %quc ‘ =~ Mposepus on ung an

< Nporpammnposake

Cucrema o

{0} Cucremmee
< MeHegpkep naketos ﬁ

CTaHgapTHLIe
LieHTp ynpasnexms % -
= ALMVHWCTPIpOBaHIe
TepMuHan .
apameTphi
9 3a6nokmpoBaTh 3kpaH
[ 3aBepwnts ceaHc
(0] BhiidTn
Nowck: [ Q
S, Mesiio [ACMO] £y pistr
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5.3.3. YcraHoBKa uepe3 repMuHan

MocTaBnsiembiVi B BUAE NakeTa KJIMEHT MOXHO YCTaHOBWTb Yepe3 TepMuHan. [na atoro
MOXHO LLeNIKHYTb NPaBOW KHOMKOW MbILWW B NManke ¢ NakeToM 1 BbibpaTb NyHKT <Omkpeims
e TepmuHazse> B KOHTEKCTHOM MeHI. BBeauTe cregytowyto KomaHay (ykaxurte
COOTBETCTBYHOLLLEE MMA MaKeTa):

sudo apt-get install asmo-re-6-578-altl0.x86 64-00.rpm

PucyHok 5-15. Beod komaHObI 018 yCmaHo8KU Yepe3 mepMUHan

user@host-16: /home/user/Pabounia cton/Distr

®aidn Mpaeka Bwg Mowck TepmiHan Momowe

o yMON4YaHWMIO KNMEHT yCTaHaBANBAETCA B Nanky opt/asmo/re.

PucyHok 5-16. 3asepwieHue npoyecca ycmaHoeku

COE:‘-?FILLIEI‘EM W3IMEHEHWA. . «

3asepueHo.

5.4. Boamo)Hblie npobnembl

B HekoTOpbIX Cayvasx MOryT OTCYTCTBOBaTb Kakue-inbo HeobxoAmmble nakeTbl. ITO
MO>KHO BbISICHUTb, 3aMyCTUB pefakTop Yepes TepMuHan. B Takom cnyyae cnmncok owmbok byaert
BbIBeZleH B KOHCO/Ib.

Ans pasHbix AncTpnbyTneoB Linux Ha3BaHWA NakeToB MoryT otanyatbcs (MpuaoxxeHve
«Tabnnua cootBeTcTBUA 6MBANOTEK, NaKeTOB U AUCTPUBYTMBOB Linux»). YTOob6bI YCTaHOBUTL
Tpebyemblie dalibl, MOXHO BOCMOb30BaTLCA CAeAytoLen KOMaHAON TepMUHana:

sudo apt-get install mma nmakeTa

Takxxe MOXHO MpPou3BecTM OB6HOBAEHME MakeToB. [ns 3TOro OTKPOWTE TePMUHaN U
BbINOJIHWTE C/IeAYIOLLYH KOMaHAY:

sudo apt-get update
3aTeM BbINOAHUTE aeiyroLlyro KoMmaHAay:
sudo apt-get dist-upgrade

Nocne o6HOBAEHUS HEODOXOAMMO Mepe3arpy3nTb KOMMbIOTEP U BbIMOAHUTb YCTAaHOBKY
NPUNOXKEHUS.

PykoBogcTBO no ycTtaHoBKe (MpodeccroHanbHas Bepcms) 39



ACMO-rpaduyeckunii pegaktop lnaBa 6. YctaHoska B OC Astra Linux

6. YcranoBka B OC Astra Linux

YcraHoBka naatdopMbl OCYLLECTBAAETCA B HECKONbKO 3TarnoB.:

1. YcTaHOBUTE CepBepHYto YacTb (YcTaHOBKa CepBEePHOM YacTwm).

2. MNpn HeOH6XOAMMOCTUN YCTaHOBUTE YTUANTY aAMUHUCTPUPOBaHUSA (paboTaeT TONbKO Noj,

OC Windows) (YcTaHOBKa YTU/IUTbI aAMUHUCTPUPOBaHUA).

. YcTaHoBUWTE 1 HacTpoiTe H6a3y gaHHbIX (BocctaHoBneHue 6a3bl aaHHbIX B OC Linux).

4. HacTponte areHT, MeHea)Kep areHToB M NoAkAouYeHMa K 6a3e faHHbix (rnaBa 11
«KoHpurypupoBaHue areHTa U MeHeA)Kepa areHToB»). 06sa3aTesIbHO yCTaHOBUTE
areHT C MOMOLLbIO YTUANTLI aAMUHUCTPUPOBaHMA (YCTaHOBKa areHTa) Uan BPYUYHYHO.

5. YcTaHOBUTE K/AMEHTCKYH 4acTb (YCTaHOBKA KJ/IMEHTA), HAaCTpPOWTe MOAKAYUYEHME K
cepepy (MoakntoueHMe K HACTPOEHHOMN cUcTeme).

6. 3apernctpupyinte nporpammy, pazmectns dann anueH3nm Ha cepsepe (Peructpauus
JIMLEH3MM NPOrpaMmMmbil).

w

6.1. YcraHOBKa cepBepHOM 4YacTmn

YcTaHOBUTE MeHeaxep areHToB®. MeHegxkep areHTOB MOCTaBASETCA B BUAE apXvBa C
nmeHem am-x.xxx-linux-xdd.zip, rge xxxx-— 310 Homep Bepcuun, a dd - paspagHOCTb
NPUNOXKEHWA.

B aTomM pykoBOACTBe OMUCbIBAeTCA YCTaHOBKA MeHeAXXepa areHTOB 4epe3 TePMWUHaN B
nanky /opt/asmo/server. YTobbl cO34aTb €e, BbIMOJHUTE CAEAYHOLLY0 KOMaHAy:

sudo mkdir -p /opt/asmo/server

YT06bI pacnakoBaTb apXvB B 3Ty MarkKy, BbINOJHUTE CIEAYHOLLYIO KOMaHAY:

sudo unzip -d /opt/asmo/server am-<Bepcua>-linux-x64.zip

CTpyKkTypa KaTajsora MeHeg)kepa areHTOB MpeAcTaB/eHa Ha pUCYHKe Huxe. B aTom
KaTanore npeacraBieHbl NpuMepbl Garnos koHburypauum am.ini.example v pha.conf.example.
Camun dannbl kKoHbUrypauum am.ini v pha.conf co3aatotca B npouecce KOHOUIyprpoBaHusa
cuctembl (KoHdurypmupoBaHue areHTa v MeHegkepa areHToB). B npouecce pabothbl
MeHezykepa areHToB ByayT co3AaBaTbCs HOBblE KaTanoru Ana 0OO6HOBAEHUI, XXypPHaoB (/10roB)
M 3anycka areHToB. Takke B nanke lic B 3TOM KaTasore yCcTaHaBAMBaETCA JMLEH3MA cepBepa
(Perucrpaumnsa nvueHsuu nporpammbl). bonee nopgpobHO CTpykTypa 3TOro Katajaora
onuvceiBaeTca B danne am-readme.txt.

8 CepBepHan 4yacTb COCTOWT W3 azeHMa v MeHeOdxepa azeHMos. AzeHm ynpasaseT 6a3on MeTafaHHbIX U
OCYLLECTBSET B3aUMOAEWNCTBME KAMEHTCKOW Yactu ¢ bJl. MeHedxep azeHmMos BbIMOJHAET aAMUHUCTPATUBHbIE
byHKUMW, ynpaBass onepauusMn gzeHmos, CNeiuT 3a MOAKNOUEHUAMW KJIMEHTOB M MPU HEObXOAMMOCTM
3anyckaeT 3K3eMMAsp azeHMa, OTBEUatOLNiA 3a NojkatouaeMyto 6asy MeTafaHHbIX.
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PucyHok 6-1. Cmpykmypa apxuea ¢ ducmpubymueom MeHedXepa azeHmos

[ am-5.2.458-linux-x64.zip - MeHegxep daiinos

®aiin  Bwa CeTe Cepewc HacTpoika Crpaeka
™ g Mankn DBMA b D:I @

Agpec: | @ home >user »Pabounii cton 1 >am » am-5.2.458-linux-x64.zip

v am doc.
~ e i am
doc (] am-readme.txt
> Aves D am.ini.example
AvesT o amx64
Distr D pha.conf.example

Re
> AuctpubyTue
Cxemel

LWabnoHsl

10,12 TE ceobogHD B 3MIEMEHTOB

Mepenante B Katanor /opt/asmo/server (BbINONHUTE KOMaHAY cd /opt/asmo/server).
MpuceonTte pariny am npasa Ha BbINOAHEHME. [N 3TOrO BbIMOJHUTE CAEAYHOLLYIO KOMaHAY:

sudo chmod +x am

MpoBepbTe paboTOCNOCOOHOCTL MeHeaAXepa areHToB. s 3Toro 3anyctute ¢ann am B
KOHCOJ/IbBHOM pPeXumMe C MOMOLLbHO CIeAyHOLLEN KOMaHAbI:

./am —--console

B cnyuae ycnewHoro 3anycka B TepMuHan ByayT BbiBEAEHbI CleAytoline AaHHble (Asmo

agent manager started)
PucyHok 6-2. lposepka pabomocnocobHocmu meHedxepa azeHmMos
Jfam --console

no admin-use onfigure using default
HeHAR Hsmo agent manager started HERHE
KomMaHgl:

gamMn nNaMaTu
cnpabka

OcTtaHoBMWTE MeHeaKep areHToB. s 3Toro BBeAUTE g U HaxkMuTe Knasuwy <BBO/ >.

6.2. HacTrpouka 3anycka (ana systemd)

[na HacTpoVku 3anycka MeHeAXepa areHTOB OTKPOWTE TepMWHan W BbINOJAHUTE
cneayroLme fencTBms:
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1. Co3gante Nosb30BaTeNs asMO C MOMOLLBIO C1eAyHOLEN KOMaHAbI:

sudo useradd -r asmo

2. MpwncBoKiTe Nosb30BaTeNO asmoO Mpasa Bazenbla KaTanora /opt/asmo/ ¢ NOMOLLbHO
CNeAyroLLEN KOMaHAbI:

sudo chown asmo:asmo /opt/asmo -R

3. Ckonupyute dann asmod.service 13 nankum doc, pacnosOXKEHHOW B pacnakoBaHHOM
AnCTpnbyTBE MeHeaXepa areHToB, B Kartanor /Jetc/systemd/system/. [Ana 3Toro
nepenanTte B Nanky doc C NOMOLLbIO KOMaHZAbl cd U BbINMOJHUTE CNEAYIOLLYHO KOMaHAY:

sudo cp asmod.service /etc/systemd/system

4. BoINOAHUTE CNesyoLyro KOMaHAy ANA YBEAOMAEHUA 06 N3MEHEeHUN KOHGUrypauuu:

sudo systemctl daemon-reload

5. BbInosHWTE CNeAyoLLY0 KOMaHAy, YTOObl HAaCTPOUTb akTUBaLMIO Cy>K6bl asmod npu
KaXKZoW 3arpyske:

sudo systemctl enable asmod

6. MNepe3sarpysnte kommbtoTep. [poBepbTe PaboOTOCNOCOOHOCTL CAy>KObl asmod ¢
MOMOLLbHO CeAYHOLLLEA KOMaHAbI:

systemctl status asmod

Ecam cnyxba asmod mncnpaBHa W akTMBHA, B TepMUHaN OyayT BbiBEAEHbI ClesyroLine

JaHHble — active (running)

PucyHok 6-3. lMposepka pabomocnocobHocmu ciyx6el asmod

: 3 ; wendor preset: enable
Acti . { . in ago

Main F
CGroup:

lines 1-6/6 (END)

Ana ynpasneHuns cny>kb6on asmod ncnosnb3ynte caegyrowime KOMaHabl TepMUHana:

® 3anyckK CJ'Iy>K6bI—sudo systemctl start asmod

® TpoOBEPKa COCTOAHUA CJ'Iy>K6bI — systemctl status asmod

e OCTaHOB Cﬂy>K6bI—sudo systemctl stop asmod

MNocne yctaHOBKM M HacTpouku 6a3bl gaHHbIX (BocctaHoBsieHue 6a3bl AaHHbIX B
OC Linux) MOXHO npoBepuTb PaboTy CepBEPHON YacTu, BbIMNOJHUB MOAKNHOUEHNE K HEU C
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MOMOLLbIO YTUANTBI aaMuHucTpupoBaHma AM Console (pabotaet Tonbko B OC Windows) B

COOTBETCTBUN C MHCTpyKumamu B rnase 11 «KoHdurypmpoBaHue areHTa M MeHepykepa
areHToB».

6.3. YcTaHOBKAa KJ/IMEHTA

6.3.1. YcraHOBKa 13 apxuBa

KAneHT MOXeT NoCTaBAsATLCA B BUAE apXunBa C MMeHeM asmo-re-X.xxX-linux-xdd.zip nau
naketa ¢ uMeHeM asmo-re-x.xxx-os-xdd.deb, rge xxxx- 310 HOmep Bepcun, 0s-—
anctpunbytme Linux, a dd — pa3psaHoCTb mpuaoxeHus. pu ycTaHOBKe W3 apxvBa KJIWEHT
BMOCNEACTBMN MOXET OOHOBAATHCA LEHTPANN3OBAaHHO C WCMOAb30BaHMEM MeXxaHW3Ma
obHoBneHna naatdopmbl ACMO (YcraHoBKa 06HOBIEHWMA).

PucyHok 6-4. Apxus ¢ ducmpubymusom KaueHma

M Re - Mexegkep Gainoe

- O x
®aiin  Bua Cete CepeBuc HacTpoiika Cnpaeka
b b G Mankw DBMA b D:I @
Anpec: | fhomefuser/Desktop/Re ~ ‘
~- Bl PaBounii cton 1 @ asmo-re-6.578-linux-x64.zip

UTOObI YCTAHOBUTL KAWEHT, pacnakyhTe apxvB C AUCTPUOYTUBOM HY>KHOW BepCUU B
nobyto nanky. [na 3toro wenkHute davin apxmBa NpaBoOW KHOMKOW MbIWW U BblibepuTe
KOMaHay <Pacnakoeame — Pacnakoeame e>. B OTKpbIBLUEMCA OKHE yKaXkuTte Katajsor Ans
pacnakoBku. lMyTb He AOMKEH cofep>aTb PYyCCKMe CUMBOAbI U npobenbl. Takke MOXHO
ABaXAbl WENKHYTb apXMB U NepeTalmTb Ganbl B HY>XKHYHO Narky.

PucyHok 6-5. Cmpykmypa apxusa ¢ ducmpubymusom KaueHma

[ asmo-re-6.578-linux-x64.zip - MeHegxep dainos

@®ailn  Buag Cete Cepeuc Hactpolika Cnpaeka

R S ﬂ

s Mankw DBMA hd D:I @

Apnpec: | ® home »user »Pabouwii cton 1 »Re > asmo-re-6.578-linux-x64.zip

settings
[ asmo-re
() asmo-re_48.png

. asmo-re.xbd

[ create_desktop

UTobbl 3aNyCTUTb KAVEHT, ABaXAbl WENKHUTE 3Ha4YOK asmo-re B pacrnakoBaHHOW Mnarnke.
Taioke rpadumuecknin pegaktop MOXHO 3anyCcTuTb yepe3 TepMuHan. [na atoro Bbibepute B
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MeHto <Cepeuc - OmiKpbimb mMepMUHAs>, HaXOAACb B TManke C pacnakoBaHHbIM
ANCTPUBYTMBOM.

PucyHok 6-6. 3anyck mepMmuHana

M Re - Menegxep dainos

©aiin  Bwa Cete | LE088 Hactpoika Cnpaeka

" o @, Haiitw... CtrtF T pug v (B (@]
B8 Otkpoits TepmuHan I
Aapec: KoMNbHTe D e m———

BeeguTe cneaytoLlyto KoMaHAy, 4Tobbl 3anycTuTb Gann:

./asmo-re

PucyHok 6-7. 3anyck kaueHma yepe3 mepmuHaa

- Re:bash — TepmuHan Fly

@aiin MNpaeka Hactpoiika Cnpaeka

- 2 B ® 5

userldgen-astra:~/Desktops/Desktopl/Eef . /asmo-re

Mpun 3anycke KAVeHTa NOSBUTCA AMANOrOBOE OKHO A/1A CO3JaHWsA HOBOro Mau Bblibopa
cylecTBytowero nogkntodeHuns. ViHoopmauma O NOAKAOYEHUM W HACTPOEHHbIX MO
YMOJIYaHUIO MONb30BaTeNAX NpuBOAMTCA B rnaBe 3 «[oak/itoueHne K HacTPOeHHOoM
cucreme». Ecam HactpoeHa wHTerpaums ¢ Active Directory, ans Bxoga C MCNOAb30BaHMEM
YUYETHOM 3anucu TekyLero noab3oatens OC nocpeacTBoM MexaHu3Ma ayteHTudukaumm AD
HeOobXOAMMO LWEeNKHYTb 3HAaYOK MOAKAKOYEHWUs (KAMEeHT Bepcum nocne 6.795) mam Haxatb
knasuwmn CTRL + W (knueHT Bepcum Ao 6.795). Takxe MOXHO 3ajaTb napameTpbl 3anycka
KJMEHTCKOrO MPUIOXEHMSA, MO3BOAAIOWME BXOAUTb B cuCTeMy 6e3 BBOAA YYETHbIX AaHHbIX
(Muterpaumsa c Active Directory). Takxke MOXHO 3ajaTb MapaMeTpbl 3amnycka KJAMEHTCKOro
NPUIOXEHMA, NO3BOAIOLLINE BXOAUTb B CUCTEMY 6€3 BBOAA YUeTHbIX AaHHbIX (UHTerpaums ¢
Active Directory). Echnm nogkntoueHne He ycTaHaBAMBAaETCsA, MOMNPOOYMTe O3HAKOMUTBLCS C
BO3MOXHbIMW cnocobamu pelleHns npobaemsbl B pasgene 11.6 «BoamorkHbie npobaembi».

PucyHok 6-8. [luanozosoe 0kHO NOOK/OHeHUs K azeHmy

=

DNobasute ACMO lpaduyecku ...
NoAKAK4eHue [profadmin]
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Ecav BeinonHeHa HacTpovika 6a3bl faHHbIX (r1aBa 10 «BocctaHoBneHMe 6a3bl AaHHbIX
M3 Aamna»), COOTBETCTBYHOLLMM 0O6pa3zoM CKOHPUTIypMpOBaHbl areHT M MEHEeAXep areHToB
(rnaBa 11 «KoHdpurypupoBaHue areHTa U MeHeAKepa areHToB») U 3anyLeH areHT (3anyck
areHrTa), Nocsie BBoja naeHTUdMKaLMoHHON nHGopMaL My OTKPOETCA OKHO KaneHTa. Ecim Ha
cepBepe AOCTynHa 6osee HOBas BepCUsA KAMEHTa, MPW nepesanycke KAMeHTa MOABUTCA
AVanoroBoe OKHO 411 NOATBEPXKAEHNA OOHOBNEHUS BepCUN KNeHTa. Hanprmep, npu 3anycke
Bepcun 6.470 MOXET NOABUTLCA 3anpoc Ha 0bHOBeHWe [0 Bepcun 6.473. YTO6bI OOHOBUTH
BEPCUIO, HaXMUTe KHOMKy <O6Hosumb> W AOXAUTECH, MOKa 3aBEPLUMTCA MNpoLecc
OOHOBAEHMA W 3aMNyCTUTCA KNUEHT.

PucyHok 6-9. 3anpoc Ha 06HosieHUe KiueHma

Sanyck M0 X

Ha cepoepe HafdeHa HOBaA BEPCHA KNMEHTA.
OBHOBMTE TEKYILYHO BEPCHID KNMeHTa 6.470 Ha HoByt 6.4737

UYtobbl co3saTth ApAbIK Ha pabouem cTone, LenkHUTe Gann asmo-re NpaBoW KHOMKOW
MbIlM U BblibepuTe B KOHTEKCTHOM MeH <Omnpasume — Pabo4uti cmos (cozdame
Apasik)>. WenkHnte Apabik Ha pabouyem CTONe NpPaBOM KHOMKOW MbIwK, Bbibepute
<Ceolicmea>, nepenanTe Ha BKAaAKy <Ap/bikK> W LWENKHUTE KBajpaTHYH KHOMKY nons
<3Ha4ok>. YcTaHOBUTE nepekaroyaTens <[llpoyue 3Ha4yKu>, HaxXMUTe  KHOMKY
<lMpocmomp> n BblibepuTe 3HAYOK, PACMOIOXKEHHbIN B pacnakoBaHHOW Narnke pegakTopa.
Takxe MOXHO f06aBUTb AP/bIK ANA 3aMycka KaveHTa B pasgen <O0duc> meHto. [Ana atoro
HeobXoAMMO BbIMONHUTL CKPUNT create_desktop w3 nocTaBnAsemMoro apxvea (Hanpumep, u3
TepMrHana C NOMOLbHO KOMaHAbl . /create_desktop).

6.3.2. YcTaHOBKa M3 nakKeTa

YTo6bl yCTAaHOBUTL KAMEHT, NOCTaBASEMbIA B BUAE NakeTa ¢ pacwmpeHvem deb, gsaxabl
wenkHuTe Gann nakerta.
PucyHok 6-10. OkHO ymuiumel ycmaHo8Ku nakemoe

P4 YcraHoBka NakeToe — asmo-re — Mporpamma QAptgn.. - 0O X

@ MakeT: asmo-re
CocToAHMe: Bce 3aBUCUMOCTIA YADBNEeTBOpeHbl.

OnucaHue | MogpofHoctn  Cogepxawynecs Gaiinsl | 3aem < >
Asmo thin client

Asmo thin client

~ ¥CTaHOBWTE Naket @ OTmeHa

BBeAI/ITe napoJib NOJIb30BaTeE/IA N HAXXMUTE KHOMKY <,4a>.
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PucyHok 6-11. Beod naposs nons3osamens
2! Tpebyerca ayTeHTudukauma — AreHT PolicyKitl ot KDE - 0O x

&L

Install or remove packages

MpuAoXeHWe NbITAeTCA BLINOMHWTE AelicTBIe, KoTopoe TpefyeTt
AONOAHUTENBHBIX NPUBMAETA. LA 3Toro TpeGyeTcA
ayTeHTUGUKALIWA.

Maponk: | esssss

Moapo6HoCTH >> OTmeHa

JoxanTech 3aBepLUeHNs NpoLecca YCTaHOBKM U HaXXMUTE KHOMKY <3akpeime>.

PucyHok 6-12. 3agepuwieHue npoyecca ycmaHoeKku

:1,YCTaHuEmanaxemE:—asm&re—l‘lporpammaQAptnn... - 0O =

w4 3aKpeiTe

Mo 3aBeplUeHNM yCTaHOBKWN B pa3gene <Oguc> MeHI NOoSBUTCA APAbIK AN 3anycka
KAneHTa. o yMonyaHuIo KNVMEHT yCTaHaBANBAETCA B Nanky opt/asmo/re.
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(=)

PucyHok 6-13. [11agHOe MeH C yCmaHOBeHHbIM KAUEHMOM

@ Cets
G rpaduka

[»] MynsTumesma

HayuHble

79 Wrpel

PazpaboTka

YTUNUTEI

>

ACMO-rpaduuecknii pegakTop

ACMO-rpaduueckinii pegakTop (NpocMoTPLUVK-KOHBEpTEpR)
ACMO-knmeHT (cpega BeINO/IHEHWA)

Baza gaHHblx Libreoffice

Martemarmka Libreoffice

Odwc Libreoffice

MpezsexTaymn Libreoffice

PegakTop Kate

{0y CUCTEMHEIR PucyHok Libreoffice

5t Cnoeapb goldendict

Tabnuua Libreoffice
MaHenks ynpaeneHwa

TekcT Libreoffice

MeHemxep gainos

Q Mowuck...

3aeeplueHune paboTbl...

6.3.3. YcranoBKa uepes repmMMHan

MocTaBnseMbIii B BUAE MakeTa KAVEHT MOXHO YCTaHOBUTb Yepe3 TepMuHan. Beibepute B
MeHtlo <Cepeuc - Omikpeime mepmMuHass>, HaxoAACb B narke ¢ nakeToM. Beeaute
CIefytoLLy0 KOMaHZAy (yKaXkute COOTBETCTBYIOLLEE MMA NakeTa), HaXXxMuTe knasuwy <BBO/ >
N [OXAMTECh 3aBepLleHMA YCTaHOBKM (MO YMONYAHUIO KAWEHT yCTaHaBAMBAaeTCA B nanky
opt/asmo/re):

sudo dpkg -i asmo-re-6.578-astrab5-amd64-00.deb

PucyHok 6-14. Beod komaHObl 019 yCmaHos8KuU Yepe3 mepmMuHa

= Re:bash —TepmuHan Fly

®aiin  Mpaeka HacTpoiika Cnpaeka

s8] O

| userligen-astra:~, 1o

opl/Fef sudo dpkg -1 as =X strai-amdbd-H1 . deb
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6.4. Boamo)Hbie npobnembli

B HekoTOpbIX Cayvasx MOryT OTCYTCTBOBaTb Kakue-inbo Heobxoammble nakeTbl. ITO
MOXKHO BbISICHUTb, 3aMyCTB pefakTop Yepes TepMuHan. B Takom cnyyae cnmncok owmnbok byaert
BblBeZleH B KOHCO/b.

Ans pasHbix ancTpmnbyTneos Linux Ha3BaHMA NakeToB MOryT otanyatbca (MpunoxxeHve
«Tabnvua cootBeTcTBUA HMOAMOTEK, NAKeTOB N ANCTPMOYTMBOB Linux»). YTObbI yCTaHOBUTH
Tpebyemble daninbl, MOXHO BOCMO/Ib30BaTLCA C/eAyHOLLEeN KOMaHA0W TepMUHana:

sudo apt-get install uma nmakeTa

Takxxe MOXHO npowu3BecTn obHOBAEHMEe MNakeToB. [lnf 3TOro OTKPOWTE TEPMWUHAN W
BbINOJIHATE CNEAYHOLLYIO KOMaHAY:

sudo apt-get update

3aTeM BbIMONHUTE CNeAyHOLLYIO KOMaHAY:

sudo apt-get dist-upgrade

Mocne obHOBAEHMS HEO6XOAI/IMO nepe3arpysntb KOMMbHOTEP M BbIMOJAHUTb YCTaHOBKY
npunaoXeHu4.
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7. YcranoBka B OC ROSA Linux

YcraHoBka naatdopMbl OCYLLECTBAAETCA B HECKONbKO 3TarnoB.:

1. YcTaHOBUTE CepBepHYto YacTb (YcTaHOBKa CepBEPHOM YacTwm).

2. MNpn HeOH6XOAMMOCTUN YCTaHOBUTE YTUANTY aAMUHUCTPUPOBaHUSA (paboTaeT TONbKO Noj,

OC Windows) (YcTaHOBKa YTU/IUTbI aAMUHUCTPUPOBaHUA).

. YcTaHoBUWTE 1 HacTpoiTe H6a3y gaHHbIX (BocctaHoBneHue 6a3bl aaHHbIX B OC Linux).

4. HacTponte areHT, MeHea)Kep areHToB M NoAkAouYeHMa K 6a3e faHHbix (rnaBa 11
«KoHpurypupoBaHue areHTa U MeHeA)Kepa areHToB»). 06sa3aTesIbHO yCTaHOBUTE
areHT C MOMOLLbIO YTUANTLI aAMUHUCTPUPOBaHMA (YCTaHOBKa areHTa) Uan BPYUYHYHO.

5. YcTaHOBUTE K/AMEHTCKYH 4acTb (YCTaHOBKA KJ/IMEHTA), HAaCcTPONTe MOAKAHOYUYEHME K
cepepy (MoakntoueHMe K HACTPOEHHOMN cUcTeme).

6. 3apernctpupyinte nporpammy, pazmectns dann anueH3nm Ha cepsepe (Peructpauus
JIMLEH3MM NPOrpaMmMmbil).

w

7.1. YcraHOBKa cepBepHOM 4YacTmn

YcTaHoBUTE MeHeaxep areHToB®. MeHegxkep areHTOB MOCTaBASETCA B BUAE apXvBa C
nmeHem am-x.xxx-linux-xdd.zip, rge xxxx-— 310 Homep Bepcuun, a dd - paspagHOCTb
NPUNOXKEHWA.

B aTomM pykoBOACTBe OMUCbIBAeTCA YCTaHOBKA MeHeAXXepa areHTOB 4epe3 TePMWUHaN B
nanky /opt/asmo/server. YTobbl cO34aTb €e, BbIMOJHUTE CAEAYHOLLY0 KOMaHAy:

sudo mkdir -p /opt/asmo/server

YT06bI pacnakoBaTb apXvB B 3Ty MarkKy, BbINOJHUTE CIEAYHOLLYIO KOMaHAY:

sudo unzip -d /opt/asmo/server am-<Bepcua>-linux-x64.zip

B kaTanore MeHezXepa areHTOB MpeAcTaB/ieHbl NMpuMepbl GannoB KoHOUrypaumm
am.ini.example v pha.conf.example. Camu daiinbl KOHPUrypaumm am.ini n pha.conf co3aatotca
B npouecce KoHpurypuposaHua cuctembl (KoHpurypupoBaHue areHTa U MeHemkepa
areHToB). B npouecce pabotbl MeHeaykepa areHToB OyayT cO34aBaTbCs HOBble KaTanorun Ana
0OHOBNEHMI, XYypHa/NOB (IOrOB) W 3anycka areHToB. Takxke B nanke lic B 3Tom kaTasnore
yCTaHaBAMBaeTCA AuUeH3na cepBepa (Permcrpauma avueHsnm nporpammbl). bonee
NoApPOBHO CTPYKTypa 3TOro Katanora onuceiBaeTca B Ganne am-readme.txt.

MNepenaute B Katanor /opt/asmo/server (BbINOJHUTE KOMaHAY cd /opt/asmo/server).
MpucBonTe pariny am npasa Ha BbINOAHEHME. N5 3TOrO BbIMOJHUTE CAEAYHOLLYIO KOMaHAY:

sudo chmod +x am

9 CepBepHas 4YacCTb COCTOWT W3 dzeHMa v MeHedxepa azeHMos. AzeHm ynpasaseT 6a3on MeTafaHHbIX U
OCYLLECTBAISET B3aUMOAEWNCTBME KAMNEHTCKOW yYacTu ¢ bJl. MeHedxep azeHmMos BbIMOJHAET aAMUHUCTPATUBHbIE
byHKUMW, ynpaBass onepauusMn gzeHmos, CNeiuT 3a MOAKNOUEHUAMW KJIMEHTOB M MPU HEObXOAMMOCTM
3anyckaeT 3K3eMMAsp azeHMa, OTBEUatoLNiA 3a NogkatouaeMyto 6asy MeTafaHHbIX.
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MpoBepbTe paboTOCNOCOOHOCTL MeHeaXepa areHToB. s 3toro 3anyctmte ¢ann am B
KOHCOJ/IbHOM peXxunme C MOMOLLbHO CIeAYHOLLLEeN KOMaHAbI:

./am —--console

B cnyuae ycnewHoro 3anycka B TepMuHan 6yayT BbiBeAEeHbl cneayrowme AaHHble (Asmo

agent manager started):
PucyHok 7-1. lposepka pabomocnocobHocmu meHedxepa azeHmMos

b server : am — Konsole WA ﬁ

®aidn  MNpaexka Bwg 3aknagkw  Mogynw  Hactpoiika  Cnpaeka

=
[ Hosas sinagra  [][] Pasgenwts oxto no seprvkann T2 Pasgenuts okwo no ropusonTanss > »
-

OcTtaHoBUWTE MeHeaKep areHToB. [Jns 3Toro BBeAUTE g U HaxkMuTe knasuwy <BBO/ >.

7.2. HacTtpouka 3anycka (ana systemd)

[na HacTpoMku 3amnycka MeHeAXepa areHTOB OTKPOWTE TEepPMWHaN W  BbINOJAHUTE
cneayrowime fencTBms:
1. Co3gante Nosb30BaTeNs asMO C MOMOLLBIO CIeAYHOLLEN KOMaHAbI:

sudo useradd -r asmo

2. MpucBonTe Noab30BaTeNO aSMO NpaBa BAajenblia KaTanora /opt/asmo/ ¢ NOMOLLbHO
CnesyroLLen KOMaHZbI:

sudo chown asmo:asmo /opt/asmo -R

3. Ckonupyute dann asmod.service 13 nankn doc, pacnosiOXKeHHOW B pacnakoBaHHOM
AMCTpnbYTMBE MeHeaxkepa areHToB, B KaTanor /Jetc/systemd/system/. [na 3Toro
nepenanTe B Nanky doc C NMOMOLLbIO KOMaHZAbl cd W BbINMOJHUTE CNeAYHOLLYHO KOMaHAY:

sudo cp asmod.service /etc/systemd/system

4. BoInonHUTe CneAyroLLyrO KOMaHAy AN yBeAOMAEHNA 06 n3MeHeHn KoHurypaumm:
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sudo systemctl daemon-reload

5. BbinosHWTE CNeAyroLLy0 KOMaHZAy, YTOObl HAaCTPOUTb akTUBaLMIO Cy>K6bl asmod npu
Ka>XkZoW 3arpyske:

sudo systemctl enable asmod

6. Mepe3arpy3snte komnbtoTep. [poBepbTe pabotocnocobHocTb cayxbbl asmod ¢
MOMOLLbIO CNeAyHoLLeN KOMaHAbI:

systemctl status asmod

Ecam cnyxba asmod mncnpaBHa v akTMBHA, B TepMUHaN OyayT BbiBEAEHbI ClesyroLine
JadHHbl€ — active (running):

PucyHok 7-2. Mposepka pabomocnocobHocmu ciyx6el asmod

+ ~: systemctl — Konsole v A Q

Maiin  Mpaeka Bwa Saknagkw  Mogynu  Hactpoika  Cnpaeka

=
[T Hosaseknagka [} Pasgenums okvo no septmkann 05 Pasgendrs okHo no ropuoHTani > >
v

[na ynpasneHuns cny>kb6on asmod ncnonb3ynTte cnegyrolime KoMaHabl TepMUHana:

e 3anyck CJ'Iy)K6bI—sudo systemctl start asmod

® TMpoBeEpPKa COCTOAHUA Cﬂy>K6bI — systemctl status asmod

e OCTaHOB CJ'Iy)K6bI—sudo systemctl stop asmod

Mocne ycTtaHOBKM M HacTpouku 6a3bl AaHHbIX (BocctaHoBsieHue 6a3bl AaHHbIX B
OC Linux) MOXHO nNpoBepuTb paboTy cepBepHON YacTW, MOAKAOUNBLUNCD K HEWM C MOMOLLbIO
yTMAnTbl agMmuHncTpuposaHuna AM Console (pabotaet Tonbko B OC Windows) B cooTBeTCTBUM
C nHCTpyKumamm B rnase 11 «KoHpurypmpoBaHue areHTa n MeHea Kepa areHToB>.

7.3. YcTaHOBKA KJIMEHTA

KnneHT MoXeT NoCTaBAATLCA B BUAE apxMBa C MMeHeM asmo-re-x.xxx-linux-xdd.zip, rae
X.XXX —3TO HOMep Bepcuun, a dd — pa3pagHoOCTb NpuaoxeHua. MNpun yctaHOBKe 13 apXmBa KJAVEHT
BMOC/NEACTBUN MOXET OOHOBAATBCA LIEHTPAIN30OBAHHO C WCMOJIb30BaHMEM MeXaHW3Mma
obHoeneHna naatdopmbl ACMO (YctaHoBKa 06HOBIEHNN).
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UYtobbl YCTAHOBWUTbL KJMEHT, pacnakyute apxumB C AUCTPUOYTMBOM HYXXHOW BepcuMX B
nobyto nanky. [na 3TOro wenkHute dania apxvBa NPaBOW KHOMKOW Mbiwn U BbibepuTe
KOMaHay <Pacnakoeame — Pacnakoeamse e>. B OTKpPbIBLIEMCA OKHE yKaxkuTe KaTaaor ans
pacnakoBku. lMyTb He JO/MKEH cojep>kaTb PyCCKMe CUMBOAbLI M npobenbl. Takke MOXHO
ABaXAbl LENKHYTb apxuB W nepeTawmtbe Ganabl B Hy>XHyto nanky. CTpykTypa apxuvBa
npeAcTaBAeHa Ha PUCYHKE HUXKe.

PucyHok 7-3. Cmpykmypa apxuga ¢ ducmpubymueom KaueHma

i asmo-re-6.578-linux-x64.zip — Ark W e

ApxwE  ©aiin  Hactpoiika Cnpaeka
(%] Pacnakogate Q, Haiftu... >

Wma | Pasmep
»- B settings 1 nanka, 1 dain %
7] asmo-re 71,6 Mub asmo-re-6.578-linux-x64.zip
[F asmo-re.x64 41b
Fd asmo-re_48.png 2,3 Kub
m

7] create_desktop 6056

UTtobbl 3aNyCTUTb KAVEHT, ABaXAbl WENKHUTE 3HAaYOK asmo-re B pacnakoBaHHOW nanke.
Taikoke KJMEHT MOXHO 3anyCTuTb yepe3 TepmuHan. [ns 3TOro LWenkHUTEe NpaBoW KHOMKOM
MbILIW B Nanke ¢ AUCTPUBYTUBOM U BblibepuTe NYHKT <OmMKpbims mepMuHal >,

PucyHok 7-4. 3anyck mepMuHana

+ Co3pame >
[F] OTKpLITE € NOMOLLEHD... >
[El Bcraeute w3 Bydepa obmeHa... Ctri+Vv
. COpTWPOEBKa 2
a0 PexuMm npocMoTpa >
OTKpBITE TEPMUHAN Shift+F4
[E ¥Ynakoeatb >
@ MpucBOWMTE METKW >
= KomMHaThl >
iE CeoiicTBa Alt+Return

BeeguTe cneaytoLlyto KOMaHAy, YTobbl 3anycTuTb Gann:
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./asmo-re
PucyHok 7-5. 3anyck knueHma

* asmo-re-6.578-linux-x64 : bash —

®ailn  MNpaeka Bwg 3aknagkw  Mogynw  HacTtpoika  Cnpaeka

[7) Hosameknagka  [][] Pasgenwts okHo no seprukan B2 Pazpenurs okmo no ropuzontann B

Mpwn 3anycke kAveHTa NOSABUTCA AMANOrOBOE OKHO A8 CO34aHMA HOBOrO Man Bblibopa
cywiecTsytowero nogkntodeHums. VHbopmauma O NOAKAOYEHWM W HACTPOEHHbIX MO
YMO/ZYaHUIO MOAb30BaTeNAX npuBoauTca B rnaBe 3 «[loak/ioueHne K HacTPOeHHOM
cucreme». Ecam HactpoeHa uHTerpaumsa c Active Directory, ana Bxoga C MCNOAb30BaHUEM
y4yeTHoOW 3anucu Tekylero nosb3oBatens OC nocpeAcTBOM MexaHu3Ma ayTeHTudukaumm AD
HEeOOXOAMMO LWENKHYTb 3HAYOK MOAKAHOUYEHUs (KANEHT Bepcum nocne 6.795) mam Haxatb
knasuwmn CTRL + W (knneHT Bepcumn fo 6.795). Takxke MOXHO 3ajaTb napamMeTpbl 3anycka
KJMEHTCKOrO MPUIOXEHMWS, NMO3BOAAIOWME BXOAUTb B CUCTEMY 6e3 BBOAA YYETHbIX AaHHbIX
(UMuTerpaumsa c Active Directory). Ecnv nogkntoueHve He yctaHaBavBaetcs, nonpobyite
03HAaKOMMUTLCA C BO3MOXHbIMUM ciocobamu peleHmsa npobaemsl B pasgene 11.6 «<Bo3moikHbie
npobaembi».

Ecnv BeinonHeHa HacTpovika 6a3bl faHHbIX (r1aBa 10 «BocctaHoBaeHne 6a3bl AaHHbIX
M3 Aamna»), COOTBETCTBYHOLWMM 0Opa3oM CKOHOUTIypMpOBaHbl areHT U MeHeaXep areHToB
(rnaBa 11 «KoHpuUrypupoBaHume areHTa U1 MeHeAYKepa areHTOB») W1 3anyLleH areHT (3anyck
areHrTa), nocse BBoja naeHTMbrKayMoHHoON nHGopMaLmm OTKPOETCA OKHO KaneHTa. Ecim Ha
cepBepe poctyrnHa 6osiee HOBas BepcMa KAMEHTa, NPW Mnepesanycke KAMeHTa MOABUTCA
AVanoroBoe OKHO A4/1A NOATBEPXKAEeHNA OOHOBEHUS BepCun KnneHTa. Hanprmep, npu 3anycke
Bepcun 6.470 MOXET NOABUTLCA 3anpoc Ha obHOBeHWe f0 Bepcun 6.473. YTOo6bI OOHOBUTH
BEPCUIO, HaXMUTe KHOMKy <O6Hoeumb> W AOXAWTECH, MOKa 3aBepLUMTCA npoLecc
OOHOBAEHMA M 3aMNyCTUTCA KUNEHT.

Ytobbl co34aTh APAbIK ANA 3anycka KAMEHTa, LeNKHUTe MpaBOW KHOMKOW MbIWW Ha
pabouem cTone. Bbibepute <Cozdame - Ccbiiky Ha npunoyeHue>. Ha Bknagke
<lpunoxxeHue> B none <HMmsa> BBegMTe Ha3BaHWe AN 3Hauyka, Hanpumep «ACMO-
rpaduueckm pepaktop». Haxmute kHonky <[lIpocmomp> wn BbibepuTte dpann asmo-re B
nanke AncTpnbyTmBa.
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PucyHok 7-6. OnpedesieHue cCbl/IKU HA NPUJIOXeHUe

E - Ceoiictea plasmashell.pJSMgs — Plasma

OCHOBHOE Mpaea

Oonucanne:

KoMMmeHTapuii:

Pabounii nyTe:

JobaeuTk... Yaanute

Npunaxenue | My6aukauws  Ceegexua

Wms: | ACMO-rpaduueckuii pejaktop

KoMaHaa: 3MO-re/asmo-re-6.578-linux-x64/asmo-re’

MNoAfepxueaemele TUNk! Gainoe:

Tun MIME Onwncadue

v OK

JLononHnTeNEHEIR napamMeTpel

2 v ~Q

© OTmenHa

Ha Bknagke <OcHoeHoe> LWenKHUTe KBaZpaTHYHO KHOMKY, HaXXMUTe KHOMKy <0630p> 1
BblbepuTe 3Hauok npunoxeHns «<ACMO-rpadunueckmii pegaktop», PacnosioKeHHbIN B nanke

AncTpubyTmBa.

PucyHok 7-7. YcmaHoeka 3Ha4ka 015 Apaeika

EI_ * Ceoiictea plasmashell.IsCTjY — Plasma

OCHOBHO® Mpaea

PacnonoxeHue:

Pa3mep:

Co3gaH:
flaTa naMeHeHNA:

MocnegHuii goctymn:

Mpunoxenne  MyGankauyua

ACMO-rpaguueckuii pegaktop

®aiin HacTpoek pabouero cTona

== MapameTpsl TMNa daiina

Itmp
114B6(114)

nATHMLA, 20 AHBapA 2023 r. 10:01:35 MSK

NATHULa, 20 AHEapa 2023 r. 10:01:35 MSK

" OK

?V/\°

CeepeHus

© OTmeHa

Taioke MOXHO A06aBUTb APJIbIK 414 3anycka KaneHTa B pasgen <0dguc> meHtro. [nda atoro
HeobXoAMMO BbIMONHUTL CKPUNT create_desktop 13 MOCTaBASEMOro apxvea (Hanpumep, 13
TepMUHana C MOMOLLbI KOMaHAb! . /create desktop).

7.4. Boamo)xHbie npobnembl

B HekoTOpbIX Cnyyasx MOryT OTCyTCTBOBaTb Kakue-imbo Heobxogumble MnakeTbl. ITO
MO>KHO BbISICHUTb, 3aMyCTUB pefakTop Yepes TepMuHan. B Takom cnyyae cnmcok owmbok byaert

BbiBEAEH B KOHCOJIb.
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Ans pasHbix anctpnbyTneoB Linux Ha3BaHMA NakeToB MOryT otanyateca (Mpunoxxexnve
«Tabnvua cooTBeTCcTBUA HUBAMOTEK, NakeToB U AMCTPUBYTMBOB Linux»). YTO6BI YyCTaHOBUTL
Tpebyemble daisibl, MOXXHO BOCMONb30BaTbCA CNEAYHOLLEN KOMaHAOM TepMUHaNa:

sudo yum install mma nakera

Taioke MOXHO Npou3BecTM 0bHOBAEHME NakeToB. s 3TOro OTKpPOWTE TepMMHaA U
BbIMONHNTE CNeAYHOLLYHO KOMaHAy:

sudo yum update

3aTeMm BbIMOHNTE CIEAYHOLLYH KOMaHAY:

sudo yum upgrade

MNocne o6HOBAEHNS HEOOXOAMMO Mepe3arpy3nTb KOMMbHOTEP W BbIMOJHUTb YCTAHOBKY
NPUNOXKEHUS.
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8. YcranoBka B PEJ] OC Linux

YcraHoBka naatdopMbl OCYLLECTBAAETCA B HECKONbKO 3TarnoB.:

1. YcTaHOBUTE CepBepHYto YacTb (YcTaHOBKa CepBEPHOM YacTwm).

2. MNpn HeOH6XOANMOCTUN YCTAaHOBUTE YTUANTY aAMUHUCTPUPOBaHUSA (paboTaeT ToNbKO Noj,

OC Windows) (YcTaHOBKa YTU/IUTbI aAMUHUCTPUPOBaHUA).

. YcTaHoBUWTE 1 HacTpoiTe H6a3y gaHHbIX (BocctaHoBneHue 6a3bl aaHHbIX B OC Linux).

4. HacTponte areHT, MeHea)Kep areHToB M NoAkAouYeHMa K 6a3e faHHbix (rnaBa 11
«KoHpurypupoBaHue areHTa U MeHeA)Kepa areHToB»). 06sa3aTesIbHO yCTaHOBUTE
areHT C MOMOLLbIO YTUANTLI aAMUHUCTPUPOBaHMA (YCTaHOBKa areHTa) Uan BPYUYHYHO.

5. YcTaHOBUTE K/AMEHTCKYH 4acTb (YCTaHOBKA KJ/IMEHTA), HAaCTPOWTe MOAK/IHYUYEHME K
cepepy (MoakntoueHMe K HACTPOEHHOMN cUcTeme).

6. 3apernctpupyinte nporpammy, pazmectns dann anueH3nm Ha cepsepe (Peructpauus
JIMLEH3MM NPOrpaMmMmbil).

w

8.1. YcraHOoBKa cepBepHOM HacTmn

YcraHoBuTe MeHegxep areHTtos'®. MeHegxep areHToB MoOCTaBASETCA B BUAE apXuBa C
nmeHem am-x.xxx-linux-xdd.zip, rge xxxx-— 310 Homep Bepcuun, a dd - paspagHOCTb
NPUNOXKEHWA.

B aTomM pykoBOACTBe OMUCbIBAeTCA YCTaHOBKA MeHeAXXepa areHTOB 4epe3 TePMWUHaN B
nanky /opt/asmo/server. YTobbl cO34aTb €e, BbIMOJHUTE CAEAYHOLLY0 KOMaHAy:

sudo mkdir -p /opt/asmo/server

YT06bI pacnakoBaTb apXvB B 3Ty MarkKy, BbINOJHUTE CIEAYHOLLYIO KOMaHAY:

sudo unzip -d /opt/asmo/server am-<Bepcua>-linux-x64.zip

CTpyKkTypa KaTajsora MeHeg)kepa areHTOB MpeAcTaB/eHa Ha pUCYHKe Huxe. B aTom
KaTanore npeacraBieHbl NpuMepbl Garinos koHburypauum am.ini.example v pha.conf.example.
Camun dannbl kKoHbUrypauum am.ini v pha.conf co3aatotca B npouecce KOHOUIyprpoBaHusa
cuctembl (KoHdurypmupoBaHue areHTa v MeHegkepa areHToB). B npouecce pabothbl
MeHezykepa areHToB ByayT co3AaBaTbCs HOBblE KaTanoru Ana 0OO6HOBAEHUI, XXypPHaoB (/10roB)
M 3anycka areHToB. Takke B nanke lic B 3TOM KaTasore yCcTaHaBAMBaETCA JMLEH3MA cepBepa
(Perucrpaumnsa nvueHsuu nporpammbl). bonee nopgpobHO CTpykTypa 3TOro Katajaora
onuvceiBaeTca B danne am-readme.txt.

10 CepBepHas 4acTb COCTOWT U3 aeeHMa v MeHedxepa azeHmos. AzeHm ynpasisieT 6a30ii MeTafaHHbIX Y
OCYLLLeCTBASET B3aVMOAENCTBME KAVNEHTCKOW Yactn ¢ bJl. MeHedxep azeHmMo8 BbINOAHAET aAMWHUCTPATUBHbIE
byHKUMW, ynpaBass onepauusMn gzeHmos, CNeiuT 3a MOAKNOUEHUAMW KJIMEHTOB M MPU HEObXOAMMOCTM
3anycKaeT 3K3eMMNAAP azeHma, OTBEYatoLLMIA 3a NOAKIOYaeMyto 6a3y MeTafaHHbIX.
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PucyHok 8-1. Cmpykmypa apxuea ¢ ducmpubymueom MeHeOxepa azeHmos

am-5.2.458-linux-x64.zip -+ B8

Apxwe TMpaeka [pocmotp Cnpaeka

B t Owxpemn - B Pacnakosats [+ + |
# |  Pacnionoxerue B
[ doc 99,0 kB Manka
.updateinfo [ANET HewnzeecTHo
am 4,5MB HewzsecTHo
am.ini.example 1,7 kB HeuzeecTHO
am.xG64 36 banr HewvzeecTHo
am-readme.txt 23kB TeKCTOBLIMA A...
pha.conf.example 671 baiT HewssectHo

7 obwekTa (4,6 MB)

Mepenante B Katanor /opt/asmo/server (BbINOJHUTE KOMAHAY cd /opt/asmo/server).
MpuceonTte pariny am npasa Ha BbINOAHEHME. [N 3TOrO BbIMOJHUTE CAEAYHOLLYIO KOMaHAY:

sudo chmod +x am

MpoBepbTe paboTOCNOCOOHOCTL MeHeaKepa areHToB. s 3Toro 3anyctmute ¢aria am B
KOHCO/IbHOM PeXUMe C MOMOLLbHO CNeAyHoLLe KOMaHAbI:

./am —--console

B cnyuae ycnewHoro 3anycka B TepMyHan ByayT BbIBEAEHbI CAeAytolime AaHHble (Asmo

agent manager started)

PucyHok 8-2. lposepka pabomocnocobHocmu mMeHedxepa azeHmMos

user@gen-redos:/opt/asmo/server

@amn Mpaeka Bwg Mowck TepmwuHan Cnpaeka

[user@gen-redos server]$ sudo chmod +x am
[sudo] napone gnsa user:

[user@gen-redos server]$ ./am --console
Asmo agent manager v5.2.438
clients.listen(58081)[3]
agents.listen(56802)[4]

no admin-user configured, using default
Lifay Asmo agent manager started Hf##
KomaHpge!:

BbIXO[

CNUCOK areHTOB

cTaTUCTUKa

gaMn naMaTu

cnpaBka

OctaHoBUTEe MeHeaXep areHToB. [ns 3TOoro BBeAgnTe g U HaXxkmuTe Knasuwy <BBO/ >.
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8.2. HacTtpouka 3anycka (ana systemd)

[Nns HacTpoVKkM 3anycka MeHeZ)Xepa areHToB OTKPOWTe TepMMHaN W BbIMOAHUTE
cneayrowme fencTBmS:
1. Co3ganTe Nosb30BaTeNs aSMO C MOMOLLbIO CIeAYHOLLEN KOMAHZAbI:

sudo useradd -r asmo

2. MpwncBoKiTe Nosb30BaTeNO asmo Mpasa B/azenbla KaTanora /opt/asmo/ ¢ NOMOLLbHO
CNeAyroLLEN KOMAHAbI:

sudo chown asmo:asmo /opt/asmo -R

3. Ckonupyute dann asmod.service 13 nankm doc, pacnosOXKEHHOW B pacnakoBaHHOM
ANCTpnbyTMBE MeHeaxkepa areHToB, B Katanor /etc/systemd/system/. [na 3Toro
neperanTe B nanky doc ¢ MOMOLLbHO KOMaHAbl cd U BbINMOJHUTE CNeAYHOLLYH KOMaHAY:

sudo cp asmod.service /etc/systemd/system

4. BoiNOAHUTE CNesyoLLyro KOMaHAy AN yBeAOMAEHUA 06 N3MeHeHUN KOHGUrypauun:

sudo systemctl daemon-reload

5. BbInosHWTE CNeAyoLLY0 KOMaHAy, YTOObl HAaCTPOUTb akTUBaLMIO Cy>K6bl asmod npu
KaXZ4oW 3arpyske:

sudo systemctl enable asmod

6. MNepe3sarpysnte komnbtoTep. [poBepbTe pPaboOTOCNOCOOHOCTL Cay>bbl asmod ¢
MOMOLLHO CEAYHOLLIEN KOMaHAbI:

systemctl status asmod

Ecnm cnyxba asmod mcnpaBHa W akTMBHA, B TepMUHaN OyayT BbiBEAEHbI CleayroLine

JaHHble — active (running)

PucyHok 8-3. lposepka pabomocnocobHocmu ciyx6ei asmod

user@gen-redos:/opt/asmo/server
®Qaitn Mpaska Bwg [MMouck TepmuHan Chpaska
[user@gen-redos server]$ systemctl status asmod
® asmod.service - ASMO daemon
Loaded: loaded (/etc/systemd/system/asmod.service; enabled; vendor preset:
active (running) since Thu 2823-81-19 13:32:23 MSK; 3min 43s ago
690 (am)
2 (limit: 3516)
5.6M
CPU: 375ms
CGroup: /system.slice/asmod.service
698 /opt/ rver/am

aHB 19 13:32:23 gen-redo: temd[1]: Started ASMO daemon.
lines 1-11/11 (END)
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Ans ynpaeneHna cnyxxb6oi asmod ncnonb3ynte cnegyrolime KOMaHabl TepMyHana:

e 3anyck Cﬂy)K6bI—sudo systemctl start asmod

® TpPOBEPKa COCTOAHUA CJ'Iy>K6bI — systemctl status asmod

e OCTaHOB Cﬂy>K6bI—sudo systemctl stop asmod

Mocne ycTtaHOBKM WM HacTpouku 6a3bl faHHbIX (BocctaHoBsieHue 6a3bl AaHHbIX B
OC Linux) MOXHO NpoBepuTb paboTy cepBEPHON YacTX, MOAKNHOUMBLUNCD K HEX C MOMOLLLbHO
yTUANTbl agMuHuctpupoaHma AM Console (pabotaet Tonbko B OC Windows) B COOTBETCTBUM
C MHCTpyKumamu B rnase 11 «KoHdUrypupoBaHue areHTa U MeHef Kepa areHToB».

8.3. YcTaHOBKa K/ZIMEHTa

KnveHT MOXeT NOCTaBnATbLCA B BUAE apxmBa C MMeHeM asmo-re-X.xxx-linux-xdd.zip, rae
X.XXX —3TO HOMep Bepcuy, a dd — paspagHocTb npunoxenns. CTpykTypa apxvBa npeactaBaeHa
Ha pucyHke Huxe. [pn yCTaHOBKE M3 apxvMBa KAMEHT BMOCAEACTBUMN MOXET OHBHOBAATLCA
LEeHTPa/M30BaHHO C WCMOJ/b30BaHMEM MexaHu3ma obHosneHua naatdopmbl ACMO
(YctaHOBKa 06HOB/IEHUN).

PucyHok 8-4. Cmpykmypa apxusa ¢ ducmpubymusom KaueHma

asmo-re-6.578-linux-x64.zip - - B3

Apxve Mpaska MNpocmotp Cnpaska

]

Pacnonaxerve: 5/

[ settings 2,0MB Manka
asmo-re 75.1 MB HeussectHo
asmo-re.x64 41 BaiAt HewuzsectHo

B asmao-re_48.png 2,3kB V1306paKeHH...

create_desktop 605 bait HeunseectHo

5 obexta (77,1 MB)

[ns yCTaHOBKM K/IMEeHTa pacnakynTe apxuB C AUCTPUOYTUBOM HY>KHOW Bepcun B Nt0OYHO
nanky. Hanpumep, Ans 3TOro MOXHO ABaXkAbl LWeNKHYTb daiin apxvBa M BbibpaTb KOMaHAy
<Pacnaxkoeame>. [1yTb He AO/IXXEH COAEPXaTb Pycckne CMMBOJIbI U Mpobenbl.

Utobbl 3anycTUTb KAMEHT, ABaXAbl LWENKHUTE 3Ha4yoK asmo-re. Kpome TOro, KAveHT
MOXHO 3anycTutb 4epe3 TepmuHan. [na 31oro Bblibepute <®@aiis1—- Omkpeims 8
TepmuHase>, HAXOAACb B NManke C pacnakoBaHHbIM ANCTPUBYTUBOM. Takxke A/ 3TOr0 MOXHO
WeNKHYTb B Nanke npaBol KHOMKOW MbILM 1 BbIbpaTb KOMaHAy <Omipeime e TepmuHasie>.

PucyHok 8-5. 3anyck mepmuHana

EJ Cozpate nanky
|y Cozpate foOKyMeHT 4

asmo-re I OTkpeITe B TepMuHane I

BeicTpaneate 06bekTel »

2] YeenuunTs
|2) ¥MeHBWWTE
|7 B obkiuHOM pazmepe

|4 Ceowncrea
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BeeguTe cneaytoLlyto KOMaHAy, YTobbl 3anycTuTb Gann:

./asmo-re

PucyHok 8-6. 3anyck kaueHma 4yepesz mepMuHan

user@gen-redos:~/Pabo4wnii cTon/Re -+ B3

@ain MNpaeka Bwa Mowck TepmuHan [MNomMollb

[user@@gen-redos Re]$ ./asmo-re

Mpw 3anycke KAMeHTa NOSIBUTCA AWANIOFOBOE OKHO ANS CO34aHWs HOBOrO Wau Bbibopa
CYLECTBYHOLLENO NMOAKNHOUEHWS,

PucyHok 8-7. OkHo 8xoda kaueHma

HobasuTe ACMO Mpadmyeckmil ...
nogKIYeHue [profadmin]

Mpwn 3anycke kAveHTa NOSABUTCA AMANOrOBOE OKHO A8 CO34aHWA HOBOrO uau Bblibopa
CyLlecTBYyrOLLEro noakntoyeHua. WHpopmaumsa o NOAKAOYEHUN W HACTPOEHHbIX MO
YMO/ZYaHUIO MONb30BaTeNAX NpuBOAMTCA B rnaBe 3 «[loak/ioueHne K HacTPOeHHOM
cucreme». Ecam HactpoeHa uHTerpauusa c Active Directory, ana Bxoga C MCNOAb30BaHWEM
y4YeTHOM 3anucu TekyLiero noab3osaTtena OC nocpeacTtBOM MexaHu3Ma ayTeHTudumkaumm AD
HEOOXOAMMO LWENKHYTb 3HAUYOK MOAKAKOUYEHUs (KANEHT Bepcum nocne 6.795) mam Haxatb
knasuwmn CTRL + W (knneHT Bepcumn fo 6.795). Takxke MOXHO 3ajaTb napamMeTpbl 3anycka
KJMEHTCKOrO MPUIOXEHMWS, NMO3BOAAIOWME BXOAUTb B CUCTEMY 6e3 BBOAA YUYETHbIX AaHHbIX
(Muterpauma c Active Directory). Ecam nogkntoueHne He ycTaHaB/avBaeTcs, nonpobymnte
03HAaKOMMUTLCS C BO3MOXHbIMUK ciocobamu pelueHmsa npobaemsl B paszene 11.6 «<Bo3moikHblie
npo6nembi».

Ecnv BbinonHeHa HacTpolvika 6a3bl faHHbIX (r1aBa 10 «BocctaHoBnAeHne 6a3bl AaHHbIX
M3 Aamna»), COOTBETCTBYHOLLMM 0O6pa3oM CKOHOUIYpMPOBaHbl areHT U MeHeAXep areHToB
(rnaBa 11 «KoHdurypupoBaHue areHTa U MeHeAKepa areHToB») U 3anyLeH areHT (3anyck
areHrTa), nocsie BBoja naeHTMbMKaLMoHHON nHGOopMaL MM OTKPOETCA OKHO KaneHTa. Ecim Ha
cepBepe AOCTyNHa 6osee HOBas BepcUs KAMEHTa, MPW nepesanycke KAWeHTa MOABUTCA
AMANoroBoe OKHO A1S MOATBEPXAEHWS OOHOBNEHWA BepcUM KameHTa. YTtobbl OH6HOBUTH
BEPCUIO, HaXMUTe KHOMKy <O6Hosumb> W [OXAUTECH, MOKa 3aBEPLUMTCA MNpoLLecc
OBHOBAEHMA M 3aMyCTUTCA KINEHT.

YTob6bl cO34aTb APALIK AN 3anycka NPUIOXEHWS, LLENKHUTE Ha paboyeM CTose NpaBoWn
KHOMKOW MbIWN 1 BbIBEpUTE B KOHTEKCTHOM MEHIO NYHKT <Co3damb KHONKY 3anycKka>.
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PucyHok 8-8. Co30aHue KHONKU 3anycka Ha paboyem cmoJie

D Co3aate Nanky

I Co3AaTh KHOMKY 3aMycKa... I

| Cozpate nokyMeHT »

OTKpbITE B TepMUHane

B nosBmBLUEMCA AMAaNOTOBOM OKHE YKaXXuTe MMA U KOMaHAy. MIma — 370 npoun3BoabHas
TekCToBas MeTka A sapabika (Hanpumep, «KACMO-rpadpunyecknii pegaktop»), a KOMaHaa — nNyTb
K wucnonHsemomy daunny (414  ykasaHua NyTM  MOXHO BOCMO/b30BaTbCA  KHOMKOW
<llpocmompems >). BoibeprTe 3Ha4YOK NPUNOXKEHWS, KOTOPbIVA BKAKOYEH B COCTaB apxmBa v
HaXkMuTe KHonky <OK>. Ha pabouem cTone nosaBuTCa ApAbIK A5 3anycka KAMeHTa.

PucyHok 8-9. Hacmpolika kHonku 3anycka

Co3gaTk KHOMKY 3anycka - » B
MR | MpuaoxeHne -
WUMs: | ACMO-rpaduueckwii pegaktop
KomaHga: = Houwit cron/Re/asmo-re” MpocmoTpeTs..
NMpumeyaHue:

& Nnomowe © Otmena v OK

Tak>xe MO>XXHO ,D,O6aBVITb APAbIK ANA 3anyCKa KJMeHTa B pa3jen <O¢uc> MeHto. [lns aToro
H€O6XO,£I,I/IMO BbINOJIHATb CKPUNT create_desktop N3 NoCtaBaaAemMoro apxuBa (HaanMep, n3
TepMrHana C NOMOLWbHO KOMaHAbl . /create_desktop).

8.4. Boamo)xHble npobnembl

B HekoTOpbIX Cnyyasx MOryT OTCyTCTBOBaTb Kakue-imbo Heobxoaumble MnakeTbl. JTO
MOXKHO BbISICHUTb, 3aMyCTUB peAakTop Yepes TepMuHan. B takom ciyuae cnmncok owmbok byaet
BbIBEAEH B KOHCO/b.

Ana pa3Hbix anctpmubytnBoB Linux Ha3BaHWA nakeToB MOryT otimyatbca (MpunoxkeHme
«Tabnvua cooTBeTcTBUA HBUBAMOTEK, NakeToB U AMCTPUBYTMBOB Linux»). YTOOBI YCTaHOBUTbL
Tpebyemble daisibl, MOXXHO BOCMONb30BaTbCA CNeAyHoLLeN KOMaHAO0M TepMUHana:

sudo dnf install mma nakeTa

Takke MOXHO npousBecTM obHOBAEHMEe MakeToB. [1A 3TOro OTKPOWTE TEPMUHAN U
BbIMONHNTE CAeAYHOLLYHO KOMaHAy:

sudo dnf update

3aTeM BbIMONHUTE CeAYOLLYHO KOMaHAY:

sudo dnf upgrade

Nocne o6HOBAEHUS HEOOXOAMMO Mepe3arpy3nTb KOMMbIOTEP U BbINMOAHUTb YCTAaHOBKY
NPUNOXKEHUS.

PykoBogcTBO no ycTtaHoBKe (MpodeccroHanbHas Bepcms) 61



ACMO-rpaduyeckunii pegaktop FnaBa 9. YcraHoBka B AlterOS

9. YcraHoBka B AlterOS

YcraHoBka naatdopMbl OCYLLECTBAAETCA B HECKONbKO 3TarnoB.:

1. YcTaHOBUTE CepBepHYto YacTb (YcTaHOBKa CepBEPHOM YacTwm).

2. MNpn HeOH6XOAMMOCTUN YCTaHOBUTE YTUANTY aAMUHUCTPUPOBaHUSA (paboTaeT TONbKO Noj,

OC Windows) (YcTaHOBKa YTU/IUTbI aAMUHUCTPUPOBaHUA).

. YcTaHoBUWTE 1 HacTpoiTe H6a3y gaHHbIX (BocctaHoBneHue 6a3bl aaHHbIX B OC Linux).

4. HacTponte areHT, MeHejyKep areHToB U noAakaroueHus K 6a3e aaHHbix (rnasa 11
«KoHpurypupoBaHue areHTa U MeHeA)Kepa areHToB»). 06sa3aTesIbHO yCTaHOBUTE
areHT C MOMOLLbIO YTUANTLI aAMUHUCTPUPOBaHMA (YCTaHOBKa areHTa) Uan BPYUYHYHO.

5. YcTaHOBUTE K/AMEHTCKYH 4acTb (YCTaHOBKA KJ/IMEHTA), HAaCTPONTe MOAKAHOYUYEHME K
cepepy (MoakntoueHMe K HACTPOEHHOMN cUcTeme).

6. 3apernctpupyinte nporpammy, pazmectns dann anueH3nm Ha cepsepe (Peructpauus
JIMLEH3MM NPOrpaMmMmbil).

w

9.1. YcraHOBKa cepBepHOMN HacTm

YcraHoBUTe MeHegxep areHTos'!. MeHegxep areHToB MOCTaBASETCA B BUAE apXuBa C
nmeHem am-x.xxx-linux-xdd.zip, rge xxxx-— 310 Homep Bepcuun, a dd - paspagHOCTb
NPUNOXKEHWA.

B aTomM pykoBOACTBe OMUCbIBAeTCA YCTaHOBKA MeHeAXXepa areHTOB 4epe3 TePMWUHaN B
nanky /opt/asmo/server. YTobbl cO34aTb €e, BbIMOJHUTE CAEAYHOLLY0 KOMaHAy:

sudo mkdir -p /opt/asmo/server

YTobbI pacnakoBaTb apXvB B 3Ty MarkKy, BbINOJHUTE CEAYHOLLYIO KOMaHAY:

sudo unzip -d /opt/asmo/server am-<Bepcua>-linux-x64.zip

B kaTanore MeHezXepa areHTOB MpeAcTaB/ieHbl NMpuMepbl GannoB KoHOUrypaumm
am.ini.example v pha.conf.example. Camu daiinbl KOHPUrypaumm am.ini n pha.conf co3aatotca
B npouecce KoHpurypuposaHua cuctembl (KoHpurypupoBaHue areHTa U MeHemkepa
areHToB). B npouecce pabotbl MeHeaykepa areHToB OyayT cO34aBaTbCs HOBble KaTanorun Ana
0BOHOBNEHMI, XYypHaNOB (IOrOB) W 3anycka areHToB. Takxe B nanke lic B 3Tom kaTasnore
yCTaHaBAMBaeTCA AuUeH3na cepBepa (Permcrpauma avueHsnm nporpammbl). bonee
NoApPOBHO CTPYKTypa 3TOro Katanora onuceiBaetcs B Ganne am-readme.txt.

MNepenaute B Katanor /opt/asmo/server (BbINOJHUTE KOMaHAY cd /opt/asmo/server).
MpucBonTe pariny am npasa Ha BbINOAHEHME. N5 3TOrO BbIMOJHUTE CAEAYHOLLYIO KOMaHAY:

sudo chmod +x am

" CepBepHasi 4acTb COCTOWT U3 aeeHMa v MeHedxepa azeHmos. AzeHm ynpasisieT 6a30ii MeTafaHHbIX Y
OCYLLLeCTBASET B3aVMOAENCTBME KAVNEHTCKOW Yactn ¢ bJl. MeHedxep azeHmMo8 BbINOAHAET aAMWHUCTPATUBHbIE
byHKUMW, ynpaBass onepauusMn gzeHmos, CNeiuT 3a MOAKNOUEHUAMW KJINEHTOB M MPU HEObXOAMMOCTM
3anycKaeT 3K3eMMNIAP azeHma, OTBEYatoLLMIA 3a NoAKIoYaeMyto 6a3y MeTafaHHbIX.
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MpoBepbTe paboTOCNOCOOHOCTL MeHeaXepa areHToB. [nsa 3toro 3anyctute ¢ann am B
KOHCOJ/IbHOM peXxunme C MOMOLLbHO CIeAYHOLLLEeN KOMaHAbI:

./am —--console

B cnyuae ycnewHoro 3anycka B TepMuHan 6yayT BbiBeAeHbl caeayrolime AaHHble (Asmo

agent manager started):
PucyHok 9-1. lposepka pabomocnocobHocmu meHedxepa azeHmMos

user@localhost:/opt/asmo/server
®ain [MMpaeka Bug Mowck TepmuHan Cnpaeka

[user@localhost server]$ ./am --console
Asmo agent manager v5.2.460
clients.listen(5001)[3]
agents.listen(5002)[4]

no admin-user configured, using default
##### Asmo agent manager started #####

KomMaHab
] - BbiXoQ
a - CNWUCOK areHToB
S - CTaTUCTHKa
hd- pamn naMaTu
7 - cnpaeka

OcTtaHOBWTE MeHeaXep areHToB. [lns 3Toro BBeAUTE g U HaxkmuTe knasuwy <BBO/ >.

9.2. HacTtpouka 3anycka (ana systemd)

[ns HacTpoVkuM 3amnycka MeHeaXkepa areHToB OTKPOWTe TepMMHan W BbINOJHUTE

cneayrolme fencTBus:
1. Co3ganTe Nosb30BaTeNs asmo C MOMOLLbIO C/IeAyroLen KOMaHAbI:

sudo useradd -r asmo

2. MpwncBoriTe Nosb30BaTeNO asmoO Mpasa Bazenbla Katanora /opt/asmo/ ¢ NOMOLLbHO
cneayroLlen KOMaHJabl:

sudo chown asmo:asmo /opt/asmo -R

3. Ckonupyute dann asmod.service 13 nankm doc, pacnosiOXKeHHOW B pacnakoBaHHOM
AMCTpnbYTMBE MeHeaxkepa areHToB, B KaTanor /Jetc/systemd/system/. [na 3Toro
nepenanTte B Nanky doc ¢ NMOMOLLbIO KOMaHZAbl cd U BbINMOJHUTE CNEAYHOLLYHO KOMaHAY:

sudo cp asmod.service /etc/systemd/system

4. BbinOAHUTE CNesyoLlyro KOMaHAy A YyBEAOMAEHUA 06 N3MEHEHUN KOHPUrypaLuun:
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sudo systemctl daemon-reload

5. BbinosHWTE CNeAyroLLy0 KOMaHZAy, YTOObl HAaCTPOUTb akTUBaLMIO Cy>K6bl asmod npu
Ka>XkZoW 3arpyske:

sudo systemctl enable asmod

6. Mepe3arpysnte komnbtoTep. [lMpoBepbTe pPaboOTOCNOCOOHOCTL CyX6bl asmod ¢
MOMOLLbIO CNeAytoLLeN KOMaHAbI:

systemctl status asmod

Ecam cnyxba asmod mncnpaBHa v akTMBHA, B TepMUHaN OyayT BbiBEAEHbI ClesyroLine
AdHHbI€ — active (running):

PucyHok 9-2. lposepka pabomocnocobHocmu ciyx6el asmod

user@localhost:/opt/asmo/server
®aidn Mpaeka Bug TMowck TepmuHan Cripaska

asmod.service - ASMO daemon

Loaded: loaded (/etc/systemd/system/asmod.service; enabled; vendor preset:
disabled)

Active: since MH 2024-01-29 16:38:49 MSK; 19s ago
Main PID: 6258 (am)
CGroup: /system.slice/asmod.service
L6258 fopt/asmo/server/am

Ans ynpaBneHna cnyxx6oin asmod ncnonb3ymnte cnegyrolume KOMaHabl TepMyHana:

® 3anyck cNyX0bbl — sudo systemctl start asmod

® TMpoBeEpPKa COCTOAHUA Cﬂy>K6bI — systemctl status asmod

e OCTaHOB CJ'Iy>K6bI—sudo systemctl stop asmod

MNocne ycTtaHOBKM WM HacTpouku 6a3bl faHHbIX (BocctaHoBsieHue 6a3bl AaHHbIX B
OC Linux) MOXHO nNpoBepuTb paboTy cepBepPHON YacTW, MOAKAOUNBLUNCD K HEWM C MOMOLLbIO
yTMAnTbl agMuHucTpuposarHmna AM Console (pabotaet Tonbko B OC Windows) B cooTBeTCTBUM
C uHCTpyKumamu B rnase 11 «KoHpurypmpoBaHue areHTa n MeHeA Kepa areHToB>.

9.3. YcTaHOBKa K/ZIMEHTA

9.3.1. YcraHOBKa U3 apxuBa

KnneHT MoXeT NoCTaBAATLCA B BUAE apXxMBa C UMeHeM asmo-re-x.xxx-linux-xdd.zip, rae
X.XXX — 3TO HOMep Bepcun, a dd — pa3pagHOCTb NpuaoxeHua. [pun ycTaHOBKE N3 apxvBa KIVEHT
BMOCNEACTBUM MOXKET OOHOBAATLCA LIEHTPa/M30BaHHO C WCMOJb30BaHMEM MeEXaHW3Ma
obHoBneHua naatpopmbl ACMO (YcraHoBKa 06HOBAEHUN).

YTOo6bl YCTAaHOBUTb KAMEHT, pacnakymte apxmB C AUCTPUOYTUBOM HY>XXHOW BepCMU B
nobyto nanky. [na 3TOro wesnkHute dania apxvBa NPaBOW KHOMKOW Mbiwn U BbibepuTe
KoOMaHay <Pacnakoeame — Pacnakoeame 6>. B OTKPbIBLUEMCA OKHE YKaXXute KaTanor Ans
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pacnakoBku. lMyTb He JO/KEH cofep>kaTb PyCCKMe CUMBOAbLI M npobenbl. Takke MOXHO

ABaX/bl LENKHYTb apXuB M MepeTawmTte danabl B HyXHyto nanky. CTpykTypa apxvBa
NpeacTaBieHa Ha PUCYHKE HUXKe.

PucyHok 9-3. Cmpykmypa apxusa ¢ ducmpubymugom kaueHma

& Pacnakosars + asmo-re-6.620-linux-.. = Q | = = o X
< | > fr | Pacnonoxesve: | [§@/

Bl settings 2,0 MB Manka 14 gek. 2023, 16:06
asmo-re 79,8 MB HEW3BECTHD 25 anBe. 2024, 17:35
asmo-re.x64 41 Bant HEW3BECTHO 25 AHe. 2024, 17:35

¥ 2smo-re_48.png 236 w3oBpasenwe... 25 aue. 2024, 17:32

Changelog-re.txt 1814 kb TeKCTOBLIA 4o.. 25 AHB. 2024, 17:30
create_desktop 605 BalT HEW3BELTHD 25 AHE. 2024, 17:32

libcad.so 57,0 MB pasgenAeman .. 25aHB. 2024, 17:35

YTobbI 3aNyCTUTb KAVEHT, ABaXAbl LENKHUTE 3Ha4YOK asmo-re B pacrnakoBaHHOW Mnanke.
TakKe KIMEHT MOXHO 3anyCTUTb 4yepe3 TepMuHan. [na 3Toro wWwenkHUTe npaBon KHOMKOW
MbILIW B Nanke ¢ AUCTPUOYTUBOM U BblibepuTe NYHKT <OmKpbims mepMuHal >,

PucyHok 9-4. 3anyck mepmuHana

9 Co3gaTe nanky

% C034aTh AOKYMEHT )

B OTkpeTE B TEPMIHANE

! OTKPLITE Kak root
CopTHpPOBKa b
BEICTROWTE MO MMEHL

(v} Crpumie dainel

BCTaBWTY

@, CBOACTBA

BeeguTe cneaytoLlyto KOMaHAy, YTobbl 3anycTuTb Gann:

./asmo-re

PucyHok 9-5. 3anyck kaueHma

®ain Mpaska Bwag Mowck TepMmuHan  Cnpaeka
[user@localhost Re]$ ./asmo-re

Mpun 3anycke KAVeHTa NOSBUTCA AMANOrOBOE OKHO A/ CO3ZaHWs HOBOTrO MAWM Bblibopa
CyLlecTBytOLWEro nogkatoveHus. VIHGopmauma O MNOAKAOUEHMM U HACTPOEHHbIX MO
YMOJIYaHUIO MONb30BaTeNAX NpuBOAMTCA B rnaBe 3 «[oak/ioueHne K HaCTPOEHHOoM
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cucreme». Ecam HactpoeHa wHTerpaums ¢ Active Directory, ans Bxoga C MCMNOAb30BaHMEM
y4YeTHOW 3anucu Tekyliero nosb3oBatend OC nocpeAcTBOM MexaHu3Ma ayteHTudukaumm AD
HEeOBOXOAMMO LWEeNKHYTb 3HAUYOK MOAKAHOUYEHUs (KAMEHT Bepcunm nocne 6.795) mam Haxatb
knasuwmn CTRL + W (knneHT Bepcumn Ao 6.795). Takxke MOXHO 3ajaTb napameTpbl 3amycka
KJIVEHTCKOTO MPUAOXEHWS, NMO3BOAAIOWME BXOAUTb B cUCTeMy 6e3 BBOAA YYETHbIX AaHHbIX
(Muterpauma c Active Directory). Ecam nogkntoueHne He ycTaHaB/ivBaeTcs, nonpobymnte
03HAKOMMUTLCSA C BO3MOXHbIMUM ciocobamu pelleHms npobaemsl B pasgene 11.6 «<Bo3moikHbie
npobaembi».

Ecnv BbinoAHeHa HacTpolika 6a3bl gaHHbIX (r1aBa 10 «BocctaHoBAeHMe 6a3bl AaHHbIX
M3 Aamna»), COOTBETCTBYHOLLMM 0O6pa3zoM CKOHPUIypMpOBaHbl areHT U MeHeaXep areHToB
(rnaBa 11 «KoHdpurypupoBaHue areHTa U MeHeAKepa areHToB») U 3anyLeH areHT (3anyck
areHTa), nocsie BBoja naeHTUdMKaLMoHHON nHGOopMaL M OTKPOETCA OKHO KaneHTa. Ecim Ha
cepBepe pgoctyrnHa 6osee HOBaA BepcMA KAMEHTa, MpW nepe3anycke KAMeHTa MOoABMTCA
AVanoroBoe OKHO A/1A NOATBEPXKAEHNA OOHOBNEHUS BEPCUN KNMeHTa. Hanprmep, npu 3anycke
Bepcum 6.470 MOXeT NOABUTLCA 3anpoc Ha obHoBAeHMe 0 Bepcumn 6.473. YT06bI OOHOBUTL
BEPCUIO, HaXMUTe KHOMKy <O6Hosumb> W AOXAUTECH, MOKa 3aBEPLUMTCA MNpoLecc
OBHOBAEHMA M 3aMyCTUTCA KNNEHT.

YTob6bl CO34aTh APAbIK ANA 3anycka KAMEHTa, LeNKHWUTe MpPaBOW KHOMKOW MbIWW Ha
pabouem crone. Boibepute <Cozdame kHonky 3anycka 30ecs>. B none <Mmsa> BBegute
Ha3BaHWe Ans 3Hauka, Hanpumep «ACMO-rpaduueckuin pesgakTop». Haxmute KHOMKy
<lMpocmomp> v Bbibepute Ganin asmo-re B nanke aAnctpubytunea. LLlenkHute KBagpaTHyto
KHOMKy C n3o6paxeHuem pakeTbl U BbibepuTe 3Ha4yoK npunoxeHns «ACMO-rpadurueckmi
peAakTop», PacrnoOXeHHbIN B Nanke anctpmbytmea. Haxmute <OK> 1 npn HeobxoanMMocCTu
OTBeTbTE YTBEPAUTENbHO Ha 3anpoc o AobaBneHnM Apbika B KaTeroputo <[Ipo4ue> rnaBHOro
MEHIO CUCTEMBI.

PucyHok 9-6. OnpedesieHue CCblIKU HA NpUJIOXeHUe

Launcher Properties

Name: | ACMO-rpaduuecknii pegaktop —
Command: | 'ASMOgraf/Re/asmo-re = Browse

Comment:
Launch in Terminal?

OTMEHNTL oK

Taioke MOXHO A06aBUTb APJIbIK 414 3anycka KaneHTa B pasgen <0dguc> meHtro. [na atoro
HeobX0oAMMO BbIMONHUTL CKPUNT create_desktop 13 MOCTaBASEMOro apxvea (Hanpumep, 13
TepMrHana C NOMOLWbHO KOMaHAbl . /createidesktop).

9.3.2. YcTaHOBKa M3 naKerta

KnneHTt, noctaBnsemMbln B BuAe MNakeTa C pacCLUMPEHMEM FPM, MOXHO YCTaHOBUTb
cpeacTBamu rpadunueckoro nHTepderica cMcTeMbl AN Yepes TEPMUHAI.

Hanpumep, Ans ycTaHOBKM Yepe3 TepMUHaA MOXHO LLENKHYTb NPaBOM KHOMKOW MbILKN B
nanke ¢ nakeTom u BblbpaTb NYHKT <Omkpeimes 6 mepMuHase> B KOHTEKCTHOM MEHHO.
BeeanTte, HanpumMep, caeayroLlyto KOMaHAy (yKaXkuTe COOTBETCTBYHOLLEE MMSA NakeTa):
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sudo yum install asmo-re-6-620-alteros.x86 64-00.rpm

PucyHok 9-7. BeoO komaHOb! 0151 ycmaHosKku Yepe3 mepMuHal

user@localhost:~/Pabounia cton/Distr - + X
®aidn  MNpaeka Bug [MMowck TepmuHan Cnpaeka
[user@localhost Distr]$ sudo yum install asmo-re-6-620-alteros.x86 64-00.rpm I

BBegute naposib nosb3oBatensa U Haxmute knasuwy <BBO/ >. Beegute y U Haxmute
<BBO/ >, utobbl NOATBEPAUTb YCTAHOBKY MakeTa. [loXauTecb 3aBeplleHMA npoLiecca
yCTaHOBKMW. [10 yMONYaHUIO KNVMEHT yCTaHaBAMBaETCA B Nanky opt/asmo/re.

PucyHok 9-8. 3asepuieHue npoyecca ycmaHo8Kku

YcTaHoBUTE 1 nakert

06wuin pa3mep: 133 M

06beM M3MeHeHMW: 133 M

Is this ok [y/d/N]: y

Downloading packages:

Running transaction check

Running transaction test

Transaction test succeeded

Running transaction
YcTaHoBKa : asmo-re-6-620.x86_64 1/1
Nposepka : asmo-re-6-620.x86_64 1/1

YCTaHOBNEHOD :
asmo-re.x86_64 0:6-620

BouinonHeHo!

Mo 3aBepLleHUN yCcTaHOBKWM B pa3gene <Odghuc> MeHIo MoABMTCA APAbIK AN 3anycka
KAneHTa. 1o yMonyaHWIo KNVMEHT yCTaHaBANBAETCA B Nanky opt/asmo/re.

PucyHok 9-9. [1asHoe MeH!o ¢ yCrmaHoB8/IeHHbIM KJUEeHMOM

Bce npunoxexus a LibreOffice Calc
AyAvo v Bugeo y .
Y h LibreOffice Draw

Tpacuka
LibreOffice Impress

VHTepHeT

Odpuc 9 LibreOffice Writer

Mpoune & AcMO-knvenT (cpesa BoinonHeHMs)
CTaHAapTHbIe

ALMUHUCTPUPOBaHNE

MapamMeTpbl

MecTta
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9.4. Boamo)Hbie npobnembli

B HekoTOpbIX Cayvasx MOryT OTCYTCTBOBaTb Kakue-inbo Heobxoammble nakeTbl. ITO
MOXKHO BbISICHUTb, 3aMyCTB pefakTop Yepes TepMuHan. B Takom cnyyae cnmncok owmnbok byaert
BblBeZleH B KOHCO/b.

Ans pasHbix ancTpmnbyTneos Linux Ha3BaHMA NakeToB MOryT otanyatbca (MpunoxxeHve
«Tabnvua cootBeTcTBUA HMOAMOTEK, NAKeTOB N ANCTPMOYTMBOB Linux»). YTObbI yCTaHOBUTH
Tpebyemble daninbl, MOXHO BOCMO/Ib30BaTLCA C/eAyHOLLEeN KOMaHA0W TepMUHana:

sudo yum install uma nakeTa

Takxxe MOXHO npowu3BecTn obHOBAEHMEe MNakeToB. [lnf 3TOro OTKPOWTE TEPMWUHAN W
BbINOJIHATE CNEAYHOLLYIO KOMaHAY:

sudo yum update

3aTeM BbIMONHUTE CNeAyHOLLYIO KOMaHAY:

sudo yum upgrade

Mocne obHOBAEHMS HEO6XOAI/IMO nepe3arpysntb KOMMbHOTEP W BbINOJIHNTE YCTAaHOBKY
npunaoXeHu4.
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10. BocctanoBneHme 6a3bl AaHHbIX U3 AamMna

10.1. BoccraHoBneHue 6a3bl gaHHbIX B OC Windows

B aTom pykoBOACTBE ONMCbIBAETCA NPOLECC BOCCTAaHOBAEHMA 6a3bl AaHHbIX U3 AaMna Ha
npumepe CYBJ, PostgreSQL ¢ ncnonb3oBaHneM ytuantel pgAdmin. PekomeHAaumm no wmx
ycTaHoBke M Hactporike B OC Windows npuBoastcs B pa3gene YcraHoBka PostgreSQL B
OC Windows.

[na pa3BepTbiBaHMA 6a3bl AaHHbIX HEOHXOAMMO ckauyaTb ¢ cavta AO «HbopmaTunka»
famn  6a3bl  JaHHbIX M pacnakoBatb ero. [na  pa3BeptbiBaHMA  6a3bl  AaHHbIX
npo¢eccMoHanbHOU BepcuM HeobxoamMMo ckayatb apxveB asmo_scheme_shablon_prof-
ddd.zip (1). ddd - 310 agata penunsa gamna.

PucyHok 10-1. CkayusaHue damna 6a3si OaHHbIX

Oamn B[] PostgreSQL

Ans nggs;ﬁg;{aﬂﬂwom @ asmo_scheme_shablon_prof_04 09 23 zip ﬂglaogeznot%?:
(npodheccroHanbHasn o
Bepcus)

MNepes HavanoMm pasBepTbiBaHWA Jamna 6a3bl AaHHbIX HeobxoauMo co3jaTb B
PostgreSQL nyctyto 6a3y gaHHbix ¢ meHeM asmo_scheme_shablon n poab asmo_sheme c
npaBamu cynepnosb3oBatens. /ima 6a3bl JaHHbBIX MOXET ObITb APYTVM.

3anyctute ytmamty pgAdmin. Mpy HEOBXOAMMOCTM 3aperncTpupyrTe HOBbIM cepBep
PostgreSQL. LlenkHuTe Hy>XHbIA cepBep MpPaBOW KHOMKOW Mbiwn U Bblibepute <Connect
Server> ([logknounTbCA K CEPBEPY).

PucyHok 10-2. [ModkaodeHue k cepaepy PostgreSQL

W pogidmin 4

File Object Tools Help

Browser S =2 e Qb
w & Servers (1)
3 = postareSnl 15 (Adhit)
Register >

Refresh...

Remove Server

Properties. ..

LLlenkHWTe npaBOW KHOMKOW Mbiwn pa3gen <Login/Group Roles> ([pynnosbie
poiv/ponn Bxofa) U B KOHTEKCTHOM MeHro Bbibepute nyHKT <Create> (Co3patb), a 3ateM
<Login/Group Role> (TpynnoBas poab/poab BXxoAa).
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PucyHok 10-3. Coz0aHue Hosol poau

Browser S B = Q, >_ Properties SQL Statistics

w = Servers (1)
v {¥ PostgreSQL 15 (64bit)

» = Databases

v & Loaia :

&2 Refresh

o

Ha Bknaake <General> (O6wme) ykaxute nms poav asmo_sheme.

PucyHok 10-4. OnpedeneHue umeHu poau

2 Create - Login/Group Role < X

General Definition Privileges Membership Parameters Security SOL

Name | asmo_sheme

Comments

o 0 X Close | | ) Reset

Ha Bknagke <Definition> (OnpeaeneHve) 3ajalite napob (B paMkax 3TOro pykoBOACTBa
ncnonblyetca Nnaposb 12345).

PykoBogcTBO no ycTtaHoBKe (MpodeccroHanbHas Bepcms) 70



ACMO-rpaduyeckunii pegaktop lnaBa 10. BocctaHoBAeHWe 6a3bl faHHbIX U3 gaMna

PucyHok 10-5. 3adaHue naponsa

2 Create - Login/Group Role 3

General Definition Privileges Membership Parameters Security SQL

Password I I I

Account expires m
Please note that if you leave this field blank, then password will never expire

Connection limit -

0o e X Close 4 Reset

Ha Bknagke <Privileges> (MpuBunernn) 3asante ykasaHHble npasa A5 POaU (PUCYHOK
HUXKE) N HaXKMUTe KHOMKYy <Save> (CoxpaHuTb).

PucyHok 10-6. Hacmpolika npusunezuti 014 poau

£ Create - Login/Group Role X

General Definition Privileges Membership Parameters  Security SQL

Can login?
Superuser?

Create roles?
Create databases?

Inherit rights from the
parent roles?

Can initiate
streaming replication
and backups?

O 0O X Close | | £) Reset

[danee Heobxoanmo co3gatb nycTyro 6a3y aaHHbix asmo_scheme_shablon. Ecin 6a3a
JAHHBIX C HY>XHbIM MMEHEM Y>XKe CyLLeCTBYyeT, ee HeOOXOAMMO yAannTb U CO34aTb 3aHOBO.
ObpaTtute BHUMaHMeE, UTO BO M3bexaHne KOHPIMKTOB nepes yaaneHnem cylectsytoLlen 6asbl
JAHHbIX HeobxoaMmo 3abnokmpoBaTb M OCTaHOBUTL Bce areHTbl ACMO ¢ akTUBHbIMU
nogkntoyeHnaMmn kK He. OCTaHOBUTb areHT MOXHO M3 KOHCOAN agMWHUCTPUPOBAHMUA C
MOMOLLBID KOMaHAbl <3ansiaHupoeame OCMAHOBKY> B KOHTEKCTHOM MEHI WAN MEHH
KHOMKM <AzeHmeoi> (KOHpUrypnpoBaHue areHTa U MeHeZ)Kepa areHToB).

[na 3TOro B KOHTEKCTHOM MeHI0 Ans pasgena <Databases> (ba3bl faHHbIX) BbibepuTe
nyHKT <Create> (Co3gatb), a 3aTem <Database> (ba3a gaHHbIX).
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PucyHok 10-7. Co3z0aHue nycmoli 6a3bl OaHHbIX

Browser S = = Q) »_| Properties SQL Statistics
~ = Servers (1)

~ (@} PostgresqL 15 (64bit)

Refresh

B nosBuBLIEMCA ANanOroBOM OKHe BBeAuTe UMA 6a3bl faHHbIX, yKaxuTe B KayecTse
BAajesbLia paHee co3aaHHyto poab asmo_sheme v HaxxmuTe KHOMKy <Save> (CoxpaHWUTb).

PucyHok 10-8. Hacmpoliku 6a3el 0aHHbIX

= Create - Database " x

General Definition  Security Parameters Advanced SQL

|Database asmo_scheme_shab\onl l
|Owner £, asmo_sheme I "l

Comment

o e X Close | |4) Reset

Tenepb BCE roTOBO ANs pa3BepTbiBaHUA AamMna 6a3bl JaHHbIX.

[na 6a3bl paHHbix asmo_scheme_shablon B KOHTekCTHOM MeH BbibepuTe MNYHKT
<Restore> (BocctaHOBUTD).

PucyHok 10-9. PazgepmeigaHue damna 6a3el 0aHHbIX

Browser S 3= Q, »_ Properties SQL Statistics
v = Servers (1)
~ [} PostgresQL 15 (64bit)

~ = Databases (2)

Statistics
v = asmo_scheme_sh--"-- 1
— Create >
» &%) Casts
> & Catalogs Delete/Drop q
» [T} Event Triggers Refresh

B I

» = Foreign Data W
= g Backup...
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B nosBuBLemcs ANanoroBoOM OKHe YKa>kuTte nyTb K CKa4YaHHOMY AamMny 6a3bl AaHHbIX U
posib asmo_sheme.
PucyHok 10-10. Hacmpoliku eoccmaHosneHus uz damna 6asel 0aHHbIX

Restore (Database: asmo_scheme_shablon) Pl

General Data/Objects Options

Format Custom or tar

Filename C\Backup\asmo_scheme_shablon_prof-20221223.backup (|

Mumber of jobs

Role name &, asmo_sheme hd

o 0 X Close | ) Reset + Restore

Ana ypobcTBa OTCNIEXMBaAHNA XO4a Pa3BepTbiBaHNA Aamna 6a3bl AaHHbIX U KOHTPOAA 3a
3TUM NpoLeccom BbibepuTe Ha BKagke <Options> (MapaMeTpbl) NYHKTbI, KOTOPbIE NMOKa3aHbl
Ha CnesytoWweM pUCyHKe.

PucyHok 10-11. lonoaHumeneHsie HACMpOoUKU 80CCMaHo8/1eHuUs u3 0amna 6a3el OaHHbIX

Restore (Database: asmo_scheme_shablon) Rl 4

General Data/Objects Options

Disable
Trigger »
No data for Failed »
Tables

Miscellaneous / Behavior

Verbose messages (D]

Use SET SESSION »
AUTHORIZATION

Exit on error .

O © X Close | £) Reset

Haxmunte kHonky <Restore> (BoccTaHOBUTb) M AOXAUTECH 3aBepLUeHWA npoLecca
BOCCTaHOBJIEHUA.
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PucyHok 10-12. 3asepweHue pasgepmoieaHus 6a3sl OaHHbIX

Browser S =2 % Q,||»_| Properties SQL Statistics Dependencies Dependents Processes
v & Servers (1) —_
. SE— i 0
v 3¢ PostgreSQL 15 (64bit)
~ = Databases (2)
- Object Start Time + Status
v = asmo_scheme_shablon |
» [gF Casts QL 15 (64bit) (local.. asmo_scheme_shablon 30.12.2022,10:54:12 [Finished
> 4P Catalogs

Ha 3Tom npouecc passepTbiBaHMA 6a3bl  AaHHbIX 3aBeplleH. [flanee cneayet
CKOHOUIypnpOBaTb areHT, MeHe ykep areHToB W NoAKAoYeHMe K 6a3e AaHHbIX B COOTBETCTBUM
C MHcTpyKumamu B rnase 11 «KoHdUrypupoBaHue areHTa U MeHe Kepa areHToB».

BaxHo! He 3abbiBanTe genatb pesepBHble konuu 6asbl faHHbIX. s pe3epBHOro
konupoBaHua 6a3bl AaHHbix asmo_scheme_shablon poctatouHo BbINOAHUTL pe3epBHOE
KonupoBaHue cxeMbl asmo_sheme ¢ ncnonb3oBaHnem ytnantel pgAdmin (cxema HaxoauTCA B
y3ne <Schemas> (Cxembl)) nan pg_dump (Pe3epBHOe KONMMPOBaHUE U BOCCTAaHOBJIEHUE).

10.2. BoccraHoB/ieHMe 6a3bl gaHHbiX B OC Linux

B aTom pykoBOACTBE ONMCbIBAEeTCA NPOLECC BOCCTAaHOBAEHMA 6a3bl AaHHbIX U3 g4aMna Ha
npumepe CYBJ, PostgreSQL ¢ ncnonb3oBaHnem ytuamtel pgAdmin. PekomeHAaumm no wmx
yctaHoBke u Hactporike B OC Linux npuBoastcs B pa3gene YcraHoBka PostgreSQL B
OC Linux.

Ans pa3BepTbiBaHUA 6a3bl JaHHbIX HeObxoanMmo ckadaTtb ¢ carta AO «MHbopmaTtuka»
Aamn  6a3bl  AaHHbIX W pacnakoBaTb ero. [lna  pa3BepTbiBaHMA  6a3bl  AaHHbIX
npo¢eccmoHanbHOU BepcMM HeobxoamMMo ckayatb apxve asmo_scheme_shablon_prof-
ddd.zip (1). ddd — 310 agata penunsa gamna.

PucyHok 10-13. Cka4usaHue damna 6a3bi 0aGHHbIX

Oamn B PostgreSQL

Ansa nggs:ﬁj;{aﬂnwow @ asmo_scheme_shablon_prof_04_09_23.zip ﬂgl%gez%%a:
(MpodheccuoHanbHas o
Bepcus)

MNepes Hauvanom pasBepTbiBaHWMA Jamna 6a3bl AaHHbIX HeobxoauMo co3jatb B
PostgreSQL nyctyto 6a3y gaHHbix ¢ umeHeM asmo_scheme_shablon n ponb asmo_sheme c
npaBamu Cynepnosib3oBaTens.

3anyctute ytmanty pgAdmin. Mpu HeobxoaMMOCTM 3aperncTpupymte HOBbIA CepBep
PostgreSQL. [lnsa 31oro Bblbepute <®aiin - flobasume cepeep>.
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PucyHok 10-14. [lobasneHue cepsepa PostgreSQL

I‘:PHFIII.I'IPHBI{H MnarvHel Bwg WHCTpYMEHTHI 7

COXpaHWTE ONpegeneHme...

I JobaBnTE cepeep...

M3MeHUTE Naponk... CeoiicTBa

MapameTpsl... Faﬂﬁr:ma

i=| HeT cBOIAC
OTkpeITE postgresql.conf...

OTkpeme pg_hba.conf...
OTKpLITE .pgpass

Brmxong Ctri+Q
B

3apanite HeobxoAMMbIe MapaMeTpbl CEpPBEpPa B AMaNOrOBOM OKHE M HaXMWUTe KHOMKY
<O0K>.

Pucyrok 10-15. Pecucmpayus Hogozo cepsepa PostgreSQL

F HoBaf perncTpalna cepeepa X

Caoﬁcma‘ SS5L | SS5H ToHHens | flononiHWTENLHO

Vs 'PG_server |
Xoct [localhost |
Mopr 5432 |
Cryx6a [ |
OBcnyxmeane DB | postgres lv |

WMA nonb3oBaTens [ postgres |

Napons [ |

CoxpaHsaTe napons (&

- | |

Mpynna [Cepﬂepm | v |

o] @omen

MopkntoumTech Kk cepepy PostgreSQL. [114 3TOro wenkHUTe ero NpaBon KHOMKOW MbILLN
1 BblbepuTe NyHKT </Todk/ito4eHue> B KOHTEKCTHOM MEHHO.
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PucyHok 10-16. lNodknroueHue k cepsepy PostgreSQL

pgAdmin III

@ain Mpaeka MnarvHel Bug WHCTpYMeHTHL ?

ﬂ, —— [ @ sauj [T JE [ﬁ -
p = | = NS 7 ¢
[

%

Bpay3ep o6bekToB

J CBoiicTBa ] CTaTUCTUKa [ 3aBUCUMOCTH ] 3aBUCAMbIE 1

=] E Ipynnel cepeepos

CBoif 3
& B Cepaepui() BOWCTBO HaueHue

™3 PG_server (localhost:5432 £ Oucarine R
OBHOBMTB
localhost
Yaanute... 5432
OTUéThI - postgres
ens postgres

CBOIACTEA...

MNocne NOAKNHOYEHUS LWEeNKHUTE MPaBOW KHOMKOW MblwK pa3gen <Posu exoda> w
BbibepuTe NyHKT <Hoeas posib> B KOHTEKCTHOM MEHHO.

PucyHok 10-17. Co3daHue Hosoli posu

bpay3ep oObeKkTOB

= B rpynnei cepeepos —
= [J Cepeepei(1)
= [i PG_server (localhost:5432 ar
|- Basbl ganHb (2)
i TabnwuHble NpocTpaHc
lpynnossie ponu (12)

FH FH &

|

OBHOBWTE

IHCIIEI-EH ponk...

Cnwncok obLeKToB

Ha Bknagke <Ceoiicmea> ykaxuTte ums poan asmo_sheme.

PucyHok 10-18. OnpedesneHue umeHuU poau

HoBaA ponk...
jm Onpegenedwe | Mpueunervw pony | Pons nons3ceateneid | =
Mma ponu [asmu_sheme |
oID [ |

Ha Bknagke <OnpedeseHue> 3ajainTe naponb (B pamkax 3TOro pPyKOBOACTBa
ncnosib3yetca naposab 12345).
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PucyHok 10-19. 3adaHue naposa

Hoeas poik...

MNapone | ..... |

MogTeepxgeHne | ..... |

Ponb akTvBHa 40 ‘ | v| | &

MaKC. UMCN0 NOAKTHUEH A | |

Ha Bknagke <[lIpueusezuu posiu> HaCTPOWTe yKasaHHble Ha PUCYHKe HWXe npaBa Ans
CO37,aBaeMOWN POAUN N HaXMUTE KHOMNKY <OK>.

PucyHok 10-20. Hacmpolika npususezuli 0415 poau

s HoBas ponb... [E]
4 CpoictBa Onpegenenwve |[Mpwaunervu ponvl| Pons nonssoeatened B
Bxog paspeluér

[ Hacnegyet npaea n3 poguTenscknx ponei
[ Cynepnonssosatens

& Moxet cozgasars bazs ganHsix

M MoxeT co3gaBats ponu

MOXEeT WIMEHRTE KaTanor Ha MPAMYH)

["| MoseT co3gaBaTs NOTOKOBYH PEMIMKALLAK 11 PE3EPEHEIE KONNK

[danee Heobxoanmo co3gatb nycTyto 6a3y aaHHbix asmo_scheme_shablon. Ecin 6a3a
JAHHBIX C HY>XXHbIM MMEHEM Y>Xe CyLLeCTBYyeT, ee HeOBXOAMMO yAanuTb U CO34aTb 3aHOBO.
ObpaTnTe BHUMaHMe, 4YTO BO N3bexaHne KOHGIMKTOB Nepes yaaneHnem CyLLecTByoLLen 6a3bl
JAHHbIX HeobxoaMmo 3abnokmpoBaTb UM OCTaHOBUTL Bce areHTbl ACMO ¢ akTMBHbIMU
NOAKAOUEHUAMM K Hel. OCTaHOBUTb areHT MOXHO W3 KOHCOAM agMWUHUCTPUPOBAHUA C
NMOMOLLbKO KOMaHAbl <3ansiaHupoeamb OCMAHOBKY> B KOHTEKCTHOM MEHK WAU MEHH
KHONKn <AzeHmoi> (KoHuUrypmpoBaHue areHTa U MeHep)Kkepa areHTtoB). [lna 3Toro
LLEeNIKHUTE NPaBOW KHOMKOW MbILLV pa3gen <bazbl daHHbIX > 1 BblbepuTe NyHKT <Hoeas 6aza
JaHHbIX > B KOHTEKCTHOM MEHHO.

PucyHok 10-21. Co3daHue nycmoli 6a3bl 0aHHbIX

pgAdmin IIT

®arin Mpaeka Mnarveel Bug WHCTpyMeHTel ?

A0 e S [ -

bpay3ep obnekTos CeoiicTBa | CTaTMCTWKa | 3aBUCUMOCTH
B B rpynnbi cepsepos
B [i Cepeepui(1) TR i
= [§ PG_server (localhost5432 l_‘ postares R
CEm | |3 erparet L

T Tafl OBHOBWTL
oy I HoBan Basa ,[I,BHHI:.IJ(...I

Pon
CQ 8 OTUéThI >
ESI'I'H?I'EH'P"_'

[+

[+

m
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B nosBmBLIEMCA AMANOroBOM OKHe BBeAuTe MMA 6asbl AaHHbIX, YKaXUTe B KauyecTBe
BAajeNblia paHee Co34aHHyo poab asmo_sheme 1 HaxxmuTe KHOMKY <OK>.

PucyHok 10-22. Hacmpoliku 6a3sl 0aHHbIx

| ] Ba3sa AaHHbIx asmo scheme shablon x|
J Ceoiicrea | o ! o w >
Wma ‘ssmn_s(heme_sheb\on ‘
oD [2as77 |
[
KOMMeHTapui
Crpaeka I{ “Jok m@ OTMEHVIT!:J
\

Tenepb BCe roTOBO A/ pa3BepTbiBaHWA gamna 6a3bl AaHHbIX.
LLlenkHuTte 6a3y aaHHbix asmo_scheme_shablon npaBoy kHonkon Mbiwn 1 BbibepuTte
NYHKT <BoccmaHoeums > B KOHTEKCTHOM MEHHO.

PucyHok 10-23. PazgepmeigaHue damna 6a3si OaHHbIX

®ain Mpaska MnaruHel Bug WHCTPYMEHTHl ?

O % B

— J CeoiicTBa | CTAaTWCTMK
B E [pynnel cepeepos =
= [j Cepeepsi(1) CeoicTED
= [i PG_server {localhost:5432 [+ LT
B [5] basbl gaHHLX(3) = OID
EI_[_] rmmmrany| |F= Brageney,
- OBHOBUTE
& Kata !
0 Tpun  HoBuiid obbekT >
C

r&f"@ Pacuw OTCOeaMHWTLCA OT Da3bl AaHHLIX
& Cxen  Yganue..
% Penn  Mowck ofLekToB...

[zRieen

(0 postare i cReATE
[g¢ templat
[+ TabnuuHel
B OBcnyKMBaHKE...

TpynnoBsl
Pe3epBHan KoMus...

B & Poan exog
£, asmo_s

8 postgre CBOMCTBA...

[ —

OTUéTHI 2

mm oW oo
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B noABuBLUEMCA ANANOroBOM OKHe YKaXkuTe nyTb K CKa4aHHOMY gamny 6a3bl AaHHbIX (2)
n ponb asmo_sheme (1), nocne yero Haxmute KHOMKy <BoccmaHoeume> W JOXANTECH
3aBepLUeHna NpoLiecca BOCCTaHOBAEHUS.

PucyHok 10-24. Hacmpoliku eoccmaHosneHus u3 damna 6a3sl OaHHbIX

Gopmat lI'IDnh3oE|aTenhc|(MP| nnn tar v
WmA paiina >_scheme_shablon_prof-zﬂzzI223.t@ |
Konuuecteo 334aH1iA ' '
MmA ponu 'asmc_sheme v
@ain | lNapaMeTpsl BOCCTAHOBNEHKA #1 MapameTpbl BOCCTAHOBNEHWA #2 |
| Cnpagka | |MMokasaTs obbeKThl |I| BOCCTAHOBWUTL |I|© OTMEHWTB |

Ha 3Tom npouecc pa3BepTbiBaHMs 6a3bl AaHHbIX 3aBeplueH. [Janee cneayet
CKOHOUIypupOBaTb areHT, MeHe A Kep areHToB W NoAKArYeHMe K 6a3e AaHHbIX B COOTBETCTBUM
C uHCTpyKumamu B rnase 11 «KoHpurypmpoBaHue areHTa n MeHea Kepa areHToB>.

BaxxHo! He 3abbiBaite penatb pesepBHble konuu 6a3bl faHHbIX. s pe3epBHOro
konupoBaHus 6a3bl aaHHbiXx asmo_scheme_shablon pocratouHo BbINOAHWTL pe3epBHOE
KonupoBaHue cxeMbl asmo_sheme ¢ ncnonb3zoBaHnem ytmantbl pgAdmin (cxema HaxoauTCA B
y3ne <Schemas> (Cxembl)) nan pg_dump (Pe3epBHOe KONupoBaHME U BOCCTAaHOBJ/IEHUE).

10.3. YcranoBka PostgreSQL B OC Windows

B 3ToM pa3aene npnBoanTCA KpaTKoe onucaHne npoLiecca yCTaHOBKM M HAaCTPOWKKM 6a3bl
AaHHBIX ana paboTbl Ha npuMepe PostgreSQL. KoHKpeTHble HaCTpOWKM B KaXAoM cay4vae
onpegenatoTca TpeboBaHMAMN COOTBETCTBYHOLLErO OKPY>KEHWA.

Mepea Havanom paboTbl HeobxoanMo yctaHoBuTL CYB/] PostgreSQL. Jas 3T0ro ckavamnte
yCTaHOBOUHbIM ¢ann ¢ cavta https://postgrespro.ru/windows, kak nmoka3aHO Ha puCyHKe
HUXe.
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PucyHok 10-25. Beibop ycmaHogo4H020 ¢balina 015 ckayusaHus
< C &) [https:/postgrespro.ru/windows

F'nggrespro KOMMAHUA ~ MPOAYKTHI ~ YCNYTM~ KIMEHTbI > OBPA30BAHWE~ HOBOCTW~ Q RUEN

Auctpnbytue PostgreSQL ana Windows

Komnanweit MocTrpec MpogeccuonanbHblil NOAroToBNEHbI AUCTPUEYTHBLI PostgreSQL ans Windows.

370 c6opkm PosgreSQL Ha ocHOBE KOfja M3 OCHOBHOM BETKM 6e3 KaKux-MGo AONONHEHNA 1 U3MEHEHUIA.

Ecnu Bam HyxHa Bepcua PosgreSQL ana Windows ¢ noaaep»koi 1C, To Bbl MOXeTe ee HaiWTH Ha caiTe hitps:/1c.posigres.ru
[lononHUTeNbHbIe BO3MOXHOCTH 1 POCCUACKYHO TEXHUYECKYIO NOAePXKY Bbl MOXeTe nony4uTs BMecTe ¢ Postgres Pro Standard u Enterprise.

[na ycTaHoBKM PosgreSQL Ha KOMNbIOTep CKayaiTe M 3anycTUTe OfjuH U3 cnedyrolUMx $ainos (Ckaumsas 3TH daiinbl, Bbl BblpakaeTe
cornacue ¢ nuueHsueit PostgreSQL):

» |PostgreSQL 15.1: 64-pazpsaras,|
PostgreSQL 14.6: 64-paspsaaHas,
PostgreSQL 13.9: 64-paspsHas,
PostgreSQL 12.13: €
PostgreSQL 11.1 paspAg 2-paspagHas,
PostgreSQL 10.23: 64-paspagHas, 32-paspagHas,
PostgreSQL 9.6.24: 64-paspafHas, 32-paspafHan.

haspaaHan, 32-pa3pagHan,

[aHHoe MO nocTaBnstoTcs "Kak ecTb’, 63 KaKOW-1MB0 rapaHTUK, SBHOM UK Nofpa3yMeBaeMoil.

Mocne ckaumBaHusa AMcTpnbyTrBa 3anycTuTe npolecc yctaHoBku. OH JOBONbHO NPOCTOW,
MOCKO/IbKY TpebyeTca cornalatbCca C BapuaHTaMu, KOTopble npeaJsiaraeT MacTep yCTaHOBKM.

Ectb fABa BaXKHbIX MOMEHTa: 3TO Bbl6OP KOMMOHEHTOB ANA YCTAHOBKM W Hanmyune
npeablaywen sepcun CYB/l. Bo m3bexaHne HeHy>XHbIX KOHOANKTOB MpeAblAyLLyt0 BEepPCUro
CYB/], pekomeHayeTCa yaanuTb.

Ha atane Bbibopa KOMNOHEHTOB OCTaBbTE BCE NPEAJ/OXKEHHbIE MYHKTbI MO YMOYAHWIO.

PucyHok 10-26. Beibop komMnoHeHmMoe8 0151 ycmaHosKu

¥cranoeka PostgreS0L 15 (64bit) — =

e e KomMnoHeH T yoTaHasnmeaemod nporpamMMest
PO S . re S BridepuTe KoMNoHeHTE! PostgreSQL 15 (64bit), koTopeie Bel
g WOTWTE YCTEHOBMTE.

BrIBEpHTE KOMNOHEHTEI MPOrPaMMBl, KOTOPEIE Bbl XOTHTE YCTAHOBHTE, HEMMUTE KHOMKY
"Nanee” ANA NPOACTKEHHA,

BrifiepyTe KoMNOHEHTGI I Microsoft Visual C++ 2019 Redistributable
MporpaMMel 4ANA yCTaHOEKM: E CEDBED F‘DstgreSQL

KoMNOHEHTEI KNMEHTS
KoMnoHeHTE! CEpEEPa

i [v] KoMnoHerTLl paspafioTyika

Onucarmne

TpebyeTca Ha amake: 219.2
MaaiT

Mo ymonuaHuto PostgreSQL B uensx 6e30MacHOCTM MPUHMMAET TOAbKO JIOKasbHble
noakatoueHna. Ytobbl paspewmnTb NPUHMMaTb MOAKAHOYEHUS M3BHE, HEOH6XOANMMO BHECTU
n3meHeHuns B dpann postgresql.conf (Hanpumep, 3ToT pann MoXeT pacnosaraTbCa B KaTtaaore
C:\Program Files\PostgreSQL\15\data). [Janee npuBOAMTCA NpUMep HACTPOMKM cepBepa
PostgreSQL ana npuema BHELUHUX NOAKJHOUEHUN.
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HavpuTte napameTp listen addresses M YCTaHOBUTE €ro caeaytowmm obpazom (*):

PucyHok 10-27. Hacmpolika npociywiusaemsix adpecos

# CONNECTIONS AND AUTHENTICATION

# - Connection Settings -
listen_addresses = "*' # what IP address{es) to listen on;
Mepe3anycTtute cnyxby PostgreSQL.
[anee pobaBbTe IP-agpeca, ¢ KOTOPbIX pa3peLlaeTca NPUHUMaTb NOAKAOYEHMA, B dann
pg_hba.conf, koTopbIi HaxoAMTCA B 3TOM Xe KaTanore.
[obaBbTe IP-agpeca ¢ NOMOLLBIO 3anMMCen host CeAyroLLero Bmuaa (B 3TOM npumMepe

MOMOLLbO MapameTpa all pa3pellaeTcs AOCTYN C ykasaHHbix IP-agpecoB ko Bcem 6Hasam
AAHHbIX U MOJb30BaTENAM):

host all all IP ampec mdb5

PucyHok 10-28. Hacmpolika pa3peuweHHbix IP-adpecos

# IPvd local connections:

host all all 127.8.8.1/32 trust
host all all 192.168.128.158/24 md5
host all all 192.168.128.168/24 md5

Ans  aAMUHUCTPUPOBaAHUA 6a3bl AaHHbIX MOXHO WCNOAb30BaTb yTUAUTY pgAdmin,
KoTopas AOCTyMHa s CKauMBaHus Ha opuymnanbHOM cante
(https://www.pgadmin.org/download/).

10.4. YcraHoBKka PostgreSQL B OC Linux

B 3TOM pa3agene onmncbiBaeTca NpoLecc yCTaHOBKM M HaCTPOMKmM 6a3bl aHHbIX 418 paboThbl
Ha npumepe PostgreSQL B OC Alt Linux. KOHKpeTHble HacTpOWKM B KaXAoM cay4vae
onpeaenatotcs TpeboBaHMAMM COOTBETCTBYHOLLETO OKPYXKEHMS.

MNepea Hauanom paboTbl Heobxoammo yctaHoBuTb CYB/. [Ans 3T0ro Boibepute <MeHro —
TepmuHan>. Takxke MOXHO LLEeNKHYTb MPaBOM KHOMKOW MbILW 1 BbIOpaTb NYHKT <Omkpbime
e TepmuHane> vnu HaxaTb knasuwmn <CTRL + ALT +T>. Beeante cnesyroLlyro KOMaHAy v
HaXXmMuTe Knasuwy <BBO/ >:

sudo apt-get install postgresqgll5-server

[oxantecb 3aBeplueHuns ycTaHOBKW. epes 3anyckoM cayxbbl co3ganTe CUCTEMHble
6a3bl JaHHbIX C MOMOLLbIO ClesyoLent KOMaHAbI:

sudo /etc/init.d/postgresgl initdb
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PucyHok 10-29. YcnewHoe co3daHue cucmemHbix 6a3 daHHbix PostgreSQL

user@gen-alt10: /var/lib

®ain MMpaeka Bug Mowck TepmuHan [Momollb

McnpaBneHue nNpae ONA cywecTBywwero katanora /var/lib/pgsql/data... ok
CO3[aHne NoAKaTanoros... OK

BhOMpaeTCcA peann3auMa OWHAMWYEeCKOW pa3fenfseMoil NaMATH... posix
BbIOMpaeTCA 3Ha4yeHue max_connections no yMmonyanui... 160

BbiOMpaeTca 3Hayenue shared buffers no ymonyawuw... 128MB

BbIOMpEETCA 4acoBOW MOAC MO yMon4aHww... Europe/M

CO30aHne KOHPUIypauMoHHbIX $aiinoB... oK

BbIMONHAETCA MOArOTOBMTENBHLIA CKPMUAT... OK

BLIMONHAETCA 3aKINYMTENBHAA WHULUMANM3EUMA. .. OK

COXpaHEHWE [aHHbIX Ha AMCKE... 0K

initdb: npepynpempenue: BKNIKWYEHWE MeTOAa ayTeHTMPMKaUWW "trust” ANA NoKanbHLIX NO
OKNHYEHHUA

[pyrod MeToA MOXHO BbiDpaTb, OTpeAakTuposas pg hba.conf wnm ucnonb3ys Knwum -A,
--auth-local wnu --auth-host npu cnepywwem BoinonHenun initdb.

Success. You can now start the database server using:

service postgresql start

pg ctl -D /var/lib/pgsql/data -1 dain mypHana start

[Ana 3anycka cny>kObl BbINONHUTE, HANPUMeEP, CAeAYIOLLYH KOMaHAY:

sudo service postgresqgl start

Mpy HEO6XOAMMOCTN HACTPOWTE BKAOUEHME CAYXObl MO YMOJNYAHWUIO, Hanpumep, C
MOMOLLbIO CeAyHOLEN KOMaHAbI:

sudo chkconfig postgresgl on

Mo ymonuaHuto PostgreSQL B uensx 6e30MacHOCTM MPUHMMAET TOAbKO J/IOKajbHble
noakntoueHna. Ytobbl paspewntb NPUHUMAaTb MOAKAOYEHUSA W3BHE, HeOb6XOAMMO BHECTM
n3MeHeHvs B dann postgresql.conf. [lanee npuBoAUTCA NpuMMep HaCTPOMKM cepBepa
PostgreSQL ana npuema BHELUHUX NOAKJAHOUEHUN.

OTkponTe TepMUHAN U NMepenanTe B PEXUM Cyneprnoib3oBaTens C NOMOLLBbH KOMaHAbI
su. [Nepengnte B Katasor ¢ 3TuM GanaoM U OTKPOWTE ero ANs pefakTMPOBAHMA, BbIMOJHUB,
HanpumMep, caeayroLlime KOMaHabl:

cd /var/lib/pgsql/data/
nano postgresqgl.conf

Haligute napameTp listen addresses M YCTaHOBWUTE €ro CieAytoWwmnm obpasom (*):

PucyHok 10-30. Hacmpolika npocayuwiusaemsix adpecos

|li5ten_addr * # what IP address(es) to listen on; H

Haxxmute knauwmn <CTRL +O> n <BBO/]>, 4TO6bI COXPAHUTb U3MEHEHWNSA U 3aKPbITb
peaakTop. MNepesanyctute cyxo6y, HaNnpUMep, C NOMOLLbHO CeAyHoLLLeNn KOMaHAbI:

sudo service postgresqgl restart
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[Janee pobasbTe IP-agpeca, ¢ KOTOPbIX paspeLlaeTca NPUHUMaTh NOAKAOYEHMA, B dann
pg_hba.conf. 115 3T0ro BoINOHUTE CNieAyoLLME KOMaHZAbI B pexunMe cynepnosib3oBaTens (su):

cd /var/lib/pgsqgl/data/
nano pg_hba.conf

[obaBbTe IP-agpeca ¢ NOMOLLBIO 3aMMCen host CeAyHOLLEro BMAA (B 3TOM NMpUMepe C
MOMOLLbIO MapamMeTpa all pa3pellaercs AOCTyN C ykalaHHbiX IP-agpecoB ko Bcem 6Ha3zam
AaHHbIX M NOJIb30BaTeNAM):

host all all IP ampec md5

PucyHok 10-31. Hacmpolika pa3peuwieHHbix IP-adpecos

127.8.8.1/32
192.168.128.58/24
192.168.128.68/24

Ana  agMUHUCTPUPOBaHUA 6a3bl AaHHbIX MOXHO WCMOAb30BaTb YyTMAUTY pgAdmin,
KoTopas AOCTyMHa AN CKayMBaHus Ha oduLManbHOM cawite
(https://www.pgadmin.org/download/). Tak>xxe ee MOXXHO yCTaHOBUTb Yepe3 TepMuHan. s
3TOrO BbIMOJIHUTE, HaNPVMep, CeAYHOLLYHO KOMaHAY:

sudo apt-get install pgadmin3

[oxanTech 3aBepLueHNs ycTaHOBKW. [ns yao6cTBa MOXHO A06aBUTb AP/bIK A5 3anycka
yTuantbl pgAdmin Ha pabounii cton. [lnd 3TOro B MeH0 HaYyHUTE BBOAWUTb Ha3BaHWE YTUAUTI
B none <llouck>. Korga coBnageHve 6yaet HaugeHo, WeaKHUTE APAblK 3TOW YTUAUTbI NPaBou
KHOMKOW MbIWn 1 BbibepuTte NyHKT <Jobasume Ha pabo4uti cmos>.

10.5. PezepBHOe KOonMpoBaHMEe U BOCCTaAaHOBJIEHUE

Bce paHHble cuctembl «<ACMO-rpadunueckmnn pegaktop» xpaHatca B CYB/. PesepBHoe
KOMMPOBaHME W BOCCTAHOBNEHME AaHHbIX peannsyetca cpeacteammn CYBJ. Cnocobbl u
napameTpbl Pe3epBHOro KOMMPOBaHWA onpeaenaroTca agMmuHuctpatopom CYB/ v 3aBucAr ot
XapakTepuCcTMK W CBOWCTB KOHKPETHOW cpeAbl pa3BepTbiBaHMA. B 3tom pasgene
paccMaTpuBarOTCsA NPOLECChl pe3epBHOrO KONMMPOBAHUA U BOCCTaHOBAEHMA Ha npumepe CYB/,
PostgreSQL u ytuautbl agMuHuctpmpoBaHus pgAdmin. bonee nogpobHyro MHbOpPMaLUIO
MOXHO HaWTK B JOKYMEHTALMMN MO COOTBETCTBYHOLLNM PEeLLUEHUAM.

[na pesepBHOro konuvpoBaHusa 6a3bl fgaHHbix asmo_scheme_shablon pocratouHo
BbIMOJIHUTb pPe3epBHOE KONMpOBaHMe cxeMbl asmo_sheme.

[na pe3epBHOro KOMUWPOBaHWSA OTAE/NbHbIX KOMMOHEHTOB 6a3bl AaHHbIX «ACMO-
rpadmyeckmi pesakTop» MOXHO BbIMNOJHUTb Pe3epBHOE KOMMPOBaHME COOTBETCTBYHOLLUX
oTaenbHbix Tabamy, CYB/, Hanpumep:
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e PHX_LINK_PERSONAL_USER - tabauua yyeTHbIX 3anucen nosb3oBaTeney;
e PHX_LOGIN_LOG - >XypHan NnoAKAHUYEHNA NONb30BaTENEN;

e PHX_REPL_LOG - »ypHan penankauni;

e MTD_TREE_LOG - >xypHan n3MeHeHU MeTaZaHHbIX;

e PHX_CHANGELOG - >XXypHan n3aMeHeHWnI AaHHbIX.

10.5.1. Co3panme pesepBHbIX KONUMA

Ytobbl co3aaTh pe3epBHyt0 konuio 6asbl AaHHbix asmo_scheme_shablon, 3anyctute
yTuanty pgAdmin n noaknroumTecb K Hy>XXHOMy cepBepy PostgreSQL. Packpowte paszen
<Schemas> (CxeMmbl), WenkHUTe cxeMy asmo_sheme npaBon KHOMKOW MbIWK 1 BbibepuTe
NyHKT <Backup> (Pe3epBHas konus):

PucyHok 10-32. PesepsHoe konuposaHue cxemsi asmo_sheme

+ B3 Servers (1)
~ (} PostgresaL 15 (64bit)
v == Databases (2)
v = asmo_scheme_shablon
» [ casts
» % Catalogs
» [T Event Triggers
> % Extensions
> == Foreign Data Wrappers
> Languages
> ' Publications
~ &% Schemas (2)
> < asmo_sheme
> < public Create >

> Subscriptions
Delete/Drop

Refresh

v = postgres
» [ casts
» % Catalogs Restore

> 8 Extensions brop Cascade

YkaxuTte nyTb K danny pesepBHou konuu B none <Filename> (Vima danna), Boibepute
dopmat <Custom> (Monb3oBatenbcknin) B none <Format> (Oopmat) n Bbibepute posb
asmo_sheme B none <Role name> (NIma ponn). Haxmute kHonky <Backup> (Pe3epBHas
Konwus), 4Tobbl CO3AaTb PE3EPBHYIO KOMMUIO:

PucyHok 10-33. Hacmpolika napamempos co30aHus pesepsHol Konuu

Backup (Schema: asmo_sheme) P S

General Data/Objects Options

Filename C:\1\asmo_scheme_20231006.backup (]
Format Custom

Compression ratio

Encoding Select an item...

Number of jobs

Role name &, asmo_sheme ~

o e X Close ) Reset
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[oxanTech 3aBepLUeHMs NpoLLecca pe3epBHOro KONMPOBaHUS:

PucyHok 10-34. YcnewHoe 3asepuwieHue npoyecca peepeHo20 KonuposaHus

PID Type Server Object Start Time v Status

O B 375 Backup Obje.. PostgreSQL 15 (64bit) (local.. asmo_scheme_shablon 05.10.2023,13:02:17  Finished

Kpome TOro, ana pes3epBHOro KOMMpPOBaHUA MOXHO MCMOAb30BaTb yTuanty pg_dump,
KoTopaa BxoauT B komnaekt noctaBkn CYB/J, PostgreSQL. Hanpwumep, gns pesepBHOro
KOMUPOBAHMA MOXHO BbIMONHUTb CIEAYIOLLYHO KOMaHAY B KOMaHZAHOW CTpOKe (mocae 3anycka
MOXET NMOSBUTLCA 3aNpOoC Ha BBOJ, Naposa nosb3osatens b/, ecav takoBow Tpebyetcs):

"C:\\Program Files\\PostgreSQL\\15\bin\\pg dump" --file
"c:\\Backup\\asmo scheme 20231009.backup" > "c:\\Backup\\asmo_ scheme.log" 2>&l1 --
dbname="asmo_scheme shablon" --host "localhost" --port "5432" --username
"asmo sheme" --verbose --format=c --schema "asmo sheme"

B OC Linux KkOMaHZa A/ns pe3epBHOrO KOMUPOBAHWUA Yepe3 TepMMHaN MOXET MMEeTb
cnesyoLwmn BUA;

/usr/pgsql-15/bin/pg dump --file
/home/user/backup/asmo_scheme 20231009.backup > /home/user/backup/asmo_scheme.log
2>&1 --dbname="asmo scheme shablon" --host "localhost" --port "5432" --username
"asmo sheme" --verbose --format=c --schema "asmo sheme"

Takxe MOXHO €O34aTb KOMaHAHbI dann (Hanpumep, bkcopy.cmd) ¢ HeobxoanMbIMU
KOMaHZamu. B Takom cnyyae Ans BbINOJHEHWA pe3epBHOrO KOMMPOBaHUA ByAeT f0CTaTOYHO
3anycTuTb 3T0T dann. Ecam Tpebyetca BBOA naposa nonb3osatens bJ/l, MOXHO 3ajaTb ero B
KomaHaHOM danne cregyrowmMm obpasoM: SET PGPASSWORD=12345. HuXe mokasaH npvmep
cogepxumoro CMD-¢panna gna OC Windows, B kKoTopoM uma danina pes3epBHOM KOMuwu
(BACKUP FILE) GOPMMUPYETCA C YyKa3aHWeM TeKyLLen JaTbl:

@set BACKUP FILE=asmo_scheme %date:~6,4%%date:~3,2%%date:~0,2%

"C:\\Program Files\\PostgreSQLA\\15\\bin\\pg dump" --file
"c:\\Backup\\$BACKUP FILE%.backup" > "c:\\Backup\\%$BACKUP FILE%.log" 2>&1 --
dbname="asmo_scheme shablon" --host "localhost" --port "5432" --verbose --format=c
-—-schema "asmo_ sheme" --username "asmo_ sheme"

B OC Linux MOXHO co3aaTb dani CKpunTa pe3epBHOrO KOMUPOBAHWSA, Hanpumep C
MOMOLLbIO CeAyHoLLLeN KOMaHAbI:

nano /home/user/scripts/postgresql dump.sh

B cozgaHHOM dainne ckpmnTa 3a4atoTcs NapaMeTpbl 1 Bbi3biBaeMasi KOMaH/Aa pe3epBHOro
KonupoBaHusa. Huxe nokasaH npumep cogep>xxmmoro darna ckpunta ana OC Linux, B KOTOpom
nmsa danna pesepBHON KOMUWU (BACKUP FILE) GOPMUPYETCA C yKa3aHWEM TeKyllen AaTbl U
3ajaeTcsa napoJsib nonb3osartens b/.

#!/bin/sh
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BACKUP FILE=asmo_ scheme $ (date +%F)
PGPASSWORD=12345
export PGPASSWORD

/usr/pgsql-15/bin/pg dump --file /home/user/backup/$BACKUP FILE.backup >
/home/user/backup/SBACKUP FILE.log 2>&1 --dbname="asmo_ scheme shablon" --host
"localhost" --port "5432" --username "asmo_ sheme" --verbose --format=c --schema
"asmo sheme"

unset PGPASSWORD

Ans 3anycka CKpUNTa pe3epBHOr0 KOMWPOBAHWA MOXHO MCMO/b30BaTb CAEAYHOLLYHO
KOMaHAy TepMuHana:

sh /home/user/scripts/postgresgl dump.sh

Mpun 3anycke ytmantbl pg_dump MOryT yka3biBaTbCs MPUBEAEHHbIE HUXE MapaMeTpbl.
MoNHbIA NepeyeHb NapaMeTPOB U CNOCOH0B UX MPUMEHEHNS MOXHO MPOCMOTPETb, BbINMOHMB
KOMaHAY pg dump --help, @ TakXe B JOKYMeHTauuu no PostgreSQL:

e -—-dbname=umMma 6n

YKka3biBaeT nma 6asbl AAHHbIX ANA MOAKAKOYEHMA. PaBHO3HAYHO YKa3aHNK mma 6xo B
nepBoOM aprymeHTe, He ABadAOWeMCAa KJ1H4YOoM, B KOMaHAHOVI CTpoke. Bmecto nmeHun moxxer
3afaBaTbCA CTpOKa NOAKNHOYEHUA. B 3tOoMm cnydae napamMeTpbl B CTPOKe noaK/H4vYeHnA
HepeOHpeAeﬂmOTOAHOMMeHHHeHapaMeprL3aAaHHbEE3KOMaHAHOﬁCTpOKe

o ——file=¢pann

OtnpaBuTb BbIBOA B YyKa3aHHblM dann. [lapameTp MOXHO He yka3biBaTb, €CAu
ncnosblyercs ¢opmat C BbIBOAOM B pann. B atom cnyuae byser ncnonb3oBaH CTaHAAPTHbLIN
BbiBO4. OpHako ans dopmaTta C BbIBOAOM B KaTasor napameTtp fBaseTcA obsa3aTesibHbIM U
AO/DKEH 3ajaBaTh MyTb K KaTanory. B atom cnyyae ueneBon katanor 6yger co3gaH KOMaHAoON
pg_dump W HE JOJIKEH CyLLeCcTBOBaTb 3apaHee.

o 2>&1

BeiBoanTb B 1or STDOUT n STDERR.

e —-host=ceprep

YKa3blBaeT nms KOMMbrOTEPA, Ha KOTOPOM pa60TaeT cepsep. Ecav 3HaueHne HaunHaeTca
C KOcoW yepTbl, OHO onpeaendeT KaTtaaor Unix-cokeTta. 3HauyeHune no YMOJIHaHUIO 6epeTc;| n3
I'IepeMeHHOI7I OKPY>X€eHWNA PGHOST, €C/IN OHa yCTaHOBJIEHAa. B MPOTMBHOM CJly4ae BbIMONHAETCA
nogkntoueHme Kk Unix-cokery.

® -—-port=noptr

Yka3sbiBaeT TCP-nopT nau pacwmpenune danna nokanbHoro Unix-cokeTta, yepes KOTOpbIv
cepBep MPUWHWMAET MOAKAHOYEHUA. 3HaUYeHMe MO YMONYaHUIO OonpejenseTca nepemMeHHowm
okpyxeHua PGPORT, eciiv oHa ycTaHoOBAeHa, B0 YNCAOM, 3aAaHHBIM MPU KOMMAUAALUN.

® -——username=rMsd IOJIb30BaTeJId
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Nma nonb3oBatens, noA KOTOPbIM MPON3BOANTCA NOAKAHOUEHNE.

e -—-verbose

BkAtounTb MOAPOBHbBIN PEXMM. pg dump OYAET BbIBOAUTb B CTaHAAPTHbIM MOTOK OLWNOOK
noapobHble KOMMeHTapun K obbekTaM, BKAKOYas BPeMs Hayana M OKOHUYAHWS BbIrpy3ky, a
Tak>Ke coobLLeHMa O Nporpecce BbIMOJHEHUS.

e ——format=dpopmart

Yka3biBaeT popmat BbIBOZA KOMUK, Hanpumep:

c
custom

Bbirpy3nTb gaHHble B cneLmanbHOM apxMBHOM GopmaTe, MPUrOAHOM ANS JaNbHeWLwero
MCNonb30BaHWA yTUAUTON pg_restore. Hapsaay ¢ dopmaToM directory ABASETCA Hambonee
rmbknm GopmaTom, NO3BO/AIOLLMM BPYUHYHO BbiOMpaTh 1 COPTMPOBATb BOCCTaHaBAMBaEMble
06bekTbl. BbiBOA B 3TOM popMaTe Mo yMONUYAHNIO CKUMAETCS.

e -—-schema=cxeMma
Bblrpy3VITb TONIbKO CXeMbl, COOTBETCTBYHOLNE LIJa6}'IOHy cxema, BMeCTe C 3TUMN CXeMaMu
6yﬂ,yT BbIrpy>eHbl N BCE CcoAep>Kallnecd B HUX 0b6beKThI.

10.5.2. ABTOMaT1M3auma pesepBHOro KONMPoOBaHUA

Cnocobbl 1 mapameTpbl pPe3epBHOrO KOMMPOBaHUA OMNPeaensroTcd aAMUHNCTPATOPOM
CYB/[, v 3aBUCAT OT XapaKTepuUCTUK M CBOWCTB KOHKPETHOW cpeAbl pa3BepTbiBaHuA. s
aBTOMaTM3auMmM NpoLecca pe3epBHOro KOMMPOBaHMA MOXHO HaCTPOUTb €ro BbIMOJHEHWE MO
pacnucaHuio, HanpuMep, C MOMOLLbH BCTPOEHHOro NaaHuposLmka 3agaHni OC Windows:

1. Co3gante kKOMaHAHbIM dann (Hanpumep, bkcopy.cmd) ¢ HeObXxoAMMbIMM KOMaHAaMu

AN BbIMOJIHEHWSA Pe3epPBHOro KonuposaHua (Npumep ¢arna cm. B pa3gene CosgaHue
pe3epBHbIX KONUW);

2. 3anyctite nnaHuposwmk 3agaHui Windows. [lpu  HeobxoammocTn cosgavite
OTAe/bHYt0 Nanky B bubanorteke naaHnposmka. Co3ganTe HOBYHO 3a4auyy B HY>KHOW
nanke C NOMOWbIK KOMaHabl <Cozdame npocmyro 3adaqdy> wan <Cozdame
3a0a4y>. B COOTBETCTBYIOLNX MOAAX Ha BKNagke <O6ujue> ykKaxute HaCTPOUKM
nosb3oBaTenen N onepaunoHHyH0 CUCTEMY, ANS KOTOPbIX OyAeT BbIMOAHATLCA 3a4a4a.
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PucyHok 10-35. Co3daHue 3adayu 8 naaHuposujuke 3adaHuli Windows

() Mnanuposiuk saaanuii (NokanbHbii) ) Daiin Coctomnve Tpnrreps
~ [ BunuoTexa nnannposLLmKa s2aaHmii o p

“| Agent Activation Runtime (2 Peseperoe konuposanne
_| Doctor Web
| Microsoft
| Mozilla

" PostgreSQL

™

~

O6wwme Tpurreper Jeiictena Ycnoena Mapamerpoi

Otenrove.. B 10:4109.10.2023 - YacToTa nosTopa Nocne Havana: 5 muH. B Tederne 14, 09.10.2

Deiicrena

PostgreSQL -

Bpema

] Cospate npoctyro 334auy...
. Cosgate 32424y...
MmnopTaposats 3aaasy...
7 OrofipaaTs Bce BLINONHAEMBIE 33834N
&

OrinroumTs ypHan Bcex saganuii

Cosgams nanky.

X |

YaanuTs nanky

Bua 3

@ OBHoBuTE

Wram: Pesepenoe konuposanue ACMOrpad
Pasmelerme: \PostgreSQL

Agrop: DESKTOP-6ABAKOP\ User

Onucanue:

Cnpaeka

Mapamerpe! Gesenacrocr

DESKTOP-6ABAKOP\User

(®) BeinonHAT 418 BCeX NONEsOBaTENEN

BAIROAMUTS € HBWBSICLLIMIAN MpaEamn

[J Ckpeiran sapaua Hactpouts gna: | Windows 10

NP1 BEINOAHEHNUMN 334341 MCNO/L08aTE CAEAYIOLLYHD YHYETHYHS 3aNUCk NOAL30BATENT:

(O BeiNoAHATE TONEKS ANA NONB30BATENEN, BOLIEALIMX B CACTEMY

[ He coxpaHaTe napoent, ByayT ADCTYMHEI PECYpChl TONBKD NOKBAEHOMG KOMMEHTERa,

VsmernTe...

O

3. 3ajanTe ycnoBua 3amnycka 3azauvv Ha BKNagke <Tpuzzepbi>. [JNa CO34aHUS HOBOIO

yCNOBUA HaXkmMuTe KHOMNKy <Cozdame >.

PucyHok 10-36. Hacmpolika ycnosuli 3anycka 3ada4u

Co3gaHune Tpurrepa

Hauate sagawy: | Mo pacnucanno

Mapamerpel

@) OgHokpaTHo Hauate; (00.10.2023 [E~ | | 5:00:00

= | [] Cumxp. ne noacam

(® Exeanesto
MoeTopaTe Kaxable: AH.

(0) Exenegensho
) Exemecauro

,ﬂDI‘IDJ’IHHTEJ'IbeIE napamMmeTpel

[[] Otnoxute 3agauy Ha [MpouseonsHan sagepxka) | u,

[ Noetopats 3agauy kaswaee: 1 u.

[[] Ocranosute 33gavy yepes: 3 aH.

[ Cpoxk geiictsna: 09,10,2024 11:56:53 =

BrnpoueHo

o

4. Ha Bknagke </eiicmeus> cO3javiTe AeACTBUSA, KOTOpble OyAyT BbIMOAHATLCA MpwU
3anycke 3agayn, HanprMep, 3anyck co3gaHHOro kKomaHaHoro darna.
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PucyHok 10-37. Hacmpolika Oelicmaus, 8bIN0/HAeM020 npu 3anycke 3adaqu

CozgaHne JedcTeEna e
YiamuTe ZEACTENE 4NA A3HHOA 33534m.
JeiicTene: | 3anyck nporpammel ~
Mapametpebl
Dporpamma nan cueHapwii:
Ch\Backup\bkcopy.cmd | | O6zop... |
JoBaenTe apryMenTel (HeobAsaTensHo): l:l
Pabouan nanka (HeoBAzatensHo): l:l
oK OTmena

5.Mpn HeobxoAMMOCTM 3afanTe [OMONHUTENbHbIE YCNOBMA W MNapameTpbl 3anycka
3afla4m Ha OLHOVMEHHbIX BKIAZKaX.

PucyHok 10-38. MNpumep Hacmpoliku napamempos 86iN0JHeHUs 3adayu

(@ CozaaHue 23gaun X

OBwwme Tpurrepel [Jefictena  Ycnosua [Mapamerper

YKa3KHTE AONOAHNTENBHBIE NAPAMETPE! BEINGAHEHIA 334341,

Beinenuats sagavy no TpeGosanie

O

Hemeanerro 2anyckaTe 23434y, €CM NPeNYLUEH NASHOBLIA 3amyck

[J Mpw cboe eminonnetis nepesanycrats yepes: [ DG

OcTaHaBAMBATE 33434y, BEINCAHAEMYH A0NbLUIE! 3an. ~
TIpMHyAMTENbHEA OCTAHOBKA 33424M, ECIN DHE HE NPEKPALLBETCR N0 3aNPocy

[0 Ecm nostop sagaun He sannanuposar, yaanaTs yepes: 3048

ECAM 33543 YoKe BBINOAHAETCH, T0 NPMMEATS NPABAAG:

3aNyCKaTh HOBLII 3K3EMNNAP 3343HNA ~

[ocne HaCTpOWMKM BbINOAHEHMA 3aja4 ByaeT C yKka3aHHOM NepuoaMUYHOCTBIO 3anmyckaTbCs
KOMaHZAHbIV daiin, co3aatoLmi pe3epBHYHO KONuio 6a3bl AaHHBbIX.

B OCLinux ana aBTOMatM3auum pe3epBHOrO KOMMPOBAHWSA MOXHO MWCMOJb30BaTb
nnaHmpoBwmk Cron. Hanpumep, Ans CO34aHHOrO CKpUMTa pe3epBHOrO KOMUPOBaHWA
(CospaHue pe3epBHbIX KOMWMK) MpOLLeCcC aBTOMath3auuuM MOXET BbIMIAAETb CAefyrownM
obpazom. Caenarite CKpUNT UCMONHAEMbIM C MOMOLLbIO CEAYHOLLEN KOMaHADI:

chmod +x /home/user/scripts/postgresgl dump.sh

OTtkponTte ans pefakTMpoBaHua Gala crontab C MOMOLLBIO CAeAyHOL e KOMaHAbI:
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crontab -e

[lobaBbTe B 3TOT dann CTPOKy chnegyrollero Buga (nepsblie NATb MOJEN ONpeaenatoT
NepuoANYHOCTb 3anycka 3ajaHua). Hanpumep, cneayrollee BbipaxeHue 3amnyckaeT 3ajaHue
pe3epBHOro KOMMPOBaHMA KaXAblI JeHb B 2 Yaca HOYM:

0 2 * * * /home/user/scripts/postgresgl dump.sh

Mocne 3anuck atoro Garna 3agaHve 6yaeT BbINONHATLCA C YKa3aHHOW PerynapHOCTbHO.

10.5.3. BoccranHoBneHMe U3 pesepBHON KONUM

YtobbI BOCCTaHOBUTL Ha3y AaHHbIX U3 pe3epBHOM KOMUW, 3anyctute ytmanty pgAdmin un
NoAKAUMTECE K HYy>XHOMY cepBepy PostgreSQL. Co3gante HoByto 6a3y, B KoTopyro byaet
BbIMOJHEHO BOCCTAHOBJ/IEHWE, MO0 BbINOJHWUTE OYMCTKY CyLeCcTByrOLWEeN (BOCCTaHOB/EHMNE
AOJKHO OCYLLLeCTBAATLCA B MyCTyto 6a3y AaHHbIX). LLlenkHute Hy>xHyto 6a3y gaHHbIX NpaBoW
KHOMKOW MbILK 1 BbibepuTe <Restore> (BocctaHOBUTBL). Boibepute dopmat <Custom or tar>,
ykaxxuTte dain pesepBHOW konuu B none <Filename> (Ima danna), ykaxute nma poau
asmo_sheme 1 HaxxmuTe kKHONKy <Restore> (BocctaHOBUTD).

PucyHok 10-39. BoccmaHosneHue 6a3el 0aHHbIX U3 pe3epsHol konuu

Restore (Database: asmo_scheme_shablon) »

General Data/Objects QOptions

Format Custom or tar

Filename CATvasmo_scheme_20231006.backup (|

Number of jobs

Role name £, asmo_sheme ™~ l

o e X Close | |42 Reset | SEHGIE

[loxanTecb 3aBepLIEHNs NpoLLecca BOCCTAaHOBAEHMS:

Pucyrok 10-40. YcnewHoe 3asepuieHue npoyecca 80CCMAaHo8/1eHus

PID Type Server Object Start Time « Status

O B 9792 Restore PostgreSQL 15 (64bit) (localh.. asmo_scheme_shablon 09.10.2023, 09:14:22 Finished

Kpome TOro, aia pe3epBHOro KONMpoBaHUA MOXHO MCMOJib30BaTb YTUANTY pg_restore,
KOoTopas BXoAuT B koMriekT rnoctaskn CYB/, PostgreSQL. Hanpumep, An1a BoccTaHOBAEHUSA B
CyLLEeCTBYHOLLYHO NMyCTyto B/l MOXHO BbIMOAHWUTL CNEAYHOLYO KOMaHAY B KOMaHAHOW CTPOKE:
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"C:\\Program Files\\PostgreSQL\\15\\bin\\pg restore" --
dbname="asmo_scheme shablon" --host "localhost" --port "5432" --username
"asmo_ sheme" --verbose "c:\\Backup\\asmo scheme 20231010.backup" >
"c:\\Backup\\asmo_ scheme restore.log" 2>&l

Takke MOXHO co3zaTb KOMaHAHbIA dain (Hanpumep, bkrestore.cmd) ¢ HeobxoaMMbIMU
KOMaHZaMu. B Takom ciyyae Ans BbINOJNHEHWA PE3ePBHOrO KOMMPOBaHUA ByaeT 4OCTaTOMHO
3anyctutb 3T0T dann. Mpw 3anycke yTuanTbl pg_restore MOryT ykasblBaTbCs NMPUBELEHHbIE
Hu>xXe napameTpbl. [MoNHBIM NepeyeHb NapamMeTpoB W CNOCOOBOB UX MPUMEHEHUS MOXHO

NPOCMOTPETb, BbINOJHNB KOMaHAY pg restore --help, a TakKXe B AOKYMEHTauun no
PostgreSQL:
e —-dbname=umMma 6n

MoakntounTbcs K 6ase JaHHbIX mvs Gase M BOCCTAHOBUTb JaHHblE HEMOCPEACTBEHHO B
Hee. B JaHHOM aprymeHTe MOXeT 3alaBaTbCA CTPOKA MNOAKNOUEHMA. B 3TOM cnyyae napameTpbl
B CTPOKE NOAKAHOUYEHWNS NepeonpesenstoT O4HOMMEHHbIE MapaMeTpbl, 3aZaHHble B KOMaHAHOM
CTpOKe.

e -—-host=ceprep

YKa3blBaeT Ms KOMMbIOTEPA, Ha KOTOPOM paboTaeT cepBep. Ecim 3HaueHne HaunHaeTcs
C KOCOW 4epTbl, OHO onpeaenseT kataaor Unix-cokeTta. 3HaueHne No ymonvaHuto bepetca 13
nepemeHHou okpyxeHuns PGHOST, ecan oHa ycTaHOBAeHa. B npoTMBHOM ciyyae BbINOHAETCS
nogkntoveHme Kk Unix-cokery.

& -—-port=noptT

Yka3sbiBaeT TCP-nopT nau pacwmpenuve danna nokanbHoro Unix-cokeTta, yepes KOTOpbIn
cepBep MPWHWMAET MOAKAOYEHUA. 3HaUYeHMe MO YMOJNYaHUIO OnpejenseTca nepemMeHHowm
okpy>xeHusa PGPORT, eciv oHa ycTaHOBAEHa, MO0 YNCNOM, 3aJaHHbIM NPU KOMMUAALMN.

® ——-username=rvMsd IOJIb30BaTeJId

ma nonb3oBatens, noA KOTOPbIM MPOU3BOANTCA NMNOAKAHOHYEHUE.

e —-verbose

BktouaeT pexxvm nogpobHbIX COOOLLEHNI.

o 2>&1
BeiBoauTtb B 1or STDOUT n STDERR.
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11. KondurypupoBaHme areHTa U MeHea)Kepa areHToB

B 3TomM pa3gene onucbiBaetcs KOHOUIypupoBaHue cepBepHor 4yactm «ACMO-
rpadunyeckm pegakTtop» (areHTa n MeHegxkepa areHToB) ¢ nomoLbio yTuantel AM Console
(pabotaet Tonbko nog ynpasneHmem OC Windows). Mpn HEOHBXOANMOCTU MOXHO BPYUHYHO
HacTpouTb Ganabl KOHGUIypaLum 1 katanorn obHOBAeHNI, He ncnonb3ys ytnanty AM Console
(KoHpurypupoBaHue cepBepHoii yactu 6e3 ytuautsl AM Console).

®anbl KOHPUrypauum am.ini v pha.conf HaxoaaTCs B KaTanore yCTaHOBKM MeHeaKepa
areHtos, C:\asmo\server\ vav Jopt/asmo/server/.

3anyctuTe yTuanTy ¢ nomoubro apasika <ACMO KoHcone ynpaeseHusa cepeepom > Ha
pabouem cTone.

11.1. HacTpoika nogKnoueHnn

Hactponte nogkntoueHve k cepsepy «ACMO-rpaduuecknin pegaktop». [na 3toro B
meHo <Cepeepbi> BblibepuTe NyHKT <Jobasume nodkiroyeHue>.

PucyHok 11-1. Co30aHue H08020 noOk/IHoYeHUs

Hoeoe nogrntoyeHmne pod

MMa cepeepa: | Moe NogkniYeHHe

URL: |localhost |

Monb30BaTEeND:

Maponks:

|| CoxparmTe napons

QK OTMeHa

Mmsa cepBepa — NpoOM3BOJIbHbBIM TEKCT, KOTOPbIA ByaeT oTobpaxkaTbCs TONbKO B NEBOM
yactn okHa AM Console.

URL - URL nam agpec (1 npu HEOHXOANMMOCTM MOPT) CeEPBEPA, HAa KOTOPOM YCTaHOBEH U
3anyLeH cepep NpuaoxeHnn (MeHegxxep areHToB) «kKACMO rpaduuecknin pegaktop» (am.exe
wan am). B pgaHHom npumepe 310 localhost, Tak Kkak cepBepHas u4acTb M KOHCONb
aAMWHNCTPUPOBAHNA HAaXOAATCA Ha OAHOW MalimHe. Takxke MOXHO BBecTu IP-agpec cepsepa.

IMs nonb3oBaTens v Napob B JaHHOM C/lydae OCTatoTCs NYCTbIMU (3TN AaHHbIE BBOAATCS
TO/IbKO B TOM Cay4yae, ecav B danne am.ini HaCTpOEHbl NMOAb30BaTENN AN MOAK/IHOUEHMA K
MeHeaXXepy areHToB yepe3 koHconb AM Console).

Haxmute kHonmky <OK>. LlenkHute nma [06aBAEHHOTO MOAKAOUYEHUA B CMUCKe
NOAK/JHOUEHWA NPABOM KHOMKOW MbILLY 1 BbibepuTe NYHKT </T00K/1H04UmMbCA > B KOHTEKCTHOM
MEHHO.
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Pucyrok 11-2. Boibop nodkaro4eHuUs

[68 AM Consolev 5.2.438

AreHThl | o | 18 Q}

Cepeep Arent 3arpyzka | Javaheap | Knuentwi

Cepseptl - -

& Moe nogentoueHne
@ MNoakMoUMTECA

B cayuae ycnewHoro ycraHoBaeHus coegnHeHua ¢ cepeepom ACMO 3Hauok
NOAKAKOYEHUSA U3MEHUTCH, KakK MOKa3aHO Ha puUCyHke Humxe. Ecam nogkntoueHwe He
yCTaHaB/MBaeTcs, ybeanTech, UTO Ha MalUMHe yCTaHOBJ/EHA M 3anylieHa cnyxba MeHeaxepa
areHToB ACMO (am) 1 OTKpbITbl HEOOXOANMbBIE MOPTbI 4151 MOAKAHOUEHUS.

PucyHok 11-3. YcnewHoe nodkaroyeHue k cepsepy ACMO

[E& AM Consolev 5.2.443

Cepeepbl - -~ | AreHTb

Cepeep

i Moe nogknodeHne

Ana NoAKNOYEHVSA MeHeAXepa areHTOB K HY>XHOMY areHTy HeobxoAvMO nponucaTb
CTPOKM nogkntoveHns B daiie am.ini. YTobbl OTKpbITE 3TOT dann Ana peAakTMpPOBaHWS,
BbIAE/INTE HY>XXHOE MOAKNHOUEHME W HaXMuTe KHomnky <Pedaxmupoeame [INI-¢pain ona
e8bI6paHHO20 cepeepa> Ha MaHeN VHCTPYMEHTOB. TakXKe A8 3TOr0 MOXHO LUEeAKHYTb UMS
MOAK/OUYEHNA MNPaBOM KHOMKOW MbllWwK W BblbpaTb NyHKT <Hacmpoliku cepeepa> B
KOHTEKCTHOM MEHHO.

PucyHok 11-4. PedakmuposaHue Hacmpoek MeHeOdXepa azeHmos

[@@ AM Console v 5.2.438

Cepeepbl - ﬁ AreHTbl 0‘ 5] ‘ @ -QJ

Arent 3arpyska | Java heap |KawenTel

- Moe nogentousHme

Beegute HacTpovikm nogkntoueHva B cekuumn [agent]. Kaxabii areHT 3ajaeTtca B
oTaenbHoM cekunn [agent].

PucyHok 11-5. Hacmpoliku nodksitoueHuUs k azeHmy

Cepeep [ INI-gaiin cepaepa Moe nogeniouerine

EXSFEYYEWAT
[agent]

id=vip

name=ACMC rpaduueckuil pemarTop

args=--jmem €000 --login PGSQL //localhost:5432/asmo_scheme shablon asmo_sheme 12345 --mtdlogscheme asmo_sheme —-wasm
nttp port=g099

[agent]

id=vip

name=ACMO rpaduueckuy perakTop

args=--jmem 6000 --login PGSQL //localhost:5432/asmo_scheme shablon
asmo_sheme 12345 --mtdlogscheme asmo_ sheme --wasm

http port=8099
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3aecb napameTp id — 3TO yHMKaNbHbIA B Npejenax cepBepa NpUAOXKeHUn (MeHeaxXepa
areHToB) naeHTUdUKaTOp areHTa.

MNapameTp name — 3TO WMMSA areHTa, YHWKanbHOEe B Mpejenax cepBepa MPUIOXKEHUN
(MeHepkepa areHTOB). OTO MMs byaeT oTobpaxkaTbCs B packpbiBarolwlemca cnucke <baza
OJaHHbIX> B OKHE MOAKNOYEHNA B KANEHTaX.

B nmapametpe args 3asatoTca napamMeTpbl KOMaHAHOW CTPOKM, KOTOpble BOCMPUHMMAET
cam areHT. ObpaTtnTe BHMMaHWe, YTO 3TV NapameTpbl MPOMNMCLIBAOTCA Yepe3 Npoben B ofHy
CTPOKy 6€3 nepeHoca CTPOK U AO/KHbI ObITb BblAeNEHbI YePHbIM LIBETOM. Ha3BaHme KaXzaoro
napameTpa HauynHaeTca C ABOWHOro gedwuca. B 3ToM npumepe 3ajatotcs caeayroline
apryMeHTbl:

e --jmem — 370 06bEM NaMATK, KOTOPbIN BbIAENSETCS Java-MallnHe;

e --login — ctpoka nogkntoueHus k cepepy CYB/, PostgreSQL, rae PGSQL — 3710 T1n 6a3bl
AaHHbix (PostgreSQL); //localhost:5432/ cepsep n nopt ana goctyna k cepsepy CYB/J, (B
3ToM npumepe cepsep localhost n ncnonbsyemebin no ymonuanmo B CYB/, PostgreSQL
nopt 5432), asmo_scheme_shablon — b/} B PostgreSQL, asmo_sheme — vma nosb3oBartens
6a3bl gaHHbIX, 12345 — naposb ana nosnb3oBatens asmo_sheme (B 3TOM pykoBoOACTBe
33/aK0TCA Ha 3Tane BOCCTaHOBAeHUs AamMna 6a3bl AgaHHbIX) (BocctaHoBiaeHue 6a3bl
OAaHHbIX U3 AamMna);

e --wasm — 3TOT K/1t04 065A3aTeNbHO YKa3bIBaeTCs, €C/IM NAaHUPYETCA NMOAKAHYATbCA K
areHTy C WCNo/ib30BaHWEM Opay3epHbIX BEPCUA KAMEHTOB (Takke B 3TOM Cay4yae
HeobxogMmo 3agatb http-nopt (cm. Hwxke onucaHve napameTpa http_port) ana
nogkntouveHua. B 3tom npumepe ans nogkatoyeHua k areHTy «ACMO rpaduuyeckuin
pefakTop», pacnosioxkeHHOMY Ha cepsepe localhost, c nomoueto Beb-kaneHTa HeobxoanMMO
ByseT BBECTU localhost:8099 B apeCcHOMN cTpoke bpaysepa;

e --http.auth — 3707 KNtOU 06a3aTEeNIBLHO YKa3blBaETCA, €CAN NAAHUPYETCA UCMONb30BaTb
ayTeHTUdUKaumo bpaysepHbix kaveHToB uepe3 Active Directory no npotokony HTTP
(Muterpaumsa c Active Directory).

e Napametp http_port— nopt and NoAkAHOUYEHUS C MCMONb30OBaHMEM 6Gpay3epHbIX
BEPCUM KAMeHTa (CM. Bbllle ONMCaHWe Karo4a --wasm).

11.1.1. HacTpoiika nopToB ANA NOAK/IIOUEHUA

Mo ymMonuyaHWO Ans NOAKAKOUYEHUS KAMEHTOB (He 6Gpay3epHbix) kK cepepy ACMO
(MeHeaxepy areHToB) mcnonbsyerca nopt 5001. MopTbl A9 NOAKAOYEHUA K KOHKPETHbIM
areHTam no yMoJIYaHWIO Ha3Ha4varoTCa aBToMaTnyeckm. Ytobbl MCNoib30BaTh GUKCUPOBAHHbIM
NopT AN MOAKNOUEHUA K MeHeayKepy areHToB, ykaxuTe napametp client_port B cekuum
[common] danina am.ini. Ana NoAKNOUEHNA KNNEHTCKMUX MPUNOXKEHUIN K KOHKPETHBIM areHTam
yepes 3ajaHHble MopTbl Heobxoaumo 3ajatb napametp client_port B cekunun [agent] ans
COOTBETCTBYHOLLErO areHTa.

Hanpumep, B cneaytoweMm npumepe KOHbUrypauuu Ans MOAKAHOUEHUA K MeHeaXepy
areHToB byseT ncnonb3oBaTbcA NopT 5555, a ans nogkntoueHms k areHTy «<ACMO rpaduyecknia
peaakTop» —nopT 7777. Ecav 3asaH OTAINYHBIM OT YCTaHOBJ/IEHHOTO No ymoadaHuto (5001) nopt
AN NOAKNHOUEHMA K MEHe Kepy areHToB, Npu BBOJE ajpeca cepBepa A/A NOAKIOYEHNS B
KJMEHTCKMUX MPUNOXKEHNAX N KOHCOAN aAMUHUCTPUPOBaHMA HEOBXOAMMO yKasbiBaTb MOpPT (B
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3TOM npumMepe localhost:5555). COOTBETCTBYIOLWME MNOPTbl AOMKHbI ObITb OTKPbITHI ANSA
[0CTyna Ha MalUMHe, Ha KoTopon yctaHoBaeH cepeep ACMO:

PucyHok 11-6. Hacmpolika nopmoe 015 noOK/ItoueHUs: KIUeHmMoe K MeHedxepy azeHmos u azeHmam

Cepsep 8] INI-¢paiin cepeepa Moe noaknrouetme - m} *
"
L) I‘-& / ‘_)j
[common]
client_port=5555
[agent]
id=wvip
name=ACMO Tpadiueckimt pezarmnpl
args=--jmem 6000 --login PGSQL f/lucalnast,:5432/asmo_scneme_snablan asmo_sheme 12345 --mtdlogscheme asmo_sheme --wasm
client_port=T7777
http_ port=g§0ss
[common]
client port=5555
[agent]
id=vip

name=ACMO rpadpmuueckuy penakTop

args=--jmem 6000 --login PGSQL //localhost:5432/asmo_scheme shablon
asmo_sheme 12345 --mtdlogscheme asmo_sheme --wasm

client port=7777

http port=8099

11.1.2. Ucnonb3yembie NOPTbI U NPOTOKOJIbI B3aMMOAEACTBUA

CeTeBoe B3aMMOZENCTBME MeXAY pPa3/MUYHbIMM KOMMOHeHTaMun cuctembl «ACMO-
rpaduyeckmi pefakTop», a TakxKe BHELHUMUN CUCTEMaMM OCYLLLECTBASETCSA C MCNOb30BaHNEM
cneAyrownx MOPTOB M MPOTOKONAOB, KOTOPble HACTpavMBarTCA C  WUCMNOJAb30BaHWEM
COOTBETCTBYHOLUMX NapameTpoB annoB koHourypauum am.ini wam pha.conf (nonHoe
onuncaHve nNapamMeTpoB NpUBOAUTCA B paszene Mapamerpbl pannoB kKoHPuUrypaumm am.ini
u pha.conf):

KnueHT — areHT (cepBep) HacTpanBaeTca B danne am.ini (CeKUmns agent):

e client_port: no ymonuaHuto He 3agaH 1 Bbibunpaetca aBTomaTtmnyecku (TCP);

e http_port: no ymonuaHuo He 3agaH (TCP);

e https_port: no ymonuaHuto He 3aszaH (TCP).

BHewHue cepBucbl (API clients/Bpay3sep) — areHT (cepBep) HacTpavBaeTcs B danne
am.ini (CeKUuns agent):

e http_port: no ymonuaHuo He 3agaH (TCP);

e https_port: no ymonuanuto He 3agaH (TCP).

MeHep)xep areHTOB — areHT (cepBep) HacTpanBaeTca B danie am.ini (CeKLMA common):
e agent_port: no ymonuaHuto 5002 (UDP), ncnonb3yercs B pamkax localhost, goctyn
n3BHe He TpebyeTca.

Knuent (ytunuta aamuHucrpmpoBaHma AM Console) - mMeHep)xep areHToB
HacTpauBaeTca B danne am.ini (CeKumsa common):

e client_port: no ymonuanuto 5001 (TCP).

Bpaysep — meHepyKkep areHToB (am) HacTpanBaeTca B danie am.ini (CEKUMA common):
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e http_port: no ymonuanuio He 3agaH (TCP).

AreHT (cepBep) — CYB/, HacTpamBaeTtcs B Parine am.ini (CeKLMA agent)

e nopt ana gocryna k CYB/l 3apaéTtca Kak YyacTb CTPOKM NOAKAHOUEHNS K 6a3e JaHHbIX C
NMOMOLBbH aprymMmeHTa --login B MapaMeTpe args.

[ ]

Mopt SMTP HacTpanBaetca B danne am.ini (Cekuma common):

e mail.server (N0 ymon4aHuto Her).

Mopt XMPP HacTtpanBaetca B davne am.ini (CEKUMNA common):
e Xmpp.server (MO yMOJIYaHUIO HET).

MopT ana goctyna k B4, mopt SMTP u nopt XMPP onpeaenatotca B HacTpolikax
COOTBETCTBYHOLLNX CEPBEPOB U uUcnonb3yrotca cepeepom ACMO ana nogkntoueHus. MNopTsl,
3ajaBaemble B KOHourypauum cepsepa ACMO ¢ nomowbro nNapamMeTpoB agent port,
client port, http port, https port Npocaywmsarotca cepsepom ACMO.

AreHT (cepBep) — Active Directory Server/cepsep LDAP:
e HACTPOEHHbIM B OMNepauuoHHoW cucteme nopT ana Kerberos, wncnonb3yetcs ans
aBTOpM3auny;

e LDAP — ctaHgapTHbIY nopT LDAP (389 UDP), He ncnonb3yetcs Ans aBTopu3aLmm.

Bonee noapobHoe onucaHMe HaCTpoek KOHOUrypauum MOXHO MOCMOTPETb BO
BCTPOEHHOW CnpaBKe, KOTOpas Bbl3blBAaETCA C MOMOLLbKO KHOMKK </[Tomouwjb> Ha naHenu
MHCTPYMEHTOB YTUAUTbI agMuHucTpupoBaHma AM Console (pa3gen <KoHdhuzypauyuoHHeie
datinel — am.ini>), niv B pasgene Napametpbl PpaiinoB koHPUrypaumum am.ini u pha.conf.

11.1.3. HacTtpoiika nonb3oBateneu ana noawmoueHua AM Console
K MeHe)Kepy areHToB

Echn B cekummn [user] ¢panna koHbUrypaumm am.ini He HacTpOeHbl NoJib30BaTeNN ANd
noakaroveHnsa Kk MeHeakepy areHToB (cepsepy ACMO) uepes yTUANTy agMUHUCTPUPOBAHNSA
AM Console, BBOANTb NMA MOAb30OBaTeNA M Napoab ANA NOAKAHOYEHUA He Tpebyetcs. YTobbl
HaCTpPOWUTb MOJIb30BaTeNs ANA MOAKAKOUEHUs YTUAUTBI aaMUHUCTpupoBaHua AM Console k
MeHeAXepy areHTOB, BbINMOJHUTE Caeaytollme AeNCTBUS:

1. C nOMOLWbIO YTUAUTBI aA4MUHUCTPUPOBAHUA NMOAKIOUMTECH K MEHEeAKepY areHToB n

pobaebTe B danin am.ini cekUmIo [user] C yKazaHWMEM MMEHWN NOJ/Ib30BaTeNs N ero Poau
WU pa3peLleHmnm, HanpumMep:

[user]
name=administrator
role=admin

2. Haxxmute KHOMKY <COXpGHuMb> nmnoareepanTe COXxpaHeHMe BHECEHHDbIX N3MEHEHUN.
B kauecTBe nmeHn nosb3oBaTens YKaxkunte nMAa BHOBb AO6aBﬂeHHOI'O nonb3oBaTenAa (B
3TOM npumMmepe administrator) ﬂaponb OCTaBbTe MYyCTbIM, MOCKOJIbKY OH Ha 3TOM
3Tane eule He 3adaH.
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3. Ytobbl 3aaaTb Napo/ib NOAb30BaTENA, YCTaHOBUTE NMOAKIFOUEHNE K MEHEAKEPY areHTOB
(B OKHe 3anpoca pekBM3MTOB B 3TOM NMPUMEpPE BBEAMUTE administrator 6€3 napons).

4. Mocne ycTaHOBAEHMA NOAKIOUYEHWNSA LLENKHUTE er0 NPaBOn KHOMKOW MbIlK, Bbibepute
NyHKT <Ceolicmea nodK/IlDYeHUA> N HaXXMUTe KHonky <Ceolicmea cepsepa>.

5. B nosasuBlIeMcA OKHe BBeAWUTE MapoJib Mojab3oBaTens U noatTsepauTe ero. [lpu
HeobXxoAMMOCTU ycTaHOBUTE dnaxok <CoxpaHume naposs>.

PucyHok 11-7. Hacmpolika naposisi nosns3oeamens 013 nodkaoyeHus AM Console

MnA cepsepa:  Moe NoaknioYeHHe

URL: localhost

MonbsosaTens: administrator

rEeme CeolicTsa cepeepa X

L] CoxpanmTy —
MNonbsosaTens: | administrator

CeolicTES Cepeepa oK Mapons: sessssss

oK OTHeHa

6. Mocne BbINONHEHUS 3TUX AENCTBUN AN MOAKNHOUEHUS K MEHeaKepy areHToB C
MOMOLLbIO YTUANTBI agMUHUCTppoBaHusa AM Console Byaet TpeboBaTtbCs BBOA MMEHM
noab3oBaTens n napoas. ims nonb3oBaTtens n NapoJib COXPaHATCA B X3WMPOBAHHOM
Buge B danine am.sec B KaTanore yCTaHOBKM MeHezXepa areHToB (Mo yMOAYaHuHo
C:\asmo\server\ B8 OC Windows wnau /opt/asmo/server/ B OC Linux).

11.2. Hacrpowuka ¢panna pha.conf

[danee HeobxoamMMo HacTpouTb dainn obLmx HaCTpPoeK ANs BCeX areHToB cepsepa. [naa
3TOrO LWeNKHUTE CTpenKky KHoMnkn <Pedakmuposames INI-cpatin 015 evibpaHHozo cepeepa>
Ha NaHean UHCTPYMEHTOB U BbibepuTe NyHKT <Hacmpoliku azeHmoe (pha.conf) >.

PucyHok 11-8. PeOakmuposaHue Hacmpoek acex azeHmos cepsepa

[@8) AM Consolev 5.2.438

Cepsepsl - ‘2 @ =|| AreHTel 0 z @l _'
arpyska

Cepeep @ HacTpoiiku areqTos (pha.conf)
& Moe nogrniouenne

KoHdurypaums xpanutca B parne pha.conf. B 3Tom npvmepe Heob6XxoAMMO HacTpoOUTb

reHepaTopbl AeHTUOUKATOPOB ANSA Y3/10B AepeBa MeTagaHHbIX. B danne pha.conf Beegute
HaCTPOWKMW, MPeACTaB/lEeHHbIE Ha PUCYHKE HUXeE.

PucyHok 11-9. Hacmpoliku scex azeHmos cepsepa

[E8 CONF-gaiin cepeepa Moe nogrnrouerne - m} X
@ =» Q /@

generator.no = 0

generator.no = 0
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[eHepaTOp HEOOXOAMM ANA CO3AaHNA YHMKaNbHbIX MAEHTUOMKATOPOB 3anucen Tabauv, n
obbekToB ACMO. leHepaTop ¢ HomepoMm 0 o3HauvaeT uTto ByAeT MPUMEHATCA BHYTPEHHWUN
aNropuT™M reHepaumm CTaTUCTUYECKN YHUKaNbHbIX 64-6UTHBIX MAEHTUPUKATOPOB.

Bonee noagpobHoe onvcaHve MOXHO MOCMOTPeTb BO BCTPOEHHOW CnpaBke, KOTOpas
BbI3bIBAETCA C MOMOLBID KHOMKU <[lomMouwjb> Ha NaHeNn WHCTPYMEHTOB YTUANUTDI
aaMuHnctpupoBaHus AM Console (pasaen <KoHduzypayuorHeie gaiinel — pha.conf>) nau
B pa3gene MapameTpbl paitnoB koHpurypaumm am.ini u pha.conf.

11.3. YcTaHOBKa areHra

MNocne BbINOAHEHMSA HACTPOeK MOAKAHOYEHMA Mepes MNepPBUYHbIM 3amyckoM areHTa
06a3aTeNIbHO HEO6XOAMMO YCTaHOBWUTb Ha CEPBEP areHT. 3TO MOXHO CAenaTb C MOMOLLbIO
MexaHu3Ma O6HOBAeHMI. Haxmute kHonky <O6HoesieHusi>, 4TObbl OTKPbITb OKHO ANS
JobaBneHns 06HOBNEHUI.

PucyHok 11-10. Omkpeimue okHa 015 dobasneHus 06HoseHul

[ AM Consolev 5.2.438

Cepsepkl E@ T | AreHTHl 0 o @l tj’

JBHoBNEHWA
O aFl i 4 N [ J oD

Cepeep AreHt 3arpys3ka

Mepengnte B pasgen <AzeHmeoi> U HaXMUTe KHonky </Jobaeume>. MNoSBATCA OKHO
Bblbopa danna areHTa. Boibepute HyxHbI Gann (pha-5.xxx-windows.zip wan pha-5.xxx-linux-
x64.zip, B 3aBUCUMOCTN OT OMepaLMOHHOW CUCTEMbI CEPBEPA, Ha KOTOPbIV YCTaHaBAMBAETCA
areHT) U NoATBEPANTE BbIOOP.

PucyHok 11-11. ¥Ycma+oska obHoeneHus azeHma 013 OC Windows

[# O6Hosnerusn — O =

@ MNepewrraTe O,qoﬁasm'rb \)(qucn(a

Obrosnerna

Taiinel obHosnenni updates/agent v Jara daiina
Knunentel win32

ToHkne KnneHTol web

ToHKNE KNMEHTEI win32

Tonkne KnnenTsl linux 4

AM

11.4. YcTraHOBKa O6HOB/1IeHMMA

B npouecce paboTbl cnCTeMbl BO3MOXHa YCTaHOBKa Ha cepBepe OOHOBAEHWNA Pa3INUHBbIX
€e KOMIMOHEHTOB W KNMEHTOB. [111 3TOro MCnoab3yeTcsi OKHO A06aBAeHNs 0O6HOBAEHNI. B 3TOM
OKHe NpeAyCMOTPEeHbI CleAytoLme passenbl:

o <Knueumer win32> — 3arpy3ka darinoB OOHOBNEHWNIA ANA KAMEHTOB Bepcumn 5.x (phx-

5.xxx-windows-x32.zip);
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o <ToHkue KknueHmsl web> — 3arpy3ka ¢aninoB OBHOBNEHWWA, HeobXOAWMBIX ANA

paboTbl Be6-KNMEHTOB (asmo-re-6.xxx-web-wasm32.zip);

o <ToHkue KaueHmsl win32>— 3arpyska ¢annoB OOHOBNEHWWA ANA  KJINEHTOB

Bepcum 6.x ana Windows (asmo-re-6.xxx-windows-x32.zip);
o <Toukue KnueHmsol linux64> — 3arpy3ka ¢$avNoB OOHOBNEHUN ANA KIMEHTOB
Bepcum 6.x ana Linux (asmo-re-6.xxx-linux-x64.zip);

o <AzeHmbl> — 3arpyska Gpannos 06HOBAEHWNI A5 areHToB (pha-5.xxx-windows.zip nav

pha-5.xxx-linux-x64.zip, B 3aBUCMMOCTM OT OMnepaLmoHHoON cnctemsl cepepa ACMO);

e <AM> - 3arpy3ka ¢annoB OOHOBNEHWUA ANA MeHeaXepa areHToB (am-5.xxx-

windows.zip nan am-5.xxx-linux-x64.zip, B 3aBUCUMOCTN OT OMepPaLMOHHON CUCTEMbI
cepsepa ACMO).

Ecav npuv nogkntoyeHun KaveHTa Bepcum 5X wmam 6.X Ha cepBepe AN Hero
obHapyxunBaeTcs O0OHOBNeHMe 6onee MNO34HEN BePCUMW, MNONb30OBATENO KAMEHTa Oypet
npesnoxeHo npowvssectn ob6HoBaeHne. B OC Linux o6HOBNeHMe KAMEHTOB OyaeT
NPOWU3BOANUTBLCA LIEHTPaNM30BaHHO TOAbKO B TOM C/yyae, €CNM YCTaHOBKAa KAMEHTa
npoussoaunace w3 ZIP-apxuBa M nanka, B KOTOPOW HAaXOAUTCA KAMEHT, AOCTyMnHa
nonb3oBatento OC pna 3anucn. OBHOBAEHME OCTa/lbHbIX KOMMOHEHTOB CUCTEMbI MPU
fobaBneHnn 6onee NO3JHNX BEPCUA Ha CEPBEP MPOM3BOAMTCA aBTOMATUYECKM.

11.5. 3anyck arenra

MNocne HacTpOWKM MOAKNKOYEHMA W yCTaHOBKW danna areHTa Ha cepBep (YcTraHoBKa
areHTa) MO>XHO 3anyCTuUTb areHT. [lna 3TOro LWesKHUTE MMSA areHTa NpaBol KHOMKOW MbIlN U
BbibepuTe B KOHTEKCTHOM MEHO MYHKT <3anycmume>.

Pucyrok 11-12. 3anyck azeHma

[ AM Console v 5.2.438

CepBepk @ - 2 E v | AreHTel 0 2 @}z. @ Q/
Cepeep Arent 3arpyska

YT r—
WhbopMaya
g BnoxkwposaTte

PasfinokmposaTs
1
@ 3anycTuTe
|

OcTaHoBNT

Ecnv Bce HacTpOeHO KOPPEKTHO, NMpu 3anycke areHTa 3HaYoK HanpoTUB MMEHW areHTa
CTaHeT 3eneHbIM. BnocneactBum areHT MOXeET 3anyckaTbCAd aBTOMAaTUYeckM MO MepBOMY
3anpocy kaneHTta. B cnyuyae OTCYyTCTBMS aKTUBHOCTU KAMEHTOB B TeueHue 10 MUHYT areHt
aBTOMaTU4YeCcku OCTaHaB/IMBAETCA.

PucyHok 11-13. YcnewHblli 3anyck azeHma Ha J10Kaa6HOM KoMneromepe

[E& AM Consolev 5.2.438 - O >

Cepsepbl @ - ‘2 @ v | AreHTel 0 5 @l @ é)

Cepeep AreHt 3arpyzka | Java heap | Kawentel Mogkniouenna b/ MetaganH

E ACMO rpadmuecknii pegaktop 0% 220.2ME [0] 66/ 6000 ME 2 PGSOL /floca
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B none <b/] memadaHHbIx> yKa3biBaeTcsa 6a3a faHHbix PostgreSQL, k kotopon 6bi10
OCYLLEeCTBNEHO MNOAKAOYEHMe. Ha pucyHke Bbille OHa pacrnosiaraeTca Ha J0KaJbHOM
komnbroTepe (localhost), a Ha pucyHke HuXe — Ha yaaneHHoM ¢ IP-agpecomM 192.168...

PucyHok 11-14. YcnewHsll 3anyck azeHma Ha yoaneHHoM cepaepe

(@8 AM Consclev 5.2.438

Cepsepsl @ - ‘2 @ - | AreHTel 0 z @l @ ‘i))

Cepeep Arent A| 3arpyska | Javaheap | Knwenter Mogenrouenna bf MeraganHex
£ Moe noakntouenne * ACMO rpadmueckui EREIEYJw =T TE 1 PGSQL //192.168

D ¥aanenHoe nogrnroueHmne

Mocne ycrnewHoro 3amycka areHTa MOXHO MOAKAHUATbCA K HeMy C MOMOLLbLO
COOTBETCTBYHOLUMX KAMeHTOB. [ns paboTtbl ¢ npuMepoM 6a3bl AaHHbIX NPOPECCUOHaIbHON
BEPCUM HaCTpoeHbl nosib3oBatesb prof v agmuHuctpatop profadmin (BBOg napons He
Tpebyertcs).

11.6. Kondurypuposanme cepsepHoi uactm 6e3 yTmamrbli
AM Console

KoHdurypnposaHvne cepBepHon uyactm «ACMO-rpadumueckni  pepaktop»  6e3
MCNONb30BaHMA  YTUAUTBI  agMuHUCTpUpoBaHna AM Console 3akntouaetca B pyyHOM
peaakTMpoBaHum Gannos KOHGUrypaumm am.ini v pha.conf B COOTBETCTBUN C NPUBELEHHbBIMM
B NPeALLIECTBYOLLMX pa3Aenax 3TOW rnaBbl MHCTPYKLMAMM, @ TakKe B BOCCO34aHNN CTPYKTYpPbI
KaTanoros OBHOBMEHWMW W 3anycka. Hanpumep, nocne yCTaHOBKM WM HACTPOMKWM 3amnycka
MeHeaxepa areHToB KoHburypuposaHue B OC Linux ocyuiectBafeTca caegyrowmm obpasom:

1. Co3ganTe B KaTanore yCTaHOBKW MeHeAXepa areHToB (/opt/asmo/server) davn am.ini n

BBEAMTE B HEM HEOHXOAMMbIe HacTponkm nogkntoueHuns (PucyHok 11-5. Hactpoiiku
NOAKJ/IIOUYEHUA K areHTy), Kak OMNMCbIBAeTCA Bbllle MO aHalorMMmn C HaCTPOMKOKW Yepes
AM Console, Hanpumep:

[agent]

id=vip

name=ACMO rpadrdeckmy pemakTop

args=--jmem 6000 --login PGSQL //localhost:5432/asmo_scheme shablon
asmo_sheme 12345 --mtdlogscheme asmo_sheme --wasm

http port=8099

2. Co3pavite B KaTasiore YCTaHOBKM MeHeAXepa areHToB (/opt/asmo/server) dainn pha.conf
N BBEAMTE B HEM HEOBXOAMMble HAacTpPOVKK areHToB (PucyHok 11-9. Hactpowvkun Bcex
areHToOB cepBepa), KakK OMWCbIBAaeTCs BbIe MO aHalorMM C HacTPOMKOMW 4epes
AM Console, Hanpumep:

generator.no = 0

3. Co3pavite B KaTanore yCTaHOBKM MeHegkepa areHToB (/opt/asmo/server) cnepyrowime
nankn ana pabotbl ¢ OO6HOBAEHMAMU KOMMOHEHTOB cuctembl ACMO (aHanornyHo
yCTaHOBKe OOHOBAEHUMA npu HacTporke uyepe3 AM Console, cM. YcraHoBKa
obHoBneHMI). B nocnegyrowem B 3T nNankm MoxXxHo byaet gobaenate o6HOBAEHMA
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COOTBETCTBYHOLUMX KOMMOHeHTOB cucteMbl ACMO B dopmatax zip. CrpykTypa
KaTa/sioroB onuceiBaetcs B Ganine am-readme.txt, KOTOPbIA BXOAUT B COCTaB apXxuBa C
ANCTPMOYTMBOM MeHezXepa areHTOB M pacrnakoBblBaeTCs BMeCTe C HUM B KaTajior
YCTaHOBKM:

e updates — kaTanor Ans pasmeLLeHns obHoBaeHMI (06sA3aTeNbHO);

e updates/agents — kaTanor 3arpy3ku ¢aninoB 06HOBAEHWM Ans areHToB (pha-5.xxx-linux-
x64.zip pns cepepa ACMO noa ynpaneHvem OC Linux) (o6sa3aTesbHO).
CooTBeTcTBYET pasgeny <AzeHmsi> Npu HacTporke obHoBnaeHn vyepe3 AM Console;

e updates/am — katanor Ansa 3arpy3ku danvinoB O6HOBAEHWW AN MEHEAXepa areHToB
(am-5.xxx-linux-x64.zip pna cepsepa ACMO nog ynpasneHvem OC Linux).
CootBetctByeT pasgeny <AM> npu HacTporike obHoBaeHNI Yyepe3z AM Console;

e updates/clients — kaTanor gna 3arpy3kv OOHOBNEHWNI KNVEHTOB;

e updates/clients/asmo-re-linux-x64 — noakaTanor Ans 3arpy3kn GannoB OOHOBIEHWNM
AN KAVEHTOB 6.X ana Linux (asmo-re-6.xxx-linux-x64.zip). CooTBeTCTBYeT pa3geny
<ToHkue kaueHmel linux64> npu HacTpolike obHoBNeHNI yepe3 AM Console;

e updates/clients/asmo-re-web-wasm32 —  nogkatanor  Ana  3arpy3kv  pannos
OOHOB/NEHUI, HEOBXOAUMbBIX Ans  paboTbl Beb-kKAMEHTOB  (asmo-re-6.xxx-web-
wasm32.zip). CooTBeTCcTBYyeT pasgeny <ToHkue kiaueHmosl web> npu HacTponke
obHoBneHu yepe3 AM Console;

e updates/clients/asmo-re-windows-x32 — noakaTtanor  Ana  3arpysku  dannos
0bHOBAEHWI AN KnneHToB Bepcun 6.x ana Windows (asmo-re-6.xxx-windows-x32.zip).
CootBeTcTBYeT pa3geny <ToHkue kaueHmMsl win32> Npu HacTponke OBHOBAEHWUIA
yepe3 AM Console;

e updates/clients/phx-windows-x32 — nogkatanor ans 3arpy3kuv ¢ansoB OB6HOBAEHUN
ANa  KaveHToB Bepcumn 5. (phx-5.xxx-windows-x32.zip). CooTBeTCTBYeT pa3sgeny
<Knueumeor win32> npwn HacTpouike obHoBneHnn yepe3 AM Console.

Pucyrok 11-15. Cmpykmypa kamasoza ¢ 06Ho8/AeHUAMU K1UueHmMos

fopt/asmosserverfupdates/clients x .
B asmo-re-linwx-x64 0 obwekToe  Manka
B asmo-re-web-wasm32 0 obwekToe  Manka
Bl asmo-re-windows-x32 0 obwekToe  Manka
W phx-windows-x32 0 obwektoe Manka

4.Tlpn NepBUYHOM KOHPUIYpUpPOBaHUN cCUCTeMbl obsa3atenbHo fobaBbTe dann
obHOBNeHMA areHTa (Hanpumep, pha-5xxx-linux-x64.zip pna  cepBepa NOA
ynpasaeHunem OC Linux) B nanky /updates/agents:
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PucyHok 11-16. fjobasneHue obHoseHUA azeHma 8 nanky /updates/agents

Jopt/fasmo/server/updates/agents X ol

pha-5.2.1031-linux-x64.
zip

MNpn HeobxopmMmocTn pobaBbTe B COOTBETCTBYHOLME Manku OOHOBAEHUA ANd
Pa3/INYHbIX KIMEHTOB. BnocneacTBum npu NoAKAHOYEHNM COOTBETCTBYHOLLNX KIVEHTOB
K HacTpavBaeMOMYy CepBepy, €CAN WX BEepCUs HMXe Bepcun OOBHOBAEHUS,
HaxoAsllerocs B COOTBETCTBYHOLLEM Marnke, Mo/Jb30BaTeNtO KAMeHTa Oypet
NpeAoXXeHO NPON3BeCTN OBHOBEHME.

. Mepe3anyctnte cny>xby MmeHeaXepa areHTOB C MOMOLLbIO C/IeAyHoLLEeN KOMaHAb! (415

OC Linux):

sudo systemctl restart asmod

MNocne nepesanycka cnyxbbl MeHegXepa areHTOB K/AMEHTbl MOTyT MOAKAYATbCA K
cepsepy ACMO. AreHT MOXeT 3anyckaTbC aBTOMaTUYeCKM Mo nepBOMY 3anpocy KaneHTa. B
cyyae OTCYTCTBMS aKTMBHOCTWM KAMEHTOB B TeyeHwe 10 MMHYT areHT aBTOMaTU4YeCcKu
OCTaHaB/AMBaETCA.

11.7. HacTpoiika orpaHMueH A A1A NapoJier noJsib3oBaTesiei

[na MexaHM3MOB ayTeHTUDMKAL MM Ha OCHOBE Napo/a PEKOMEHAYEMbIE XapaKTEPUCTUKM
napons fOMKHbI ObITb CEAYOWMMU:

MWHWMabHasA AANHa napona — 8 CMMBOJOB;

pa3mep andasuta — 70 CcUMBONOB;

MaKCMManibHOe KOJAMYEeCTBO HeyCrelwHbIX MNOMbITOK ayTeHTudumkaumm (BBOAA
HenpaBW/AbHOrO Napons) — 3-4 NONbITKK;

610knpoBKa/pa3bnoKMpoOBKa MPOrpaMMHO-TEXHUUYECKOTO CpeacTBa WAM  YYETHOW
3anMcn noJsib3oBaTens B C/ydae [OCTUMXKEHWA YCTaHOBNEHHOro MaKCMMaibHOro
KOMYEeCTBa HeycCneLlHbIX NOMbITOK ayTeHTupukaumm ot 15 g0 60 MUHYT;
Nepuoan4YHOCTb CMeHbI Napons — He 6onee 60 gHewn;

MMS NONb30BaTeNA — YHUKA/IbHOE, YYBCTBUTE/IbHOE K PErncTpy;

3anpeT NycTbiX Naponey;

MCMONb30BaHMeE CAOXHbBIX Napoaen (cogepxkaT 3ariaBHble, CTPOYHble BykBbI, LMbpPbI 1
cneumanbHble CUMBOJbI, HE COAEePXXaT OUYEBUAHbIX U Nerkux A4 nogbopa BblpaxeHun);
3anpeT coBnaZeHna HOBOro Napons C NpeablAyLmM.

Hactpoiika orpaHnyeHnm, HaknaaplBaeMbix Ha Napoau noab3oBaTenen cncrembl ACMO-
rpaduyeckmi pesakTop, OCYLLEeCTBASETCS C MOMOLLLIO (aNoB KOHPUrypauum Ha ypOBHe
MeHegxxepa areHToB (cepep ACMO, dain pha.conf) nam oTaenbHbIX areHToB (MOAKAHOUEHWN
k B, PostgreSQL, dann am.ini). CooteTcTBytoWMe daninbl KOHOUTypaLUM HaxoaaTcs B
KaTasore yCTaHOBKWM MeHezXepa areHToB (o ymonyvanuto C:\asmo\server\ 8 OC Windows nan
/opt/asmo/server/ B OC Linux).
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B ¢arine pha.conf moryT 3asaBatbca cnesyrouime HaCTPOWKN OrpaHUYEHUA Ha YpPOBHE
MeHeakepa areHToB (cepsep ACMO), KOTOpble MPUMEHAOTCA KO BCEM areHTam Ha cepsepe
(3HaueHns npuBeseHbl Ana npumepa). B cnyyae HecooTBeTCcTBMA 3agaHHbIM TpeboBaHUAM
Nnosib30BaTeNt0 OTOHpaXkaeTcAa COOTBETCTBYHOLLEE MPeAynpeXaeHme:

auth.password.min.length=8 — OrpaHN4YeHNE Ha A/INHY NapPOad,;

auth.fail.count=3 —  MakKCMMaJbHOE€  KOJAMYECTBO  HEYCMewHbIX  MOMbITOK
ayTeHTUdUKaumn. B ciyyae npeBbllleHMA 33JaHHOIO KOJIMYECTBa HeyCrelwHbIX MOMbITOK
ayTeHTUdMKaLMM yyeTHas 3anucb MNo/ab3oBaTens OA0KMpyeTCcA A0 MOMEHTa Mepesanycka
cepsepa ACMO, anbo o MoOMmeHTa ee pa3bOKMPOBKM afMUHUCTPATOPOM BPYUHYHO B
KapTouke YYeTHOW 3anuncy;

auth.period.validity=60 — NEPUOANYHOCTb CMEHbI MAPOAA B AHAX;

auth.password.not.empty — 3alpPeT NyCTbIX napone|7|;

auth.password.complex — Tpe6OBaHI/Ie NCMONb30BaTb C/OXHbIE Napoan (coaep>kaLumx
CTPOYHbIE, NPOMUCHbIE CUMBObI, LIMOPbLI N CreLnanbHblie CUMBOJIbI);

auth.password.different — 3aMfpeT COBMNajgeHNA HOBOIro Nnapo/ia C npeablayuinm.

B danne am.ini Moryt 3agaBaTbCs C/leAyrOLIME HACTPOUKWM OrPaHUYEHUN Ha YpPOBHE
OTAEeNbHbIX areHToB (noakatoueHus kK bJl) (3HaueHus npuBeaeHbl 4na nNpumMepa). Hactporkn
3a4at0TCA B BUAE KNOUEN B MapaMeTpe args A8 COOTBETCTBYHOLLErO areHTa:

--auth.password.min.length=8 — OFpaHN4YE€HNE Ha AIMHY NapPONd;

--auth.fail.count=3 — MaKCMMaJbHOE€  HeycCrnewHoe KOJMNYEeCTBO  MOMbITOK
ayTeHTUdunKaumm;

--auth.period.validity=60 — MEPUOANYHOCTb CMEHbI MAPONA B AHAX;

--auth.password.not.empty — 3anpeT NyCTbIX napone|7|;

--auth.password.complex — TPeOOBaHME NCNOAb30BaTb COXHbIE NAPOAM (COAEpP>KALLNX
CTPOYHbIE, NPOMUCHbIE CUMBOJIbI, LLUDPBI U CreLmanbHblie CUMBOJIbI);

--auth.password.different — 3anpeT COBNajgeHMA HOBOIro Napoaa C npeablaywnm.

11.8. NMapameTpb! painos Konpurypauum am.ini n pha.conf

11.8.1. ®an am.ini

B danne am.ini (HaxoauTcs B KaTasore YCTaHOBKM MeHeykepa areHToB) 3ajaroTcs
HaCTPOWKW 3aMnycKa areHTOB, a TakXXe HaCTPOMKKN AN paboTbl MeHea>Kepa areHToB. HacTpouku
pa36I/ITbI Mo CeKUumMAaM: common, user U agent.

B cekummn common 3a4ar0TCA HAaCTPOWKM ANA MEHeAXepa areHTOoB(CcepBepa NPUIOXKEHUN).
JTa cekums He aBnsetcs obasaTtenbHon Ans QYHKLMOHWPOBAHUA MeHezXepa areHToB. B
cneayrowen Tabanue nepeuncieHbl mapaMeTpbl CEKLUM common.

MNapameTp OnucaHwue
id CTpOKOBbIN NAEHTUOUKATOP CepBepa MPUAOKEHNNA.
MopT AN NOAKNKOYEHUs K CepBepy NPUAOXeHWA. Ecam He
client_port 3agaHo, To ByAeT MCNOAb30BaTbCA 3HAaueHMEe MO YMOJYAHUIO
(06biyHO 5001).
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|_|OpT AnAa B3aVIMO,£I,el\/JICTBVIFI C 3anylweHHbIMW areHTamMmu. Ecan He

agent_port 3afaHo, To ByAeT MCNOoAb30BaTbCA 3HAYEHME MO YMOJYaHUKO
5002 (UDP).
MopT ans nogkntoueHns web-nonb3oBatenen. Ecav He 3asaHo,

http_port TO nogkntoueHne yepesz web Hyaer HeBo3MmoxHO. [lo
ymonuyaHuto He aktmeeH (TCP).

welcome Ctpoka npvBeTcTBUA Ans web-nonb3osatenen.

ip_mask Macka IPv4—Ua,u,pecos, KOTOPbIM pa3speLlléH AOoCTyrn K cepBepy

~ NPUNOXKEHUN.
ban_mask Macka |IPv4-agpecoB, KOTOpbIM 3arnpeLléH AOoCTyn K cepsBepy

NPUIOXEHWN.

long_operation_timeout

JIMMUT BpeMeHN B MUANUCEKYHAAX AN AJIUTENbHbBIX OnepaLuii
areHToB, NPV MpPEeBbIEHUM 3aflaHHOTO AWMWUTA areHT byaet
CUMTaTbCA 3aBUCLLMM U ByAeT OCTaHOBJIEH.

mail.server

Aapec SMTP-cepBepa A1 yBeAOMAEHWIA.

mail.account

AZApec 371eKTPOHHOW MOoYThl, C KOTOPOro byayT oTnpaBAATbCA
yBEeAOMNEHWS.

mail.login

ima nonb3oBatena SMTP-cepsepa.

mail.password

MNaposb nonb3oBatensa SMTP-cepsepa.

admin.mail

AZpec 31eKTPOHHOW MOYThbl, HAa KOTOPbIN ByayT OTNPaBAATLCA
yBeAOM/IeHUsA. DTOT NapaMeTp MOXHO 3a4aTb HECKObKO pas3 A/1d
TOro, YTO6bI OTMPABAATL YBEAOMIEHNA Ha Pa3Hble ajpeca.

xmpp.server

Aapec XMPP.

Xxmpp.account

YueTHasd 3anucb XMPP.

xmpp.login

mga nonb3oBaTtena XMPP.

xmpp.password

MNaponb nosb3osatens XMPP.

admin.xmpp

Nmsa agmuHnctpatopa XMPP.

warn.memory.percent

MpoueHT  ncnonb3oBaHWA  MamAaATM  Ha  CcepBepe, npwu
NpPeBbILEHNN KOTOPOrO aAMUHUCTpaTopaM ByaeT OTnpaBaeHO
yBeZAOM/IeHNE C NpeaynpexaeHNeM.

warn.gc.percent

MpoueHT BpeMeHn cbopkin Mycopa Ha areHTe, Npu NpeBbILLEHUN
KOTOPOro agMuUHUCTpaTopam byaeTt oTNpaBaeHO yBeJOMAEHME C
npeaynpexaeHnem.

fqdn

MonHoe nmsa cepsepa (Fully Qualified Domain Name), kotopoe
byseT MCnonb3oBaHO B ajpece AnA 3anycka bHpaysepa Ha
CTOPOHE KJIMEHTA.

B cekuum user 3afar0TCA MO/b3OBATENN U UX POAN ANA MOAKNOUEHUSA K MEHeAXepy
areHToB 4Yepe3 koHcosib AM Console. Kaxabiv nosb3oBaTenb 3aaeTca B OTAENbHOW cekumun. B
cneayroLen Tabanue nepeuncieHbl NnapaMeTpbl CEKLUN user.

MNapameTp

OnucaHue

name

VimMa nonb3oBaTens.

PykoBogcTBO no ycTtaHoBKe (MpodeccroHanbHas Bepcms)

104




ACMO-rpaduyeckunii pegaktop MnaBa 11. KoHpurypuposaHue areHTa u MeHexepa areHToB

permissions MNpaBa goctyna. 3HayeHue napameTpa rw O3HayaeT poJb
aAMVHNCTPATOpa. 3HaYeHWe ro 03HayaeT poJib MONb30BaTENS.
MpaBa gocTtyna. 3HayeHne napameTpa admin O3Ha4aeT posb

role aAMWHUCTpaTopa.  3HayeHMe  user  O3HayaeT  pofb
nosb3oBaTens.

B cekumn agent 3aAaroTcA MapamMeTpbl 3amycka W HacTPOWKM areHToB. Kaxkabld areHT
3ajlaeTca B OTAEeNbHOW cekuumw. B cneapyrowent tabanue nepeuncieHbl napameTpbl CeKLMM

agent.
MNapameTp OnucaHue
CTpOKOBbIN  MAeHTMOMKATOP areHTa. 3HauyeHue 3TOro
id napameTpa AO/KHO ObiTb YHUKaNbHO B npegenax AaHHOro
MeHe/pKepa areHToB.
name CTpokoBoOe nma areHTa. 3HauyeHue 3TOro napameTpa AOKHO

6bITb YHMKaNbHO B Npejenax JaHHOrO MeHeAXepa areHToB.
KomaHga 3anycka areHTta. [NpumeyaHue: ana 3anycka areHrta
cmd HeobXoAMMO MCMONAb30BaTb OAMH U3 NapameTpoB MO0 cmd,
nmbo args, HO He oba NapameTpa cpasy.

ApryMeHTbl 3anycka areHTa, yKa3blBatoTCA 4epe3 JBOWHOW
pedwuc. Ecnm 3agaH 3TOT nmapameTp, TO areHT C Bepcuewn,
3alaHHOWN B MapamMeTpe ver, aBTOMAaTUYeCKN YCTaHOBUTCA U
byaeT ncnonb3osBaH Ans 3anycka. [pumeyaHune: anda 3anycka
areHtTa HeobXoAMMO WCMOAb30BaTb OAMH W3 MapameTpoB
b0 cmd, AMMbBO args, HO He 0ba NapameTpa cpasy.
MapameTp args MNO3BONAET OMpPeAeNATb JOMONHUTENbHbIE

HaCTPOWKW 3anycka areHTa:
login <Ttumn CYBI> <cepBep 0Oasbl OaHHHX:[IO0pT/0a3a IaHHBX>

<mMAa noJjip3oBaTena BI> <naposk nojb3oBaTeia B> — CTPOKa
NOAKAOUEHMA K Ba3e AaHHbIX;

mtdlogscheme — UMSA CXEMbI, ONpeaeneHHON B 6ase faHHbIX
NS XPaHEHUS UCTOPUN METajaHHbIX;

wasm — OOfi3aTeNbHO YyKa3blBaeTCA, €eCau MnaaHupyeTcs
MOAK/MOYATLCA K areHTy C WCNoab30BaHMEM Opay3epHbIX
BEPCUM KJIMEHTOB;

tracesql — BK/IOYaeT pexuM  TPacCUPOBKWU  Ans
nosHoTekctoBon 3anucn SQL-3anpocoB B daunn XypHana
areHTa;

enablejobfolder — MAEHTM¢MKaTOp nankn B JAepeBe
MeTaZlaHHbIX, KOTOpas COAEPXWUT Y3/bl MAAaHUPOBLLNKOB
3agaHun. T. e. MOXHO areHTy npuv 3anycke, rae HaxoAATCH
y3/bl C 3ajaHuAMK, KOTopble emy Heobxogumo 6yaer
BbIMOJIHATD;

args
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enablejobs — pa3peLlaeT BbINOJIHEHNE BCEX MJIAHNPOBLLNKOB
3a/laHM areHTa;

anon_http nodes — TMNepedyeHb Y3JIOB METadaHHbIX, ANA
KOTOPbIX pa3peLlaeTca aHOHUMHbIV 3anyck;

logtail — KOJMYECTBO CYTOK, 3@ KOTOpPble CO3AaroTcs Ganbl
XypHana,

auth.password.min.length —OrpaHN4YeHNe Ha AJIMHY NapOif;
auth.fail.count — MakKCMMaJibHO€ KOJINYECTBO HEyCNeLHbIX
nonbiTOK  ayTeHTudukaumn. B  cayyae  npesbieHUA
3ajaHHOro Konn4yectea HeycCneLwHbIX MonbITOK
ayTeHTndumkKaumm yyeTHas 3anuncb nonb3oBaTens
6nokupyetcs A0 MOMeHTa nepesanycka cepsepa ACMO,
nmbo p0 MOMeHTa ee pa3biOKMPOBKN aAMUHUCTPATOPOM
BPYYHYH B KapTOUKe YYETHOW 3anncy;
auth.period.validity — NEPUOANYHOCTb CMEHbl Mapo/sAa B
AHAX;

auth.password.not.empty — 3afpeT NycrbIX naponeﬁ;
auth.password.complex - Tpe6OBaHI/Ie MCcnosib30BaTb
CNOXHbIEe Napoan (coaep>kawmx CTPOYHble, MPOMUCHbIE
CMMBObI, LI,I/Iq)pr M cneunasibHble CUMBOJIbI);
auth.password.different — 3aNnpeT cCoBMageHMA HOBOIO
napons C NpebiAyLnm.

OrpaHuueHve Mo avana3oHy Bepcui cepsepa. [Mapametp
MCMONb3YeTCd COBMECTHO C MapamMeTpoM args ANA
OrpaHU4YeHnss BepcuM areHTa (ecam He  3ajaHo, TO

ver MCNONb3yeTCA BepcMs C  MakKCMMajbHbIM  HOMEPOM).
Hanpumep ver=5.2 oOrpaHv4yvMBaeT BEpPCUIO AMana3oHOM
[5.2.0 — 5.3.0), ver=5.2.132 OrpaHuumMBaeT NO KOHKPETHOW
BEPCUMN.

description TekCTOBOE OMnuncaHue areHTa.

icon OTHOCKTENBHbIA NYTb K Galay C UKOHKOW A1 areHTa.

application NpeHTndumkatop npunoxenus. Vicnonbsyetca ansa duabtpa
Npu NONYyYeHUN CNNCKA areHToB.

ip_mask Macka IPv4-agpecoB, KOTOpPbIM pa3peLléH AOCTYN K areHTy.

ban_mask Macka IPv4-aspecoB, KOTOPbIM 3anpeLLéH AOCTYN K areHTy.
Ecam  yctaHoBneH 3TOT  napameTp, TO areHT Oyaet

runAtLeastOnce aBTOMaTMYeCKM 3anyLeH OAMH pa3 Npu KaXxaoM nepesanycke
MeHe/ Kepa areHToB.
OUKCMPOBaHHBIN NOPT A8 MNOAKNOUEHMUSA KNNEHTOB K areHTy.

client_port Ecav napameTrp He 3agaH, TO nopT OyaeT Ha3HauyaTbCA
aBTOMaTUYeCKMW.

<ched 3anyck areHTa no pacnmcaHuto.

Pacnuncaxne 3arnycka 3a4aéTcAa B HaCTpOIZKaX areHTa:
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sched={{*/}xM} {xw} {{*/}xd} {{*/}xh}{{*/}xm}-
{({*/ =M} (xw} {{*/}xd}{{*/}xh}{{*/}xm}

rae:

M-mecay, d-geHb, h-uyac, m-mMuHyTa, W-AeHb Hezenn, Xx-
4ncno, */ - Ana 3aflaHnA 3HayYeHnna B BUJE MHTepBaa.
MepBbIA AMana3oH 3ajaeT Bpems CTapTa, BTOPOMW - Bpems
OCTaHOBKW areHTa. PurypHble CKOBKM B HaCTpoOMKax He
nuwyTcs, a 0603HayaroT, YTO 31eMeHT B QUIrypHbIX CKOBKax
ABAAETCA ONUMOHANbHbIM.

[Mpumepsbi:

PaboTaTtb Kaxabi aeHb ¢ 8:00 no 18:30
sched=8h-18h30m

Kaxkabi geHb ¢ 9:15 no 17:15 kpomMe cy660Tbl 1 BOCKpPECEHbS
sched=1w9h15m-17h15m
sched=2w9h15m-17h15m
sched=3w9h15m-17h15m
sched=4w9h15m-17h15m
sched=5w9h15m-17h15m

OcTtaHOBKa areHTa no pacnncaHumtio.
restart time=HHI1:MMI{;HH2:MM2;...}

restart_time rae HH - uackl octaHOBKM, @ MM - MWHyTbl OCTaHOBKM.
durypHble CKOOBKM He nNUWYTCA, a MoKasblBatoT, uTO
OMUMOHAIbHO MOXHO 334aTb HECKOJIbKO YaCOB OCTAHOBKM.

MNopT ana noakntoueHus web-noab3oBatenen No NPOTOKONY

http_port HTTP, no ymon4anuio He aktueeH (TCP).

MNopT ana nogkntoueHua web-nosb3oBatenen NO NPOTOKONY

https_port HTTP(S), no ymonuaHuto He akTvseH (TCP).

Konnuectso npoueccos areHTa C dBTOMaTn4yeCckKnm

vvorker_processes
pacnpegeneHnem KameHToB Mexxay HMMN.

[lonosHNTeNbHOE KOAMYECTBO MamMATM B Merabamtax ans

heavy_extra_mem N
areHTa npeAHa3HauyeHHbIX 415 TAXENbIX 3aNpPOCOB.

11.8.2. ®ann pha.conf

®arin pha.conf cogepxut obLme HaCTPOMKN ANS BCEX areHTOB:

MNapameTp OnuncaHue

MonHbi nyTh K panay jym.dll. Heobxoaum, ecam areHt
He MOXeT aBTOMaTUyecku OnpeaennTb KaTtanor ¢
Java-mawmvHom uan Ans ABHOTO 3afjaHnA XXenaemoro
Tmna JVM (knneHT nan cepsep).

jvm=path

Homep reHepatopa naeHtndukaropos (ID) 3anncen,

generator.no=number
Y3/10B U T. A.

MyTe K Ganny c KNKOYaMU CEPBUCOB AN NMPOBEPKU

krb.keytab=file_path ayteHTndumkaumm B Active Directory.
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krb.service=service_name

Nms cepBuca n3 darna keytab ana knmeHTckou
ayTeHTUdunKaumu.

krb.httpservice=service_name

Nms cepsuca un3 danna keytab pns 6paysepHon
ayTeHTUdunKaumu.

mount_point.mount_name=file_path

Touka MOHTMPOBaHNA Ana AocTyna K darinam (MOXHO
HaCTPOWUTb HECKOJIbKO TOYEK MOHTUPOBAHWA).

blobfs.blobfs_name=file_path

MecTta xpaHeHua 6106 dannoB (MOXHO HaCTPOUTb
HEeCKONbKO MecCT xpaHeHuda). K nytn aBTomMaTnyecku
pobaBnseTca CTpoka NoAkaoueHus K Hase JaHHbIX
MeTaZlaHHbIX ANA M30AMpoBaHMA GanoB  Mexay
Pa3HbIMU areHTamu.

shared_blobfs.blobfs_name=file_path

Pa3zgensemble Mexay BCEMW areHTamMuM MecTa
XpaHeHua 6106 davnoB  (MOXHO  HacCTPOUTb
HECKONbKO).

jvmoptions Ctpoka_npameTpoB_aaa_java_MallyHbl.
|dap.host JomeHHoe nms cepsepa LDAP.
Nma rpynnbl nonb3oBatenerr B LDAP, uneHom
I KOTOpPOW Ao/KeH ObiTb Mosb30oBaTeNb, UTOObI
ap-group y4yacTBOBaTb B MpOLLeCCe WHTerpauum C CepBepoMm
NPUIOXKEHWN.
\dap.auth.dn MNonb3osatenb pana  ayteHtueukauum B LDAP

3anpocax B ¢opmMaTte oTaAnYmnTeNbHOro nmeHn LDAP.

|dap.auth.password

MNaponb nonb3osatensa ana LDAP 3anpocos.

|dap.base.dn

ba3zoBas uactb otamnumtenbHoro mmenHu (BASE DN)
obnactu nowucka nonb3osatens LDAP (obbiuHO 3TO
MM AOMEHaA).

|dap.attr.user

Nma atpubyta yueTHOM 3anucn AnA  Nowucka
nonb3oBatens B katanore LDAP (ecan He 3aaaHo, TO
3HayeHue no ymonyaHunto sAMAccountName).

Nma atpmbyta cnmvcka LDAP rpynn nonb3oBatens

|dap.attr.groups (ecam He 3agaHO, TO 3HayeHWe MO YMOJYaHWUKO
memberOf).
Mpr3HaKk HeobxoAMMOCTN BbIMOJHATL OTAE/bHbIN
LDAP 3anpoc Ha nojayyeHve cnucka rpynn
|dap.query.groups nonb3oBatens. Ecam Ha LDAP  cepBepe vy

nonb3oBaTens HeT B aTpubytax cnmucka rpynn, TO
noTpebyeTca 3anpoc Ha NONyYeHne STUX rpynn.

auth.password.min.length

OrpaHnyeHre Ha MUHUMaAbHYO AJVHY Mapons
no/sb3oBaTenemn.

auth.fail.count

MakcvManbHOEe KOJMYECTBO HEYCMELUHbIX MOMbITOK
ayTeHTUdMKauun. B cnyyae npesbileHNs 3a4aHHOMO
KOJIMUYECTBA HEYCMELIHbIX MOMbITOK ayTeHTUMKALMM
yyeTHas 3anucb MNoJsib3oBaTens 6AOKMpYyeTcs Ao
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MOMeHTa nepe3anycka cepsepa ACMO, anbo pgo
MOMeHTa ee pa3b/ioKMPOBKM aAMUHUCTPATOPOM
BPYUYHYHO B KAPTO4Ke YYETHOW 3arnuncu.

auth.period.validity Tpebyemas NepnoanNUYHOCTb CMEHbI NAPOSA B AHAX.

auth.password.not.empty 3anper nycTbix Napofen Nosb30BaTeNEN.

auth.password.complex (cogep>calymx CTPOYHble, TMPOMUCHbIE CUMBOJBbI,

TpeboBaHMe  UMCNO/Nb30BaTb  C/IOXHbIE  MApPOAU

UMdPbI M cneumanbHble CUMBOJbI).

auth.password.different 3anpeT coBnaZeHNs HOBOro Naposis C NPeAblAyLLMM.

key_store

Myt Kk danny KOHTEWHepa K/aoYen M naponb AnA
NoAKAYEHN No npoTokoay HTTP(S)

mount_point.csv

Touka MOHTMPOBaHMA CSV-dannos Aana
CUHXPOHM3aLUMN Noab30BaTeNen

11.9. BoamoixHblie npob6iembl

Ecan nocne HacTponku NOAKNOUEHNA K cepBepy, onpegeneHna KoHourypauum B dannax
am.ini v pha.conf, a TakXe yCTaHOBKW areHTa 1 HeobXxoAnMbIX OBHOBNEHWIA B COOTBETCTBMM C
NpeALLEeCTBYOLNMMN pasgenamMm areHT He 3anyckaeTcs (3Ha4OK areHTa He CTaHOBUTCSA 3e/1eHbIM
WA NPK 3anycke BO3HUKAIOT coobLeHns 06 owmnbke) nam K HeMy He NOAKNHOYAOTCA KANEHTBI,
ybeautech B cregytroLiem:

6blna NponsBeseHa YCTaHOBKa areHTa (YcraHOBKa areHra);

areHT 6bia1 3anyLeH (3anyck areHTa);

6bina Nnpomn3sBegeHa yctaHoBka Java Runtime Environment (YcraHoBka Java Runtime
Environment);

6bINN KOPPEKTHO yKazaHbl HACTPOWKM MogkntoveHns K 6ase gaHHbix PostgreSQL B
napameTpe args ¢anna am.ini, B ToM uncie nms 6a3bl gaHHbIX PostgreSQL, nms m
naposib nosb3oBatens asmo_sheme (HacTtpoiiku nogknroueHns K areHTy), a Takxe
npusunernn (Hactpovka npusuaernii ana poan);

HacTpPOMKM B MapameTpe args YykasaHbl 4yepe3 npoben 6e3 paspbiBOB CTPOK U
Bbl€/IEHbl YEPHbIM LLBETOM (CEpbIN LBET yKa3blBAeT Ha HEAKTUBHbIE MapaMeTpbl);
6blNM KOPPEKTHO HACTPOeHbl M OTKPbITbl COOTBETCTBYHOLLME CeTeBble MOPTbl A4
NOAK/IOUEHNA  KJIUEHTCKUX MPUNOXKEHUMA W  KOHCOAM  afMWHUCTPUPOBAHUA K
MeHeaKepy areHToB (Mo ymoayvanuio 5001) nan otaenbHbIM areHTam (Mo yMoaYaHUIo
Ha3HayaroTca aBTomaTuyeckn) (PucyHok 11-6. Hactpoiika nopTtoB  Anasa
NOAK/IIOYEHUA KJIMEHTOB K MeHeA)Kepy areHTOB M areHTam);

B dannax KoHdpurypaumm PostgreSQL paspelueH JOCTyn C ajpecoB, C KOTOPbIX
OCYLLLeCTBAAET MNOAKAOUEHUs cepBep npuaoxeHnn ACMO (paszenbl YcraHoBKa

PostgreSQL B OC Windows v YcraHoBka PostgreSQL B OC Linux);

ecn B KOHOUrypauuro MeHeXepa areHToB WM areHTOB BHOCWJIUCb W3MEHeHWs,
nepesanyctute cy>Kby meHeaxepa areHToB (<Cayxuber> — <ASMO Agent manager
(v5.x.xxx)> — <[lepezanycmums> B OC Windows Man sudo systemctl restart
asmod B OC Linux).
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Ecan owmnbky BCe e He yaaeTca yCTpaHWTb, Npu obpaleHnn B cnyxby noaaepxku
HeobxoAMMO yKa3aTb OMnepaLMOHHbIe CUCTeMbl, Ha KOTOPbIX YCTaHaBAMBaANCh KOMMOHEHTbI
cuctembl ACMO, a Takxke ncnosiblyemble BEPCUM ee KOMMOHEHTOB U KAneHToB. Kpome Toro, K
COOBLLEHNIO HEOBXOANMO MPUNOXUTL CoaepXKMMOoe dainnoB am.ini n pha.conf, cogepxunmoe
nanku c noramm cuctembl log (HaxoaaTca B KaTanore YCTaHOBKM MeHeJxKepa areHToB,
C:\asmo\server\ wnn Jopt/asmo/server/) n nor knveHta (asmo-re.log, asmo-re.err B kaTanore
YCTaHOBKW KaueHTa (no ymonyanumio B nanke C:\asmo\thinclient 8 OC Windows van B nanke
.cache/asmo-re B OC Linux).
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12. YcraHoBKa gna pabotbi B 6paysepe

[na koppekTHOM paboTbl Bpay3epHON BepCcMM KAMEHTa AOCTaTOYHO TONbKO Gpay3epa.
Ana nopaepXkn HekoTopbix QYHKUUIA, HanpuMep, ana paboTel ¢ bydpepom obmeHa, MOXHO
yCTaHOBUTb Heobs3aTenbHoe pacwmnpeHne AsmoWebHelper (YcraHoBka AsmoWebHelper).

Ytobbl obecneuntb BO3MOXHOCTb paboTbl B Opay3epe, Heobxogmmo pobaBuTb
KOMMOHEHTbI Beb-kMeHTa (noctaBasroTca B darine asmo-re-6.xxx-web-wasm32.zip) B
pa3gene <O6HoeseHusa — Toukue knueHmeor web> ytunantel AM Console nau BpyuHyto.
Tak>xe obpaTvTe BHUMaHMeE, YTO A5 MOAKNHOYEHMA K CEPBEPY C MCMOAb30BaHMEM bpay3epHoWn
BEPCUWN K/IMEHTa, HEObX0AMMO 0bs3aTenbHO yKkasaTb ka4 --wasm 1 http-nopt (http_port)
ANs noakatoueHms B danne am.ini (rnasa 11 «KoHdurypupoBaHue areHTa n mMeHeaepa
areHToB»). [locne 3amycka areHTa MOSBWUTCA BO3MOXHOCTb paboTtbl ¢ Beb-kaveHTom. [na
NOAK/IOUYEHMA K areHTy HeobXxoANMO BBECTU B aJpeCHYHO CTPOKY bpay3epa aapec cepBepa, Ha
KOTOPOM YCTaHOBJIEH areHT, U HaCTPOEHHbIN 4S8 Hero MopT AAA npvema MOAKAOYeHUn, a
3aTeM BBeCTM MMSs MoJib3oBaTens 1 naponb. Ecam HactpoeHa mHTerpauma ¢ Active Directory
(Muterpaumsa c Active Directory), noakntoueHve 6yseT OCyLLEeCTBAATLCA aBTOMATUUECKM C
MOMOLLbIO YYETHbIX AaHHbIX TekyLero noab3osartens OC:

PucyHok 12-1. lNodkaoyeHue k azeHmy yepes geb-kaueHm

im) I\ ACMO rpaduuecknii pegaxrop X | + = o X

&< G @ localhost8099 A s A O | 1= e
+
=
=

Beeaute uma u naponb,
“ KOTOpble BYAYT MOEHTUDMLMPOBATL x|
ACI Bac kak nonb3oeatens nporpaMmel
o™
+
1]
| 0Kb/OKb | mem: 4 075 Kb : 4 Mb v6.466wasm

i

BBeauTe yueTHble faHHbIE M HaXXMUTe KHOMKY <OK>, nocne yero OTKpPOeTcs OKHO BeO-
KAVEeHTa:
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PucyHok 12-2. OkHo 8eb-knueHma

(=] #4 ACMO rpadmuecknii penaktop + % = O x
¢« C O O httpy//localhost:3353 o @ B =
ACMO nemo TecT L[] Cxemsl = v

2. Pabouue mecTa
[> JIWuHbIA KaBHHeT
(5 Kypran aonyvenros
1 KapToTteka chrexToR
[LL]] CNpaeouHmKM

Otuetsl

0009,/0060 |118/0| 139 Kb/2402Kb | mem: 71 165 Kb : 72 Mb | prof v6.860wasm/5.2.3011

PaboTa B BeO-k/MeHTe OCyLLEeCTBJIAETCA TaK >Ke, KaK U B KJIMEHTE.

12.1. YcranoBka AsmoWebHelper

[ns koppekTHOWN paboTbl 6pay3epHON BepcuM KIMEHTa JOCTaTOUYHO TOAbKO Bpay3sepa.
Ana noasep>kyn HeKOTopbIX GYyHKUMA, Hanpumep, ans paboTbl ¢ bydepom obMeHa, MOXHO
yCTaHOBWUTb HeobsA3aTenbHoe pacwmnpeHne AsmoWebHelper.

AsmoWebHelper — 3710 npunoxeHune ans KAnMeHTa, paclimMpsatollee ero BO3MOXHOCTU
npun pabote B H6paysepe n obecrneumBaroliee NOAAEPXKKY HEKOTOPbIX GYHKLMIW, Hanpumep
paboty ¢ bybepom obmeHa. [na ero yctaHoBKM noTpebyetcs camMo MNpUAOXKEHWE U
paclwmpeHve ans 6paysepa.

[N yCTaHOBKM NPUAOXKEHUS 13 NakeTa HeOHBXOAMMO 3anyCTUTb COOTBETCTBYHOLMIN dan:

e asmowebhelper-x.xx-x64.msi (215 Windows x64);

e asmowebhelper-x.xx-linux.amdé64.deb (gns Linux);

e asmowebhelper-x.xx-linux_alt.x86_64.rpm (a5 Alt Linux).

34ecb XXX— 23TO nocnegHasa Bepcusa npunoxenua AsmoWebHelper (Hanpumep,
asmowebhelper-3.17-x64.msi).
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PucyHok 12-3. 3anyck ycmaHoso4uHo20 ¢palina

s YcTaHoeka rpa.. v | D 2 TMowck B: ¥cTanoeka rpadumueckoro p...
&3 ran [ata n3MeHeHnA T
|OCTyT
‘E! asmowebhelper-3.17-x64.msi 11.01.2023 9:36 r
cron o
*
Thl -
eHua A

OTKpoeTCﬂ OKHO CTaHAapTHOIZ nporpamMmmbl  YCTaHOBKW. Mocne 3anycka nporpamMmmbl
YCTaHOBKWM BbINOJIHUTE BCE Ael‘;lCTBMFI, npegnaraemMmblie MacTepomMm:

PucyHok 12-4. Hauano pabomsi Macmepa ycmaHoeku

Bac NpUBETCTBYET NPOrpaMMa YCTaHOBKH
Asmo Web Helper 3.17

MporpaMMa YCTaHOBKM BEINOMHWT YCTAHOBKY NPUNOHEHHA
Ha Baw komnetoTep.

HasmuTe 'anee’ ana npogomsedua unk 'OTMeHa’ AnA
EbIXOAE W3 MPOrPEMMEl YCTEHOBKH,

< Hasan | Nanee > || OTMeHE

YKaxkute nanky, B KOTopyto 6yseT ycTaHOB/eHa NporpaMma:
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PucyHok 12-5. Beibop nanku 011 ycmaHosku

ﬁ Mporpamma ycranoekw "Asmo Web Helper” — *
Manka yCTaHOBKK -
HamiTe '[Janee’ YTobkl YCTAHOBMTE B NaNKy N0 YMOMYaHMKO nubo A
EbifepTe APYryIo Nanky

YCTEHOBMTE B! |C: ‘asmowebhelperl

Obsop...

HaxxmuTe kHonky <Hawyame >, 4Tobbl 3aNyCcTUTb NPOLECC YCTaHOBKW.

PucyHok 12-6. 3anyck npoyecca ycmaHosku

ﬁ Mporpamma ycranoekw "Asmo Web Helper” — >
BCé roToBO K YCTAaHOBKE -
HamiTe 'HauaTk' YTobbl HAYaTE YCTAHOBKY A
MprnoHEHME: Asmo Web Helper 3.17

Manka ycTaHoBkM: C:\asmowebhelpery

Mocne YeTaHOBKKM NPMAMKEHA By AET NPOMSBEAEHE NONBITKE 38KPLITHA Bpaysepos.
PEKOMEHAYETCA CAMOCTOATENEHO 3aKPEITE Dpaysepsl A0 Ha4ana YCTaHoBKK,

HaxxmuTe KHOMKy </ 0moeo >, 4Tobbl 3aBEPLUNTb YCTaHOBKY.
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PucyHok 12-7. 3aegepuwieHue npoyecca ycmaHoeku

ﬂ Mperpamma ycranoeky "Asmo Web Helper” — ¥

YCTaHOBKA YCNEewHo 3aeplleHa

HamiTe 'ToToBo' YTobbl 33BEPWMTE PADOTY NPOrpaMMEl
YCTAHOBKK,

Echm no kakon-To MpuuMHe He YAanocb YCTaHOBWUTb MPUIOXEHME M3 MakeTa, MOXHO
caenatb 310 M3 apxuBa. llepes 3TMM HeobxoaMMO co3jaTb KaTanor, B KOTOpom Oyayt
pa3MeLLaTbCA MPUAOXKEHME M paclmpeHne. B HeM [OMKHbI NPUCYTCTBOBaTb Chaeayrolime
nankw: Application, Chrome, Firefox. B nanke Application ponxeH coaepXaTbCs NCMONHAEMbIN
davin  npunoxenns  (ans  OC Windows — asmowebhelper.exe, ana  OC Linux —
asmowebhelper). HazsaHne nanku, ncnonHsemoro danna n nx pacnonoxeHve Moryt 6biTb
WHBIMYK, HO MO YMOJYaHUIO pacwmpeHve ans 6paysepa byaer uckatb nanky Application c
dannom asmowebhelper.exe (asmowebhelper).

PucyHok 12-8. Cmpykmypa Kamasoza ¢ yCmaHo8/eHHsIM NpUIoXeHUem

<« [lokaneHeld guck (C) » asmo » webhelper v | O £ Mowck g webhelper
~ Mra Jlata usmeHeHns Tun Pazmep
ocTyn
Application 11.01.2023 10:17 Manka c dafinamn
cTon A
Chrome 11.01.2023 10:17 Manka c daiinamn
’ Firefox 11.01.2023 10:17 Manka c dafinamn
L install-chreme.tct 20.12.2022 10:15 TexcToBLIi 4oKyM... 4KB
eHMA install-firefox. bt 20.12.2022 10:15 TekcToBRIA AGKYM... 6 Kb
install-regedit.tct 20.12.2022 10:15 TekcToBBIA A0KYM... 19 KB
readme.txt 20.12.2022 10:15 TekcTOBBIA AOKYM... 2Kb

YcTtaHoBKa nakeTa ANnA OC Linux ocywecTtBndaeTca aHaaorm4HO yCctaHOBKeE KJIMEHTOB N3
nakerta:
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Pucyrok 12-9. YcmaHoeka AsmoWebHelper e OC Alt Linux

YcTaHoBKa RPM [

¥Ycranoexka naketoe RPM

i

EI'II:"ICDK NaKeToB ANA YCTaHOBKA MK obHOBNEHWA:

fhome/user/3arpy3ku/asmowebhelper-3.17-linux_alt.x86_64.rpm

BHWUMAHMWE! HacToATENEHD PEKOMEHAYETCA HE YCTAaHABNWBATL NaKkeTsl RPM n3
thainop. Mcnonb3yiiTe NakeTHbIE PENOIMTOPHI BALLETD JUCTPUMEYTHES Kak Ge30MacHbIA

= WCTOMHWE NporpaMmMHon obecneveHuA.
Q}gnauuamm aQTMEHa

[JanbHerLWwnIi NpoLiecc yCTaHOBKMW 3aBUCUT OT UCMO/b3yeMoro bpaysepa.

12.2. YcraHoBka gna Firefox

Ans koppekTHOWN paboTbl bpay3epHON BepcuM KAMEHTa AOCTaTOYHO TONbKO Bpaysepa.
Ans nopaep>xkn HekoTopbix GYHKLUWRA, HanpumMmep, ana paboTbl ¢ Bybepom obmeHa, MOXHO
yCTaHOBWUTb HeobsA3aTenbHoe pacwmnpeHne AsmoWebHelper.

B 3TOoM pa3zene onucbiBaeTCA NPOLECC HACTPOMKM ANS NMPUIOXKEHNS, YCTAHOBIEHHOTO B
nanke C:\asmo\webhelper (opt/asmo/webhelper B OC Linux). B nanke Firefox HaxoaATcs nanku
app, add-on v xpi. MNanka add-on coaep>uT cnncok GannoB ANA CaMOro paclnpeHus, nanka
app — vcnonHaemble Ganabl U NapaMeTpbl ANA NOAKJOUYEHNA pacluMpeHnsa K onepaLvioHHOM
cucTeme, a nanka xpi — dann ¢ paclwmpeHnem Xpi, roToBbIV ANS MOAKNOUYEHNA paclUMpeHsa B
06bIYHOM pexuMme.

Otkpovite 6pay3ep Mozilla Firefox. Ecnv yctaHoBKka npunoxeHns NpoBoanaach U3 NakeTa,
Ha KHOMKe HaCTpoeK B MpPaBOM BEPXHEM Yray OKHa MOABUTCA BOCKAMLATENbHbIN 3HaK.
HaxxmuTe Ha 3Ty KHOMKY 1 BbibepuTe nyHKT <Asmo web helper dobaeneno e Firefox>.
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PucyHok 12-10. YeeOomaeHue o dobasseHuu pacluupeHus

o = X
=
______ FAsmo web helper goGasneno e Firefox

CHHXPOHWIELMA M COXpaHEHNE Boitru
AaHHbIX
Hoeas exnagka Ctrl+T
Hosoe okHo Cirl+MN
Hoeoe npueatHoe okHo Ctrl+ Shift+P

Haxxmute KHOMKY <Bis1ro4ume> B NOABMBLLUEMCA OKHE, YTODObl BKAKOUUTL paclUMpeHue.
Ha Bknagke <PacwupeHus> (1) 1 B MEHIO KHOMKM PAAOM C aZiPECHOMN CTPOKOM (2) NOSBUTCS
HoBoe pacwupeHne Asmo Web Helper x.xx (rge x.xx — 370 TekyLas Bepcus).

PucyHok 12-11. PacuupeHue Asmo Web Helper e Mozilla Firefox

=3 '] ¥npasnenme gononHernamn X -+ ~ - O >
< &) @ Firefox  about:addons w n =
HaiT Bonblue o I @ Y
- OWCK Ha addons.moZilla.org d
AONOAHEHWA
<>
* YI'IpaBJ'IEHI/Ie MOWMK PacllpeHrAMIK B
BrAtoueHbl g
’;m Asmo web helper o
D Asmo web helper add-on

Echn ycTaHoBKa NPUIOXKEHWUs MPOM3BOAMAACE U3 apXMBa, BbIMNOAHWUTE OMUCbIBAaEMblE
HUXXe AENCTBUS.

3anyctute dpann install_host.bat (215 OC Windows) nau install_host.sh (g1 OC Linux),
KOTOpbIA pacnonaraetca B nanke \Firefox\app. LLenkHuTe 3TOT danin npaBo KHOMKOW MbILLN
n BblbepuTe KOMaHAy <3anyck om uMeHU adMUHUCMpamopa> B KOHTEKCTHOM MEH!HO.
YcTaHOBKa OCyLLeCTBASETCA aBTOMaTMYecku 6e3 BMellaTenbCTBa Nob30oBaTens.
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PucyHok 12-12. 3anyck ¢atina install_host.bat

<« asmo > webhelper > Firefox > app v 0 O TMouck g: app
con # A Uua llata wamenerina Tun
| ] asmowebhelper.json ®aiin "JSON"
Tol [%] asmowebhelper_win.bat MakeTHelii Gaiin ...
eHiA [=] install_host.bat Daweruii baiin
[Z] uninstall_host.bat Orkpuits
VsmennTs
Meuats
T
| % 32nyck or verm agmumncrpatopal
EH Mposepra c ncnonssosarmenm Microsoft Defender...
& Ornpasnts
BOCCTAHOBUTS NPEKHIOHD BEPCHID
stoTep
Otnpaanms >
ol Beipesats
Konupogats
erua Cospats ApnsiK
Yaanute
1e oBmext Mepenmerosats
cTen Coiictea

e

B OC Linux Heobxoammo npucBouTb danny install_host.sh npaBa Ha BbinonHeHve n
3aTeMm 3anycTuTb ero. [lna 3Toro 3anycTmte TepMyHan, C MOMOLLBbHO KOMaHAbl cd nepenuTe B
nanky /Chrome/host n BbINOAHUTE Caefytolime KOMaHAbl:

sudo chmod +x install host.sh
sudo ./install host.sh

MogknroueHne pacliMpPeHNs MOXET NMPOU3BOAUTLCSA B OObIYHOM PEXUME UK B PEXMME
pa3paboTtumka:

12.2.1. MoaxnroueHne pacliMpeHnn B 06bluHOM pexxume

Otkpovite 6pay3ep Mozilla Firefox n BBeanTe about:addons B agpecHoun cTpoke. Takxe
AN 3TOTO MOXHO HaXaTb KHOMKY <OmKpbime MeHH NpusiodkeHus> B NPaBON BEpPXHEW
YyacTn okHa bpaysepa v BblbpaTb NYHKT </lonosiHeHus u memsoi>. B pasgene <¥YnpaeneHue
MOUMU pacliupeHuAaMU > LWeNKHUTE 3HaYOK LecTepeHkn 1 BbibepuTe NyHKT <YcmaHoeume
donosiHeHue u3 pailina>.

PucyHok 12-13. ¥YcmaHoeka pacuiuperus u3 ¢alina
@ Firefox aboutaddons

Haitv Gonble aononHennid | Mowck Ha addons.mozilla.org

YnpagneHWe MOMMK pacluMPEHNAMM &

MpoeepuTs Hanu4ne cBHoBAEHNI

3arpysnTe paclpeHna v TeMbl He MNokasaTh HERzBHIE OBHOENEHNA

I)’C@HUEMTb,qunDnHEHME w3 haina... I

Otnagka gononHeHw

PekoMeH ayenble paclump
" AgTomatmueck 0BHOBNATE AONOAHEHMA

HekoTopble 13 3THX peKoMeH ¥CTaHOEBWTE ANA BCEX ACMNCAHEHNA PEKMM 3ETOMATHYECKOrD 0BHOBNEHWUA

@ 1pyrvx yCTaHOBNEHHIX BaMK

X ¥OpaeneHne ropAYHIMN KNZEWLLIAMN PACLLMPEHNI
WMCNONb30BaHWA. HO;JDOGHG(
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B oTkpbiBLWIEMCA AManoroBoM okHe nepeinante B nanky C:\asmo\webhelper\Firefox\xpi,
BbIbepuTe cosep>kalLmimca B Hel ains C pacluMpeHneM Xpi M HaXXMUTe KHOMKY < Omikpeime >.
Haxxmute kHonky </Zobasume> BO BCMAbIBatOLLEM OkHe. Ha Bknagke <PacwupeHua> v B
MEHIO KHOMKW PAJOM C afpecHON CTPOKOW noaBmTCcA HoBOe pacwumpeHve Asmo Web
Helper x.xx (rge x.xx — 370 TekyLaa Bepcusa).

12.2.2. MoaxnioueHne pacluMpeHMs B peXxxume paspaborumka

Otkponte bpaysep Mozilla Firefox, BBegnTe about:debugging, B afpPECHON CTPOKe W
BbIbepuTe pasgen <3mom Firefox > B cTonbue cnesa. Takxke AN 3TOrO MOXHO HaXaTb KHOMKY
<OmKpbIMs MeHI NpuUsIo)KeHUA > B NPaBON BePXHEW YacTun OkHa bpaysepa 1 BbibpaTb MyHKT
<JonosHeHua u memoi>. B pa3gene <YnpaeneHue MoumMu pacuiupeHUAMU> LENKHUTE
3HaAYOK LLECTepeHKM 1 BbibepuTe NyHKT <Omsiadika donosiHeHul >.

B OTKPbIBLUEMCA OKHE HaXMWTe KHOMKY <3azpy3sums epeveHHoe donosiHeHue>. B
OTKPbIBLUEMCS AWaNOroBoM OkHe nepenaute B nanky C:\asmo\webhelper\Firefox\add-on,
BbIbepuTte cogepxalninca B Her danin manifest.json n HaxxmuTe KHOMNKy < OMKpebIMb>.

PucyHok 12-14. 3azpy3ka spemeHH020 ONOAHeHUs

@ Firefox about:debugging#/runtime/this-firefox bid

u Mozilla Firefox (108.0.2)

# BpemeHHble pacwmpenus (0) ¥

3BFF|Y3M'I'I: BpeMeHHOe A0NONHEHHE...

oBHapyKeHbl @ Buoibepute daitn manifestjson nan xpi/.zip apxue X
+ <« Firefox » add-on v | D 2 Mowuck e: add-on
OK yCTpOiiCTE Ynopagounte ¥ Hosas nanka ==« [ o
webhelper @ s Jata nsmeHeHnA Tun
Watinon common Manka
& OneDrive icons Manka
opticns MNanka
[ 3707 kounsiotep background.js thaiin Ja|
& Buaeo content.js haiin Jg
=] Aoxymentsl | | manifestjson Daiin ")
& 3arpyskmn
| MzoBpaxkenua
J’! Myzeika
J OBwembie obw
I Patouwii cron
‘i NokaneHelil guc
& LK 4 >
WMmn daitna: w
=
nagke ’e resource://gre/modules/PageThumbsWorker.js Wcenepoeats

MNocne Bbibopa danna nosasaTca BpemeHHoe pacwupeHne Asmo Web Helper Ha
BKnazke (1) n 3HaYOK MPUNOXKEHUS PAAOM C aZPECHON CTPOKOM (2).
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PucyHok 12-15. BpemeHHoe pacuwuperue Asmo Web Helper e Mozilla Firefox

@ Firefox  aboutidebugging#/runtime/this-firefox kg i Y

&

e Mozilla Firefox (108.0.2)

# BpemeHHble paciumpenus (1) v

SBI'FI‘,GHTh BPEMEHHOE OO0NMONHEHHE. ..

oBHapy#eHsl -

’ﬂ Asmo web helper Wccnepoeathb
COK ycTpoiicTe @

PacnonoxeHne C/asmo/webhelper/Firefox/add-on/
ID paclumpeHua fa65c201-5c30-4acd-b131-f304aa56c31e}

BHyTReHHWA UUID d50658d0-dab2-44c5-970e-50dfc49d565a

URL manudecra moz-extension://d50658d0-dab2-44¢5-970e-50dfcd43d565a/manifes...
310 WebExtension umeeT BpemMeHHLIil ID. MogpobHee

OBHOBHTE YoaniTe

12.3. YcraHoBka ana Google Chrome, Microsoft Edge un
Anpexc.bpaysepa

[na koppekTHoW paboTbl Bpay3epHON BepcuMM KAMeHTa JOCTaTOYHO TOAbKO Hpay3epa.
[na noasep>kyM HEKOTOPbIX QYHKLMK, Hanpumep, ans paboTbl ¢ bydepom obMeHa, MOXHO
yCTaHOBUTb HeobA3aTenbHoe pacwmnperHne AsmoWebHelper.

B 3TOM pa3zene onucbiBaeTCAa NPOLLECC HACTPOWKM AN MPUNOXKEHUS, YCTAHOBEHHOIO B
nanke C:\asmo\webhelper (opt/asmo/webhelper 8 OC Linux). B nanke Chrome HaxoaaTca nanku
app v host. MNanka app copep>XuT Ganabl CaMOro pacliMpeHuns, a nanka host — ncnosHsaemble
darinbl M NapaMeTpbl A5 NOAKNOYEHNS PaCLLUMPEHMSA K ONepaLiOHHOM CUCTEME.

Hactponka ocywectBasietca B ABa 3Tana. [Jas Hayana Heo6XOAMMO YCTaHOBWUTb XOCT-
4yacTb, KOTOpaa peannsyeT BCTPOEHHbIM OOBMeH COOOLLEeHNAMN M MO3BOAAET PaCLUMPEHUIO
obMeHMBaTbC  COOOLEHMAMUM C  COOCTBEHHBIM MPUIOXKEHMEM, YCTAaHOB/EHHbLIM Ha
KOMMblOTEpE MOJ/Ib30BaTeNs.

3anyctute dpann install_host.bat (115 OC Windows) nau install_host.sh (gns OC Linux),
KOoTopbIv pacnonaraetca B nanke \Chrome\host. LLlenkHnte 370T Gpann npaBon KHOMKOW MbILLU
n BblbepuTe KOMaHAy <3anyck om uMeHU adMUHUCMpamopa> B KOHTEKCTHOM MEH!HO.
YcTaHOBKa OCyLLLeCTBAAETCA aBTOMaTnyeckn 6e3 BMeLlaTesibCTBa Nob30BaTeNs.
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PucyHok 12-16. 3anyck ¢palina install_host.bat 8 OC Windows

<« asmo * webhelper » Chrome * host w | 2 Mowck g: host
Ess
cTon = [ram Jata nameHeHns Tun
asmowebhelper-host.bat 20.12.2022 10:15 MakeTHeIR gain ..
TEl | | asmowebhelper-win.json 20.12.2022 10:15 Pain "JSON'
EHUA install_host.bat e e
. OTeprITE
uninstall_host.bat p

HMamennts

Meyats
T

" Zanyck ot mmenn a,a,MHHw:TpaTnpal
Mpoeepka ¢ ncnonszceaduem Microsoft Defender...
1= OTnpaenTe

BoccTaHoBWTE NpEXHIOH BEPCAD
HOTEp

OTnpaeuTs >
ThI Beipesate

Konupoeate
EHUA Co3aate APABIK

¥ganuTe
J1E 0BBEKT MepenmeHoeaTe
cTon CeoicTea

L —

B OC Linux Heobxoammo npucBouTb danny install_host.sh npaBa Ha BbimonHeHve n
3aTeMm 3anyctuTb ero. [laa 3Toro 3anycTute TepMuHan, C MOMOLLBIO KOMaHAbl cd nepenjuTe B
nanky /Chrome/host n BbINOAHUTE Cnefytolime KOMaHAbl:

sudo chmod +x install host.sh
sudo ./install host.sh

PucyHok 12-17. Pe3ynemam 3anycka ¢atina install_host.sh 8 OC Alt Linux

user@gen-altle sudo ./install host.sh
Native messaging host (Chrome version) asmowebhelper has been installed. Target:

/.config/google-chrome/NativeMessagingHosts

[lanee HeOBXOANMO MOAK/IOUMTL PAaCLUMPEHME B pexXrMe pa3paboTumka.

12.3.1. NoagxnroueHue pacuumperunsa B Google Chrome

Ytobbl nepenTn Ha BKNagky <PacwupeHus>, oTkpouTe 6pay3ep Google Chrome,
BBeAUTE chrome://extensions B aPECHOM CTPOKE N HaxmMuTe knasuwy <BBO/ >. Takxe ana
3TOr0 MOXHO HaXaTb KHOMKY C TPems TOYKamMu B MPaBOM BEPXHEM Yray okHa 6paysepa,
BblOpaTh NyHKT <Hacmpolika> v 3ateM <PacwupeHusa> B ctonbue cneBa.
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PucyHok 12-18. Mepexod Ha eknadky «PacwiupeHus»

& Hosas sianka X +

C | chrome://extensions o 2

YcTtaHoBuWTe nepekatoyatens <Pexxum pazpabomyuixa> (1) B akTUBHOE NOJOXEHME, a
3aTeM HaXXMuTe KHOMNKY <3azpy3ume pacnaKoeaHHoe pacuiupeHue> (2).

PucyHok 12-19. 3azpy3ka pacnako8aHHo20 pacuiupeHus

v - m} b4
MW Pacwupenus X =+
G @& Chrome | chrome://extensions = v O a
= PaCLUHPEHHﬂ @ O, Pemum paspaboTunka [ ]
3arpysHTb pacnaKkoBaHHOe pacluMpeHue ¥naKoBaTk pacluMpeHHe OGHOBHTE @

B oTkpbIBIEMCA AManoroBomM okHe nepenamnte B nanky C:\asmo\webhelper\Chrome\app
N HaxXmuTe KHonky <Beibop nanku>. Ha Bknagke <PacwupeHus> (1) 1 B MEHIO KHOMKM
<PacwupeHusa> pajoM C afpecHou CTpokou (2) noasutca HoBoe pacwmpeHne Asmo Web
Helper x.xx (rae x.xx — 370 TekyLaa Bepcus).

PucyHok 12-20. PacwupeHue Asmo Web Helper 8 Google Chrome

¥ Pacwupenna x + w = [m] X

&« C & Chrome | chrome://extensions = Y« ¥ 0O & :
x

= Pacmupeuuq @ Pacwmpexna oTania ®

PacwinpeHmn, KoTopeiM He TpeByeTca gocTyn

3arpyauTh PacnakoBaHHOE PacluMpeHie YnakoBaTb pacluMpeHue Paclunpenus, koTopLM He Tpebyerca npaso Ha

NPGCMOTP i M3MEREHNE MHGOPMaLIY Ha STOM caiiTe
Asmo Web Helper 1

Asmo Web Helper 3.17 o

A Ynpanenme pacwmpenmnama
% Asmo Web Helper.

WpaenTuduxatop: knldjimfmopnpolahpmmgbagd...

e 9

CBefleHHA ¥aanutb OWrEKK c .

12.3.2. NMoaxnioueHme pacuumpenmna B Microsoft Edge

Ytobbl MepenTtn Ha BKAAAKy <PacwupeHus>, OoTkpouTe 6pay3ep Microsoft Edge,
BBeAUTE edge://extensions B afpeCHON CTPOKE M HaxmuTe knasuwy <BBO/A>. Takxe ans
3TOr0 MOXHO HaxkaTb KHOMKY C TpeMs Toukamu (1) B mpaBoOM BepxHEM Yray okHa 6pay3epa,
BblOpaTb NYHKT <PacuwupeHus> (2) N 3aTeM LWeNKHYTb <YnpaesieHue pacwiupeHusamu> B
MOSBMBLUEMCS OKHE.
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Pucyrok 12-21. Mepexod Ha eknadky «PacwupeHus»

= () X

%) = @ 2

[3 Hosas skanka Ctrl+T
B Hoszoe oksa Ctrl+
2 Hosmoe oxso InPrivate Ctrl+Shift+N
Macwraé — % + A
Y= Vabpannoe Crl+Shift=0
Konnekumu Ctrl+Shift+Y
) Kypran Cirl+K
L 3arpymcn Ctrl+)
m Mpunoxesua >
T e @
B MpowseoanmenskocTe

YcraHoBuWTe nepekntoyatens <Pexum pazpabomyuixa> (1) B akTUBHOE NOJOXEHME, a
3aTeM HaXXMUTe KHOMKY <3azpysume pacnaKkoeaHHoe > (2).

PucyHok 12-22. 3az2py3ka pacnako8aHHO20 pacuiupeHus

Pacwwupenus , @ "ecTPoi Spaysepc pac .
. ‘ PacluvpeHiA REARKITCR MPOCTEIMU MHCTDYMEHTEMM AR HACTPOAKM MHTEpOEACa
| Q Movck ycraHasnenHbix paEvaEH/i ° ©  6paysepanpon o yn| NoapobHes

| & Pacumpenus

YcTaHOBAEHHbIe paclumpenns [ 3arpyaurs pacnakcearioe  C8 Ynaxosate pacuwpenie
Couerams Knagui

Bbi He YCTaHOBIM HYIKBKYX PACILIMPeRHT
MonyuuTs pacumpenia ana Microsoft

Edge TonysuTs pacuperia ans Microsoft Edge

He yaaeTca HaliTi To, 410 B&l MeTe? Bal Take MOXETe NOYNMTs PACLMpEHIs U3 MiHTapHeT-marasuk Chrome.,

PaspeLunTs pacipenHa s

Pesam paspatiorska ) @

Apyrux Marasuos. Moapobres

B oTkpbIBLIEMCS AManoroBoM okHe nepenaunte B nanky C:\asmo\webhelper\Chrome\app
N HaxXmuTe KHonky <Beibop nanku>. Ha Bknagke <PacwupeHus> (1) n B MEHIO KHOMKM
<PacwupeHus> pajoM C afpecHou CTpokou (2) noasutca HoBoe pacwmnpeHne Asmo Web
Helper x.xx (rae x.xx — 370 TekyLaa Bepcus).

PucyHok 12-23. PacuuupeHue Asmo Web Helper e Microsoft Edge

% (@ v
Pacwupenua

, 0 Hacrpoiite 6paysep c nomowyLK A Asmo Web Helper R @
‘ PECU.MFIEHMH ABNAKOTCA MPOCTEIMK MHT
et =)
o

Bpay3epa 1 AONCAHUTENLHOTO yNpaeA  ©.3 Ynpaenenue pacimpenian
Orkpeims HagcTpoiin Microsoft Edge

YcTaHOBA@HHbIe pacwuperunn 3 3arpysuTs pacnakoeaHoe 3 YNaKoeaT paclvpeHve & O8rosus

Wz Apyrux ncTouHmMKoB

Asmo Web Helper 2.17 . ’
g "
Asmo Web Helper,

Wgermudmkatop knldjmfmapnpolahpmmgbagdahdnhkik MpocmotpeTs npeacTasnena Gorosan crpariua (HeakTiero)

Moapobrisie caenerins  Yaanuts  Oumbkn  Mepesarpyante
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12.3.3. Noaxnmouenne pacuumpenus B Anpexc.bpaysepe

Ytobbl nepenTtn Ha BkAaaky <PacwupeHus>, oTkpouTte fHaekc.bpaysep, BBegute
browser://extensions B aAPECHON CTPOKE W Haxmute knasuwy <BBO/>. YcTaHoBUTE
nepekatovatens <Pexum paspabomyuika> B aKTUBHOE MOJIOXEHME, a 3aTeM HaXMuTte
KHOMKY <3azpy3ume pacnakoeaHHoe pacwupeHue>. B OTKpbIBLIEMCA ANANOrOBOM OKHe
nepengute B nanky C:\asmo\webhelper\Chrome\app v Haxxmute kHonky <Beibop nanku>. Ha
BKIaake <PacwupeHus> nosButca HoBoe pacwmnpeHe Asmo Web Helper x.xx (rae x.xx —
3TO TeKyLlas Bepcus).

PucyHok 12-24. PacuiupeHue Asmo Web Helper e fiHOekc.bpay3epe

1~ » Paclmperna » +

&« @ & @ extensions PaclumpeHma

= A PaCLUMF)EHHﬂ Q, Mouck No paclmpeHuam

3arpyauTb PACcMaKOBAHHOE PACIIMpEHHE YNaKoBaTb PacluMpeHue OBHOBMTE

Y Asmo Web Helper 3.17

i% Asmo Web Helper.

Waentudmkatop: knldjimfmopnpolahpmmgbagd...
0TnapKa cTpaHuL hoHOBAA CTPaHMLE

CeefeHUA YAanuTb OLWMEKK C ®
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13. Perucrpaumsa nuueHIMM nporpamMmmbi

MNocne pa3BepTbiBaHUSA CUCTEMbl HEOHXOAMMO YCTAHOBWUTb JIMLEH3UIO Ha CcepBep
npunoxenni ACMO. [lo yctaHOBKM AauueH3un OyaeT felcTBOBaTb OrpaHW4YeHne Ha
KOANYEeCTBO K/JMEHTOB, OAHOBPEMEHHO MOAKNHOYAKOLWMXCA K cepBepy, paBHoe 2. JluueH3na
ABNAETCA KOHKYpPeHTHOW. [locne yCTaHOBKM JIMLEH3MW  KONMYECTBO OAHOBPEMEHHO
MOAKNHOYAIOLWMXCA K CepBepy KAMEHTCKUX MPUIOXEHUA OrpaHW4YMBaEeTCa YyKa3aHHbIM B
NVILLEH3UWN YNC/IOM.

®anin ¢ nnueHsnen nmeet pacwmpenme lic (pha.lic). Ero HeobxoaMMO pa3MecTUTb Ha
cepsepe B nanke lic B Tom e katanore, uto 1 dpann am.exe (no ymonvaHuto C:\asmo\server\
B OC Windows) nan am (no ymonuanuto /opt/asmo/server/ B OC Linux). Ecan 31a nanka He
CyLLeCcTByeT, ee HeoH6X0AMMO CcOo3AaTb.

MNocne pa3smeleHna danna avueHsun ¢ pacwmpeHnem lic Ha cepBepe HeobxoaMmMo
nepe3anycTuTb cay>xby MeHeayKepa areHToB:

e B OC Windows ans 3TOro MOXHO OTKPbITb OCHAcTKy <Caybebl>, WeNKHyTb NpaBon
KHOMKOW MbIlWN B crnncke cnyx6 <ASMO Agent manager (v5.x.xxx)> v BblbpaTb
KomaHay <[lepezanycmume> B KOHTEKCTHOM MEHHO;

e B OC Linux ana 3TOro MOXHO BbIMOJHUTL B TEPMUHANE KOMAHAY sudo systemctl
restart asmod.

NHudopmaumto 06 ycTaHOBAEHHOWN IMLIEH3MM MOXHO MPOCMOTPETb B OKHE O Nporpamme
nocne MNOAKAOUEHUS KJIMEHTCKOro npuaoXeHusa K 6aze paHHbix «ACMO-rpaduueckuia
pesaktop». [Ana 3TOro HaXXMuTe KHOMKY C TPeEMA TOYKaMW B NMPaBOM BEPXHEM Yray OKHa U
BblbepuTte NyHKT <O npozpamme >.

PucyHok 13-1. OkHo ¢ uHgopmayueli o auyeH3uu

0 nporpaMme *
ACMO v 6.877
‘ Copyright @ 2000-2025 AQ "MHdopmatuka’ @, 1. MBaxos0
1
Al ACMO-knmeHT (cpeda BeINONHEHMA)

ACMO-rpaduueckui pepaktop, Npo@eccnoHansHas
HoMep nuuessmm:
INMuuenswg seinana: 05.12.2024 09:56:46
Cpok Mcnons308aHma nuueHzmm: o1 05.12.2024 no 05.01.2025
QArpaxMyesye NOQKMOYEHWA KnkeHToe: 10 wr
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14. PexomeHpaumm no HacTpomke

14.1. YcranoBka Java Runtime Environment

B cnyuae otcytctBua B cucteme JRE (Java Runtime Environment) Bepcuun He Huxxe 11
TpebyeTca ee AONONHMTENbHAA yCTaHOBKaA (pekomeHayeTca Bepcua 17).

B 6osbwumHcTBEe Bepcui Linux cpepa Java npepyctaHosneHa B coctaBe OC. [Mpw

HEeOBXOAMMOCTN MOXHO YCTaHOBWUTb HY>XKHYHO Bepcuto Java uyepes TepMuHan C MOMOLLbHO
COOTBETCTBYHOLLEN KOMaHAbl, HAaNpuUMep:

sudo apt-get install openjdk-11l-jre

Tak>ke MOXHO MCMOAb30BaTb MPOOHYH BEPCUIO OTEUECTBEHHOW Cpeabl pa3paboTku u
ncnosHeHus Axiom, KOTopas AOCTYMHa AN CKaYMBaHWUA MO CCbUIKE:

https://axiomjdk.ru/pages/downloads/.
Takoke cylecTByrOT becniatHble anbTepHaTUBBI.

PucyHok 14-1. Beibop sepcuu, Hanpumep JDK 17

AXIUM JDK Npoayktsl *  Llentp 3arpysok  [MaptHépam  Bnor  Mopgepwka O Hac~

BCE JDK 8 JDK 11 JDK 17 JDK 21

Bepeum LTS s LTS LTS

MpokpyTuTe cTpaHuuy BHW3, Bbibepute komnaekT Standard JRE, ckauanTe naketr B
HY>XHOM popmaTe 1 yCTaHOBUTE ero.

PucyHok 14-2. Beibop komnnekma Standard JRE dns OC Windows

Axiom JDK 17.0.10+13, LTS
64 bit

Windows
@x86 () ARM

Komnnext Standard IRE

PucyHok 14-3. Beibop komnaekma Standard JRE dns OC Linux

Echm npu paboTe Bo3HuKaeT owwunbka «He HalideHa cpeda eeinosHeHuUs 0Oaa Java
(mpebyemcsa 64-bit Java JRE 11 unu esiwe)», a JRE n3 pekomeHgaumi Kk Hactpownke 10O
yCTaHOBJIEHA, BbIMONHUTE CNeaytoLLme AeNCTBUS:

1. Ckavante komnnekt Standard JRE ¢ canta (ecim paHee 3arpy>eHHbI apxuB Obin
yAaneH).

2. Co3pavite nanky JRE B kaTanore, rae yCTaHOBAEH MEHEAXepP areHToB.
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3. Pacnakynte copgepxunmoe apxvBa B nanky JRE. [lo/mkeH NonyuntbCs NyTb CAeAyoLLIEero
Buaa: C:\asmo\server\jre\jre-11.0.16.1 (8 OC Windows) wnau /opt/asmo/server/jre/jre-
11.0.16.1/ (B OC Linux, echn meHeaXep areHToB YCTaHOBAEH B /opt/asmo/server).

14.2. nterpaumsa c Active Directory

NHTerpaumsa ¢ Active Directory no3BosifeT ocyLecTBAATb BXOA MONb30BaTeNen B CUCTEMY
ACMO c ncnosnb3oBaHneM y4eTHbIx 3anucent Active Directory.

14.2.1. Tpe6oBaHuA 1 NoWIaroBas MHCTPYKUUA

Ana nnterpaumn ¢ Active Directory AO>KHbBI BbIMOAHATLCA Caeaytolme TpeboBaHus:

e KOHTpoAnep gomeHa nog ynpasneHnem OC Windows Server 2012 nan 6onee no3zaHen
BEPCUN;

e cepBep, Ha KOTOPOM YCTaHOBNEH MeHeaxkep areHToB «ACMO-rpadumueckmnii
pesakTop», noA ynpaBneHvem noaaepxmaemon OC Windows wam  Linux,
BK/JFOYEHHbIA B lomeH Active Directory;

e KOMMbIOTEPbI C YCTAHOBAEHHBIM KANEHTCKMM npunoxeHnem «ACMO-rpadpuueckuni
pepaktop», nop ynpaBaeHnem nopaepxmaemor OC Windows wam  Linux,
BKJIFOUEHHble B soMeH Active Directory.

YT06bI peann3oBaTb MHTErPaLMIO, HEOOXOANMO BbIMONHUTL CEAYIOLLINE AEUCTBUIS:

1. HactpownTe cepBepHyto Yactb cucteMbl (HacTpoiika cepBepHoOi YacTm).

2. Hactpovite nosb3oBatenen cuctemsl (Hactpoiika nonb3oBartenen).

3. HacTtporTte napameTpbl 3anycka KANEHTCKMX npunoxeHnin (Hactpoiika napamerpoB
3anycKa U NoAKJ/iloUeHne KJIMEHTOB).

4. MNpn HeobXOANMMOCTN HaCTPOMUTE MOAKAHOYEHUS C MOMOLLbIO Bpay3epHbIX KANEHTOB
(Hactpowika ans noaknroueHus ¢ nomouwbio 6paysepa).

5. Npu HeobxoanMOCTM HacTpouTe nHTerpaumto ¢ Active Directory no npotokony LDAP
(Hactpowka unrterpauum c LDAP B cpege Active Directory).

14.2.2. HacTpoika cepBepHOM 4YacTn

Cepsep nog ynpasaeHnem OC Windows nau Linux, Ha KOTOPOM yCTaHOB/IEH MeHeaXep
areHToB, JO/KeH BXoAWTb B gomeH Active Directory.

Ytobbl obecneuntb BO3MOXHOCTb ayTeHTUduKauum OHpay3epHbIX KAMEHTOB MO
npotokony HTTP, HeobxoaMMO AN COOTBETCTBYHOLLErO areHta A06aBUTb KNKOY --http.auth
B pa3gen args danna kKoHburypaumm MeHegykepa areHToB am.ini, KOTOPbIA AOCTyNeH ANd
peAakTMpOoBaHUA B KOHCOAN agMuHucTprpoBaHua AM Console (PepakTpoBaHmMe HacTpoek
MeHepKepa areHTOB) WM BPYUHYH. OTOT K04 YKa3biBaeT bpay3epy (Npun ero NogkatoHeHnn
K cepBepy), UTo OT 6bpay3epa TpebyeTca BCTPOEHHas aBTopu3aLms.
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PucyHok 14-4. Hacmpolika aymeHmugukayuu 015 eeb-kaueHmos e ¢gatine am.ini

[ INI-baiin cepeepa Moe nogxnrouenme - m] X

B n Q 7| @

[agent]

id=wipl

name=ACMC rpaduuecrsi pemaxTop

args=--jmem €000 —-login PGSQL //localhost:5432/asmo_prof asmo_sheme 0123 --mtdlpgscheme asmo_sheme --wasm --http.auth
http port=809%9

Ytobbl OTKNHOUMTL ayTeHTUdUKaumo no npotokony HTTP, MOXHO uWCnNonb3oBaTb
napameTp --http.auth.off

ObpaTtTe BHUMaHWe, YTO A/A MNOAK/AOUEHUs Opay3epHbiX KJAVEHTOB B daune
KOHOUrypaLumm Takxke HeobxoaMMo 06sa3aTeNbHO 334aTb K/IHOY --wasm M NOPT (http port) ANS
NOAKNHOYEHWMA, KaK MOKa3aHO Ha PUCYHKe BbILUe.

Ecnv meHepxep areHToB (cepBep) ACMO yctaHoBneH B OC Windows, 4ONOAHUTENBHOM
HaCTPOWKM AN NOAKIOUYEHNA C BKIOYEHHbIX B loMeH Active Directory KIMEHTCKUX MaLLVH He
Tpebyetca. Ecim meHeaxep areHToB (cepBep) ACMO ycraHosneH B OC Windows, Tpebyetcs
BbIMONHUTL JAOMOJHUTENIbHbIE HACTPOMKKM, KOTOpble OMucbiBatoTcA B pasgene Hacrpowmka
ayreHTM¢dukaumum B cpeae Active Directory B OC Linux.

14.2.2.1. HacTpoiika ayrenTudpuxauum B cpege Active Directory B OC Linux

Huxxe npuBoanTCca npumep HacTpoyriku ayTeHTUdukaumm B cpese Active Directory ans

cepsepa ACMO, ycraHosneHHoro B OC Linux. VicxogHble napameTpbi:

e MA gomeHa B Active Directory, B KOTOpbIN BXoaAT cepBep W kameHTbl ACMO, —
mydomain.ru

e DNS-ums cepsepa ACMO — asmo.mydomain.ru

1. MpwncoegmHute cepep ACMO k gomeHy mydomain.ru.

2. Co3pavite B Active Directory cepBMCHYHO YUYETHYHO 3anncb, COOTBETCTBYHOLLYIO CepBeEPY
ACMO (manee asmosrv), Kkotopas byzer obecneumBaTb B3ammogzencrtene c Active
Directory. PekomeHayetca AnA 3TUMX LUeneil co3gaBaTb YYETHYH 3anncb C TUMOM
<[lMonbzoeamesns>. Obs3aTeNbHO 3a4aKTe NAPOIb AN 3TOM YHETHOM 3anncu.

3. C noMoLLbrO yTUANUTLI setspn co3ganTe Ha KOHTpoasepe goMeHa 3anuck SPN (Service
Principal Name) ans cepsepa ACMO 1 npuBsXute ee K y4eTHOM 3anmncy asmaosrv.
Wcnonb3ynte npotokon HTTP, utobbl 06ecneunTb BO3MOXHOCTb AD-ayTeHTUdbMKaLmm
yepes 6pay3ep. [N 3TOro BbINOJHUTE CEAYIOLLYH KOMaHAY:

setspn -S HTTP/asmo.mydomain.ru asmosrv

I'IpOBepre 3ajjaHHOE NMA C NOMOLWbHO cnep,yrou.l,eﬁl KOMaHAbl:

setspn -L asmosrv
4. C nomowbto ytnantel ktpass co3garite Ha KOHTpoanepe gomeHa ¢dann keytab ans
cepBuca:

ktpass -out asmo.keytab -princ HTTP/asmo.mydomain.ru@MYDOMAIN.RU -mapuser
asmosrv -pass <mapojib OT asmosrv> -ptype KRB5 NT PRINCIPAL -crypto all

PykoBogcTBO no ycTtaHoBKe (MpodeccroHanbHas Bepcms) 128



ACMO-rpaduryecknin pegaktop lnaBa 14. PekoMeHzaLMM NO HaCTPoOMKe

Ecav TpebyeTca ncnonb3oBaTh pasHble MMEHa CEPBUCOB NS OObIUHbIX MOAKAFOYEHNIN U

noakntoueHnn HTTP/HTTPS, co3pavnTe aBa dpavina keytab n o6vesmHuTe nx.

5. Ckonupyinte ¢ann asmo.keytab Ha cepsep asmo.mydomain.ru B Katanor
/opt/asmo/server/krb. Obpamume eHuMaHue, 4mo, eciu y4emHas 3anuce asmosrv
bobi1a kakum-1ubo 0bpazom usmeHeHa nocae cozdaHua ¢atinos keytab, ux Heobxodumo
6ydem cozdasame 3aHoso. Kpome moeo, ¢atin keytab domxeH 6bime docmyneH Ons
YymeHus.

MNpn HeobxoaMMOCTM NpoOBepbTe BO3MOXHOCTb ayTeHTUdUKaumm B JOMeHe C

ncnonb3oBaHvem cosgaHHoro dainna keytab c nomolbro cregytolen KOMaHAbI:

kinit HTTP/asmo.mydomain.ru -V -k -t /opt/asmo/server/krb/asmo.keytab

B cnyuae ycnewHon ayteHTMdMKaL MM AOKHO NOABUTLCA COOBLLEHMe CeayroLero B1aa:
Authenticated to Kerberos v5

6. JobasbTe B dpain pha.conf (HaxoanTcs B kKaTanore yCTaHOBKM MeHeKepa areHToB Uan

AOCTYNeH AnA  pejakTMpoBaHWA C  MOMOLWbLIKO  YTUAUTbI  aAMUHUCTPUPOBAHNSA
NN BPYYH J1 me n METPbl krb.keytab, krb.service

AM Console F0) cneayrowne napame krb.k b, krb ' SPN

NS OObIYHBIX NOAKAKOUEHNN) U krb.httpservice (SPN ans noakntouenmn HTTP, npw
HeobxoANMOCTW):

krb.keytab = /opt/asmo/server/krb/asmo.keytab
krb.service = HTTP@asmo.mydomain.ru
krb.httpservice = HTTP@asmo.mydomain.ru

7. I'Iepe3ar|yCT|/|Te am C NnoMowbrO KOMaHAbl sudo systemctl restart asmod (eCﬂI/I
NpaBKM BHOCUINCb He Yepe3 KoHcob ynpasaeHna AM Console).

8. Ecnv BbIMONHeHbI HacTpowka nonb3oBaTtenen (HacTtpoWka nosb3oBatenein) v npu
HeobxoAMMOCTM 3ajaHbl MapameTpbl 3anycka kaneHToB (HacTpoiika napamerpoB
3anycka M noAKJ/IloUeHue KJIMEHTOB), Bbl MOXeTe NpoBepuTb PaboTocnocobHOCTb
ayTeHTudukaumm B Active Directory, nogKNOUMBLUNCE K areHTy C MOMOLLbIO KJANEHTA.

BaxxHo! Ans ckBo3HOW ayTeHTUdMKaumm yepes Active Directory BaxkHoe 3HaueHne nmeet

TOYHAsA CUHXPOHU3ALMSA BPEMEHN MEXAY KJIMEHTCKMMWU KOMMbIOTEPAMM U KOHTPOJINIEPOM
AOMeHa.

14.2.3. HacTtpoika nosb3oBartesier
14.2.3.1. HacTpoiika yueTHbIX 3anucen

HacTponka HOBbIX MW CyLLECTBYHOLLMX NMOAb30BaTeNen 414 AOMEHHOW ayTeHTudMKaLmm
(Hanpumep, uepes Active Directory) ocywecTtBaseTca agMMHNUCTPATOPOM C MOMOLLIO GOpPMbI
<YyemHble 3anucu nosibzoeamesiel>, Yy3en 3anycka KOTOPOW HaxoAMUTCA B narke
<[lMonwzoeamesnu> Ha pabo4yem mMecTe.
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PucyHok 14-5. 3anyck popmei 015 pedakmuposaHus y4yemHelx 3anuceli noss3osamesel

BuicTphift AocTyn X = Pagouue mecTa
Bce [> Nnunsli kaGuHeT
WzBpanHoe [E] ¥ypHan nokymenTos

[ KaproTeka cOwekToR

L] CApaBoYHKKK

OryeTsl
ALMUHUCTPHPOBAHHE CHCTEMEI
CI|YL|9THble 3aNUCH NONL3I0BATENEH
1 MNogpazaensxua, paboTHMKK

Panu

Ayamt

[pynnsl-wabnoHel NoNL30BIATENER
OBHOENEHKA

Yanel pennMKaLmi

CnywebHsle NoNb30BaTENM
3annaHupoBaHHLIE 334aHKA

ImMa nonb3oBaTens AOMKHO COBMNaAaTb C MMEHEM YYETHOW 3anuncu B JIOMeHe (Hanpumep,
Active Directory).

PucyHok 14-6. KHonka 05 dobassieHus HO8020 nosib3ogamers

YyeTHble 3anMcH nonk3oBaTenen
O Q Y- % | YaOunetpnoponw 53 CBpocuTs duaLTp no ponk | [ (] 7 ¥npasneHue ponamMKM =

HMmMa nons3oeatens Paborkuk
o5 10] NomkHocTs Monpaznenexwne
Bseawte TexcT AnA noucka 1 dneTpa
[ prof HMeanoe Metp MeTpoemy MHmxeHep YnpaaneHue
[ profadmin lMpodeccuonan AQMUHUCTPaTOR ADMWHWCTPATOP CHCTEMEI YnpasneHue

[Ana nonb3oBatens HeobXoAMMO YyCTaHOBWUTb Gnaxok <[llpusHak OdomMeHHOU
aymenmudukayuu>.

PucyHok 14-7. BeicmasneHue ¢pnaza domeHHOU aymeHmugpukayuu

YyeTHble 3anMcH Nonk3oBaTenenr

O|Q Y+ % | YeOunetpnopenu > Copocute dunetpnopony | | T T 7 YnpaeneHue pORAMM = >
PaBoTHuk MNonszoeatens e
MMa nonsaosatena [pynna-wabnod none3oeaTena YTEHTHRNKALIHH KoHc
330noKMpoBaH . i
Active Directory
Dunnan
Baenwre TEKCT 4nA NOMCKa W GUALTPa
j prof YMp 2 OBbIYHBIA MONB30BATENL L] YMp
[ 1 profadmin YIP 2 PazpaboTumk Mpegnpusatus O 1 ynp
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Takxe ANf 3TOrO0 MOXHO YCTaHOBUTb dnaxok <MHMcnosezoeams yqemHsle 3anucu
Active Directory> B KapTO4Yke HaCTPOMKW MONb30OBaTeNs, KOTOpPas BbI3bIBAETCA ABOWHbLIM
LWEeNYKOM B CMUCKE YYeTHbIX 3anuncen. [ns nogkNtOUeHMs Takoro noab3oBaTens K cucreme
ByAeT NCnonb30BaThCA 3aZaHHbIN B JOMEHE Napo/ib.

PucyHok 14-8. ®aaxok «Vcnoiw3osame yyemHsie 3anucu Active Directory»

4 HacTpoiika nonszosatens administrator X

MpeHtudmrauma | Crapt  Kodctawtsl  WMuTepdeitc  lMogxnwouenwne

Mma administrator
Mapone PTTTTTIIIT
[OOTBEQHOEHHE  sssssssssssss
‘.‘r"pDBGHb aocTyna AD.WHHHET[}&TDD -
KONMYECTRO BOIMOKHEIX NOAKNKNEHWH () -

[] Tpeosats cMeny napona npu cnegyiolem exoge

II]EM{nc-nb3DBaTh YUETHLIE 33nMcK Active Directo*;él

NononHuTensHsle FPYNNel W ponu

Pone/Tpynna MMyTb K yany
2 administrator administrator
2 MMpodeccioran (34MUHUCTPATOR) lMpodecconan (30MuHMCTPaTOR) > [pyNns-WatnoHs! Nonb308at

14.2.3.2. PyuHasa CMHXpPOHM3aLUA NOJib30OBaTesier

CVHXpOHM3aLMA MNOAb30OBaTesien OCYLLeCTBASETCA C MNOMOWbto y3na <)KypHan
CUHXPOHU3ayul OaHHbIX>, KOTOPbIA HAaXOANTCA B Nanke <Aydum> B AepeBe A0CTyna ANs
aaMUHUCTpaTopa. Kpome Toro, ecam BbiMoOAHEHa HacTporika nHTerpaumm ¢ LDAP (Hacrpoiika
uHTerpauum c LDAP B cpege Active Directory), CMHXpOHM3aLMA MOXET OCYLLECTBAATHCA
aBTOMaTn4yecku. XypHan CUHXPOHM3aLMA NCNOb3YeTCA ANA YCTAaHOBKN COOTBETCTBMA JaHHbIX
nosib3oBaTeneu, NnogpasgeneHni 1 o6beKTOB 13 NpesBapUTENbHO MOArOTOBEHHOrO darna ¢
HY>XHbIMW AaHHbIMK nonb3oBaTenein Active Directory (B dopmate XLSX), KoTOpbIN MOXeET
pacnosiaratbCsl Kak Ha cepBepe, Tak M Ha KJMEHTCKOM KomnbloTepe. Ecam davin ¢ gaHHbIMM
nosb30BaTeNel HaxOAMTCA Ha cepBepe, CMHXPOHM3aLMA AaHHbIX TpebyeT AOMONHUTENbHbIX
HacTpoek. B dann HacTpoek areHToB (pha.conf) n f06aBUTb cneaytoLLyO CTPOKY:

mount point.csv=/tmp

3pecb /tmp 3agaeT NyTb K Ganny AaHHbIX Ha cepBepe, Kyja YCTaHOBAEH areHT. lNocne
n3meHeHus ¢anna pha.conf cepeep ACMO (am.exe nav am Heob6xo4MMO Nepe3anycTuTh).
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PucyHok 14-9. ®opma xypHana cuHxpoHu3ayuli 0aHHsIx

KypHan CMHXPOHW3AUMIA AaHHBIX
Maiin Ha cepeepe: | csvyTlons3oeatent.xlsx v

Ly .= .
Mepuoa npocmatpa: Beck nepuog o E HauansHan cTpoka B daiine: 2
- i =~ —_— . - 6LOE =
C)\ ? H |:| OTpuiTs daitn | @7 CHHXPOHM3MPOBATE = @ MpuMeuatue "} Conoctaenenwe cTonfuos = E]
KonwuecTteo sanvcei
¥Ycnewwoe - =
Aata Big cunxpoHMsayumn MonHeit Ny WA daitna MpumeyaHme
Bcero OBhoeneno  Jlobapneno — BHINOMHEHWE
BeenuTe TEKCT ANA NOMCKa M QUALTPa

P 19.11.2024 08:26:51 Monb3csatenw 4 4] 4 [¥] cA1\NonezosatennXLSX.xlsx MenszoeatenuXLSX.e Y nonssoeatens Tagi

18.11.2024 17:42:12 | Monpa3zaenexus 10 9
18.11.2024 17:41:51 Mogpasgenstua 10 10 0 ¥ csvi/Departments.xlsx Departments.xlsx

-

[¥] csvy/Departments.xlsx Departments.xlsx

[ns CMHXPOHM3aUMM MCNOAb3yeTCs 3apaHee MoAroTosneHHbiM dann Excel B dopmare
XLSX c gaHHbIMKM nonb3oBaTenen ns Active Directory, B KOTOPOM B COOTBETCTBYHOLLMX CTONBL,AX
3a/1aK0TCA PEKBU3MTbLI YUYETHBIX 3amnncen, CONocTaBiseMble C PEKBU3NTAMMN YUYETHbIX 3anucen
nosnb3oBatenen «<ACMO-rpadurueckmii pegaktop». Huxe onucbiBaeTcs NpoLLecc NoAroToBKy
sToro danna.

Ytobbl MONY4YMTb CMNUCOK MOJ/b30BATENEN, BbINMOJAHUTE Ha KOHTPOJ/Epe JAOMEH],
Hanpumep, creayowmin komaHanet B PowerShell:

Get-ADUser -filter * -Properties Company, CN, SamAccountName, mail | select
Company, CN, SamAccountName, mail | Export-Csv "C:\Users.csv" -NoTypeInformation -
Encoding UTF8 -Delimiter ';'

rge:

e —filter * MO3BOJSET NOJYUNTb CMIUCOK BCEX MONb30OBaTENEN;

® -Properties OMpeAensieT MMNOPTUPYyEMble CBONCTBA Nosib3oBaTtenen Active Directory
(Company — KOMMaHus/duavan, B 3aBMCMMOCTM OT OpPraHU3aLMOHHOMW CTPYKTYpbl
npeanpuATnA, COMOCTaBAAeTCA C KPaTKUM HavMmeHoBaHveM o¢uanana B «ACMO-
rpadpmueckmi  pegaktop», CN-— GamMuans, UMS U OTYECTBO MOJIb30OBaTeNs,
conoctaBnsetca ¢ OO nonb3oatens B «ACMO-rpaduuecknin  pegaktop»,
SamAccountName — MMSi nosib3oBaTens Active Directory, conocrtaBnserca ¢ MMeHeM
nonb3oBatens B «ACMO-rpaduueckmn pepaktop», mail — 31eKTPOHHaA mMouTa
nosab3oBaTens);

® -—select 3aZ,aeT CBOWCTBA, BK/HOUYaEMble B BbIXOAHOW dann;

® Export-Csv "nyTre k OQauay" — CyU_LeCTByPOLLLMIZ nyTe K MecCTy, rae 6yp,eT CO3aaH
BbIXOAHOW daunn;

® -Encoding UTF8 — 3aZaeT KOAMPOBKY BbIXOAHOro darna (gomkHa 6bite UTFS);

® -Delimiter ‘;’ — pa3genutenb, C KotopbiM Excel no ymonuaHuto oTKpbiBaeT
CSV-dannsbl.

3anyctute Excel n otkpownTte B Hem nonyyeHHbln CSV-dann ¢ aHHbIMKW Nob30BaTenen. B

OTKPbIBLLUEMCA OKHE MMMOPTa HaXXMuTe KHonky </asee>.
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PucyHok 14-10. Omkpeimue CSV-cpaiina 8 Excel

Mactep TekcTos (Wmnopt) - war 1 us 3 ? >

JaHHbIE BOCNPWHATH KAK CNWCOK SHAYEHWHA € pa3ienkTenamm,
Ecnm 3T0 BEPHO, HAXMWTE KHONKY “Jdanee =", 6 NPOTMEHOM CIy4ae YEaxWTe QOpMaT JaHHbIX,
DOpPMAT MCKOAHBIX JAHHBX

¥eaxunTe GopMaT JaHHBG

— IHAYEHWA NONEH OTAENAKTCA SHAKAMM-PASENUTENAMM
() pMECHPOBAHHDI WHPUHE  — NOAA MMEKT 33A3HHYI0 WHPUHY

HauaTe umnopT co crpokm: | 1 +| ®opmat haiina: | 65001 : KOHuKkoa (UTF-8) ~

[] Mowu gamHeie cogepxat saronoskn

MpeseapuTeneHEI NpocMoTp daiina C\Users\User\Desktop'JokymeHTel\PykosogcTea ACMOrpad Users.csv,

1 "Company™; "CN"; "SamiccountName™; "mail™ Lol
"¥op" ; "AmammcTparop™ ; "ADamucTpaTop™;
'ém'xl" ocre"; "Tocrs";
EI "Frnl™ ;"M M. M=amo="; "userl™;"ivanov@mail . ru"
"¥op"; "adminl™; "adminl™;

OTmeHa < Hazag [oToBO

B cnepyrowiem okHe BblbepuTe B KauecTBe pasgenntens TOUKy C 3anaToW, HaXmuTe
KHONKYy </Jasnee> v 3ateM <[0omoeo>:

PucyHok 14-11. Beibop pazdesumens

Mactep Texctos (MmnopT) - war 2 us 3 ? X

B 3TOM AMaNnorosoM OKHE MOXHO YCTaHOBMTE PasAenuTen AnA TeKCTOBLX AaHHb. PE3yALTaT BHEOINTCA B OKHE
oBpasua pazéopa.

CHMEDNOM-DAZAEANTENEM AENAETCA:

TodKa € 3aNATONA [] CumTaTe nocneaoBaTenEHEE PASACANTENN DAHHM
[ zanatan .

OrpaHUHKUTENE CTPOK: ~
[] nposen
[ apyroii:
OEpazey pazbopa JaHHBX

amiccountName il L
CTRaToR

ivanovimail .ru

ompany
op CTRaToR
1 oCTE
1 i M. HM=anos
7123 dminl

Obpatute BHUMaHMe, 4TO npmBA3ka co3gaBaemMbix B «<ACMO-rpaduuecknin pegaktop»
nosb3oBaTenen K NoApasfeNeHnsM OCYLLEeCTBASETCA MO BHEWHeMY KoAy MNojpaszeneHus
(none <BHewHuUl K00 > B CNPaBOYHNKE MOAPA3LAENEHNN NPEANPUATMA), KOTOPOe 3a4aeTcs B
COOTBETCTBYHOLLEM CcTONbOUE crnpaBoYHMKa ¢uamanos (y3en <CnpasoyvHuku — CnpasovyHuK
nodpazdesieHul npednpusmus> JepeBa AOCTyna). Yka3biBaeMble 34eCb HaVMEHOBaHWSA
LOMKHBI  COOTBETCTBOBATb  BHEWHWMM  KoZaM  MOAPa3AeNeHuin  MNoJib30BaTenen,
3KCNMOPTUPYEMbBIM U3 CNY>XObl KaTanoros..

OTMmeHa < Hasag Jdanee = TaToB0
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PucyHok 14-12. Cnpaso4Huk nodpasdesneHuli npednpusmus

MNopgpasnenequa

= Q Y: Y., E C=m E (i) Monpobo E]

Mogpazaenexua NpeanpuaTia Brewnwit kog N n/n

MogpazgensHua NpeanpHATHa

¥npasneHne WHDOPMALMOHHLIX TEXHONOMMA M CBA3M

ABToMOBMNEHER Cnyxba D03
azoBan cnyxba DOO0S
MMpoM3B0ACTEEHHEI OTAEN Doo1
@DuHaHCoBLIA oTAEN pooz2

CuunTbiBaHMe CTpOK nonb3oBatenen m3 XLSX-danna ana pgobaBneHms HaumHaeTca CO
CTPOKM, KOTOpas ykasaHa B nosne <Ha4yaneHas cmpoka e dailne> B >XypHane
CUHXPOHM3aunI AaHHbIX. [pu HeobxoammocTn sobaBbTe NycTbie cTpokn. ObpaTnTe BHMMaHMe,
YTO JINCT, Ha KOTOPOM pacrnonararTcA 3anucKy, A[OoJXKeH HasbiBaTbca Jlucm1 (npw
HeobxoAMMOCTN nepenmeHyWTe ero). [pumep roToBoro anna ANA  CUHXPOHWU3ALUK
noJsib3oBaTenelr NokasaH Ha PUCYHKe HUXe.

PucyHok 14-13. lpumep XLSX-¢balina dnsa cuHxpoHu3ayuu 0aHHsIx nosib3osameneli

N11 e I
A B C D E F G H | 1 K L M
§ HEEEEE
Wma . 2 = ] - g & =
ID nompasnenequa  |GMO NomuHocTs e-mail =3 5 2= R S 8 -
nonbaoeatens £ © 52 E g ] 2 i
g 53 ) & &
g F g
1
TNaBHbIfA CReuranvcT oTaena
D022 MeTposa Axxa CepreesHa petrovaa petaa@mail.mail na na na
2 SNEKTPUUECKUX PERMMOB 55
[NaBHbIi CNEUMANKCT OTABNA
D022 Viropes MeTp Cepreesuy igorevps igorevps@mail.mail  Aa na na na na
3 INEKTPHUECKMX PEXUMOB 888
[NBHBIF CNEUMANKCT OTAENE
D022 Meawos Netp Cepreesny ivashov ivashov@mail.mail  ga aa aa ana aa aa
4 3NEKTPUUECKUX PERMMOB EE— 838
TnaBHbIl CNeuManyct oTaena N
D022 CeBMHa KapuHa MropesHa sevinak mail@mail.mail na na na na na
5 3NEKTPUUBCHUX PEHUMOB - 777

Mpn Heo6XOAMMOCTN MOXHO HACTPOWUTb COMOCTaB/ieHWe cTonbuoB davna Excel n
pPeKBM3NTOB yueTHbIXx 3anucen ACMO (ctonbey, <llokazamesns> dopmbl <ConocrtaBaeHue
CTON6UOB>) C nomMoubto KHoMNkM <ConocmaeneHue cmosbuyoe — [losibzoeamenu> Ha
naHenn MHCTPYMEHTOB GOpMbl.
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Pucyrok 14-14. ConocmasneHue cmonabyos ¢ XLSX-¢galinom

ConocTaeneHue cTonbUoB (Nonk3osarenm)

QY- Y8

Mokasarent

P ©unmnan
Monpasnenerne 1
[uli[e] 2
MmMa none3oBatens 4
e-mail 5
Monb3osatens 3a6nokuposax
Tenedox
Mpumevatne 3
PenaktupoBanme cxem [
Cornacoanme cxem 7
PenakTupoBakue GubamoTek 8
PenaktupoBakue 0fbekTos 9

HacTpofika KnaccupukaLmm

Mepesectu 8 oduuKansyyio Ges cornacosakus

v Oox

Cronbey

B none <HauyaneHas cmpoka e cpatizie> yKka3blBaeTCi HOMEP HayalbHOW CTPOKM B
davine, Hanpumep 2, ecv Nepeas CTpoka B danne AaHHbIX COAEPXXUT OnmncaHne ctonbLos.

YTO6bl BBINOAHUTL CUHXPOHW3ALMIO, HaXMUTE KHOMKY <CUHXpOHU3UpPOBAMb> Ha
NaHenn MHCTPYMEHTOB, WenkHuTe <[losibzoeamenu — U3 cpatina Ha kaueHme> v Bblbepute
NOAroToBieHHbIN XLSX-dann ¢ gaHHbIMM Nonb3oBaTenen. Ecav BbINONHAETCA CMHXPOHMU3aLMA
n3 danna Ha cepsepe, Bbibepute <llosbzoeamesnu — U3 catina Ha cepeepe>, a 3aTeM
BbibepuTe NyHKT <csv:/lMonbzoeamenu.xlsx> B cnucke <®@aiin Ha cepeepe> (Ha cepBepe
ACMO B katanore, 3aZiaHHOM MapamMeTpoM mount point.csv U3 ¢arna pha.conf, ponxeH
HaxoanTbca Gann Nose3oeamesnu.xlsx C faHHbBIMY MONb30OBaTENEN).

PucyHok 14-15. CuHxpoHu3ayus u3 ¢galina Ha cepsepe

HKypHaN CMHXPOHKW3aUMA OaHHBIX

.| g

Mepuog npocmatpa: Beck nepuog

-

Daiin Ha cepaepel csvyTons3osatenm.xlsx

HauanbHaa cTpoka B daiine: 2

Mo pe3ynbTaTaM CUHXPOHM3aLMKM B cuctemy 6OyayT pobaBieHbl COOTBETCTBYHOLLME
yyeTHble 3anucu nosb3oBaTesNen, ANf KOTOPbIX aBTOMAaTUYeCKW YycTaHaBavBaeTca daar
AOMeHHOW ayTeHTMduKaumn. B xypHan pgobaBnsertcs 3anucb ¢ MHGopmaumen ob mtorax

NpoBeAEeHHOWN onepaLm CUHXPOHN3aL MK,

PucyHok 14-16. imoau cuHxpoHu3ayuu noas3zoeamesneli

AypHan cMHXPOHW3aUMA OaHHbIX

®aiin Ha cepsepe:  csvyTlonsaoeateny.xlsx ~
n : Beck nepuo, @ = ? fine:
epuog npocMoTpa: puon & x HauansHan ctpoka & gaiine: 2
Q ? H D OTKpLITE daitn S CHHXPOHWIMPOBATE = @ MpuMeyaHue "} ConocTaBneHme CTONBLOE = E]
Konw4ecTso sanuvcel
Yenewnoe = -
Jara Bra cHXpOHMZaLMIA MoAHBIA Ny Wma daidna MprmeyaHme
P Beero Ofhoeneno | floBapneng  BRINOMHEHnE e & o
BaequTe TeKCT Ana noucka M dunsTpa
P 19.11.2024 08:26:51 Nonbaoeatenu 4 0 4 [¥] CAl\Mons3oBaTenuXLSX.xlsx [onb3oearenuXLSXa ¥ nens3ceatena fagi
18.11.2024 17:42:22 MNonpasnenssuma 10 9 1 [¥] csvy/Departments.xlsx Departments.xlsx

PykoBogcTBO no ycTtaHoBKe (MpodeccroHanbHas Bepcms)

135



ACMO-rpaduryecknin pegaktop [naBa 14. PekomMeHZaLMMN MO HaCTpoOMke

PucyHok 14-17. Y4yemHsle 3anucu 006as/ieHHbIX 8 paAMKAax CUHXpOHU3ayuu noss3oeamesneli

BriwecToAue
noppasREneHus

Monksosatens

Moapaspenesine Vins nons3osatenn o CUHNPOHMSMOBHE! | 3260

e-mail Tenedon Mpumesianie
BBenwTe TeKCT ANA NOMCKA : ANLTP3

] Pyxosoacteo nmana Annapar ynpasnes igorevps Mropes Merp Cepreesin [ igorevps@mail. mail 888 Tna8HsIA CIELHANACT OTReNa INEKTPHIECKIX PEXHMOB

[ Pyxosoacteo nnana Annapar ynpasnes ivashov Veawos Merp Cepreesny [ ivashov@mail.mail 888 TMa8HLIA CELMATACT GTRENa IMEKTPHIECKIX PEXHMOB

[ Pyxosoactee rnmana Annapat ynpasner sevinak Cesnna Kapura Hropesna [ mail@mailmail 77 Tnasrsiit CNELNETINCT OTRENE IMEKTPHUECKHX PEXHMOS

) & &[S

[[] PyxozoacTeo gunnana Annapat ynpaenet petrovaa MeTposa AxHa Cepreeera [ petza@mailmail 55 NaBHLIA CNEUHANHCT OTIEN INEKTDPHUECKHX PEXHMOE

Ans cMHXpoHW3auum noapasgeneHunii B dopme <)XKypHas cuvxpoHuszayuti OaHHbIX> B
none <®atuin Ha cepeepe> Bblbepute csv./Departments.xlsx, a 3aTem BblbepuTe KOMaHAy
<CuHxpoHuzupoeame - [lodpazdenenus>. [lo pe3ynbTaTaM CUHXPOHM3ALUM B
cnpaBovHuKe <CnpaeoyHuku - Cnpaeo4yHuk nodpa3sdesieHuli npednpusmusa> b6yaer
chopMmpoBaHa nepapxmyeckas CTpykTypa nojpasAeseHnin B COOTBETCTBUN C ONpeseneHHom
C Nnomoubio naeHTndunkatopos B XLSX-dpanne ctpyktypon. 3HaveHne nona <BHewHul Kod >
ANA NoApasjeneHui ycTaHaB/MBAETCA aBTOMATUYEeCKM Ha OCHOBaHWMM uaeHTudmkaTopa
noapasgenenva un3 XLSX-danna wu cayxuT ANA COMNOCTaBAEHMA MOAb30OBaTesNen npwu
CUHXPOHM3aLUUN.

14.2.3.3. ABTOMaTMUeCcKana CMHXPOHMU3aLMUA No/ib30OBaTeNen

Ama ¢yHkyusa docmynHa 8 KueHmMe 8epcuu 5.x u nnaHupyemcs k peanusayuu 8 kiueHme
gepcuu 6.x.

MapameTpbl aBTOMaTMUYECKOW CUHXPOHW3aLUW MONb30OBaTener 3ajaroTcs B y3ne
<Aemomamu4eckasa CUHXpPOHU3AYUs noJib3oeamesieli>, KOTOPbIA HaxOAUTCA B Manke
<3annaHupoeaHHble 3a0aHus > jepeBa JOCTyNa.

PucyHok 14-18. ®opma Hacmpoliku asmomamuyeckol CUHXpOHU3AyuU ¢ KHONKol HacmpoUlku 3anycka

[ /Hactpoiika Mhdopratuka/Hacrpoiika ACMO MTA/CUCTEMHBIE 3AJAU/ OroBpaxken... X

Hacrpoiiica yana

Mopyns ﬁ CUHXPOHU3ALIA NONb30BaTENER
MNapameTpel sanycxa He moryT BeiTs sanaHe!

3anycKk oT UMEHM &
NlaTa Hauana ssiNonHeHMs ] Zanatme AERSETCA BadKHEM

[ Orparieruie Bpemeny BsNONHERMA  000:00:00 5 (AnmY:Mm)

Hactpoiika zanycka

[C] OnrokpatHe |17.02.2023 13:00 [+ I E I E
=

CrMcoK TPMITepos

WHTepsan: 1:00:00, BAH, BM, BAM

MNpumedaH1e

[_] 3ananme sabnorposaro

CocTosHHe MPHMEHHMTE OK OTmeHa

YkaxuTe faty Hauasna BbIMOJHEHNA N HAXXKMUTE KHOMKY HaCTPOWKM 3anycka (CM. pUCyHOK
BbILWE), UTOObI OTKPbITE POPMY HACTPOMKMW.
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PucyHok 14-19. ®opma Hacmpoliku 3anycka

) HacTpoiika sanycka — O >
HacTpoiika sanycka PaspewerHoe spemMa
e ; " + -
¥ ¥HTepsan 1:00:00 L | (0:44:MM) &
HauyaneHoe BpeMa  |KoHEdYHOE BpEMA
¥ Bce aHu MNoHeRENBHMK YeTEEpr
BTopHKK MaTtHyua
Cpena CyGboTa
Mocneaxuid AeHs MecALa BocxpeceHse

¥ Bce Mecaus

AHBape Mait CeHTabpE
Pespans MioHE OwTabpe
MapT Mione Hosbpe
Anpens ABrycT Oexabpe

¥ Bce aHu mecaua

QK OTMeHa

[na aBTOMATUUECKOW CUMHXPOHM3auum Heobxoammo pobasutb B INI-dpanin cepsepa
(@m.ini, poctyneH Ans pefakTUPOBaAHMA C MOMOLWbBK  YTUAUTBI  aAMUHUCTPUPOBAHMUA
AM Console) aprymeHT --enablejobs (ykasblBaeT Ha nanky <Pabouee mecmo> B fepeBe
Yy3/10B), Hanpumep:

args=--jmem 6000 --login PGSQL //host/asmo bd login user 1 --enablejobs

14.2.3.4. MaccoBoe ynpasJsieHue ponamm

Mo yMONUYaHMO UMMNOPTUPOBAHHbLIM MOb30BaTENSIM NPUCBAMBAOTCA POAN Ha MPOCMOTP
CXeM WU PONK, KOTOPble OnpeseneHbl B paMKax COMOCTaB/eHUS B NPOLLeCce CUHXPOHM3aLLMK
nosb3oBatenen. Ytobbl Ha3HauUTb WMAN yAanUTb POSM OLHOBPEMEHHO AN HECKONbKMX
nonb3oBaTenen, nepenante B opmMmy <Yuemusie 3anucu nosib3oeameseii>, BblAevTe B
CMNCKe HYXHbIX MONb30BaTeNel U HaXMUTe KHOMKY <YnpaesieHue posissMu> Ha MNaHen
WHCTPYMEHTOB. B BbiNagatoLleM MeH0 KHOMKW <YnpaesieHus ponamu> Bblbepute KoMaHay
</lo6asume ponu> nnn <Yoanume posiu> B 3aBUCUMOCTUN OT AENCTBUS, KOTOpPOe TpebyeTcs
BbIMONHWUTB!

PucyHok 14-20. KHonka «YnpasneHue poaamu» popmel «¥YdemHsle 3anucu nosiv3osamesneti»

YuyeTHele 3anucu Noab3oBaTenei

O Q Y= ?;mmnb'rp noponu iz CBpocuts punstpnopor | B0 | O3 mj T ¥npasneHWe ponamu1 ¥ (i) MonpoBHo | & CHHXpOHMIALMA 3 Iﬁ]

+ NoSaeuts ponu
[ e T = PaboTHKK y Mpynna-w... Monb3osatens
AIANUTE pon nons30ea..  3abnokwposau

DHO HonsHocTs Moapazoenexune Dunman
Bsenute TexcT ang noucka u Qunstp
[]/ BaselserLDAP 2 QBbIuHI O

[ admin Ennkenckuin Anekcannp Buktoposwy  Anmunuctpatop cuctemsl  Otnen TexHuueckoi nogaepseu  YTIP 2 Paspab ]

[/ disp [nazoe Buktop BukTopoeuy Oucnetuep JAucnetuepckan cnyxba ¥ne 2 0BbIYHI O

B nosBuBlemca okHe <Bwibop posieli> ycTaHOBUTE (Aaxku ANs Tex poaeun, KoTopble
TpebyeTcs NpPUCBOUTL WMAM YyAaAUTb ANA BblAENEHHbIX MNojab3oBaTenen. Haxmute KHOMKY
<Bei6op > n noaTBepAMTE NPUCBOEHME UV YAaNeHWe poaen AN BbibpaHHbIX pabOTHUKOB.:
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PucyHok 14-21. OkHo «Bbibop poneli»

BeiGiop pon o x

Boibop poneit
Q ¥+ m
Hamuerosanie Tpustak po.
BaequTe TeKCT ANA NOMCKE 1 QUAETPA
® Pegakiuposanne Tpynna
[ 22 Pepaitiposasie i cornacosanne Tpynna
[]| # Pepaktuposatme cxem Pons
[ # CornacosaHme cxem Pons
[J| # Nepesect 8 ofuuMansHyia Be3 cornacosaxma Pons
[] # Hactpoiika nyBnukaumi Pore
1] # Hacrpolika knaccudmkaLmi Pone
[]| # PenakmuposaHme 0BuekToR: Pons
[| # Penakruposatmne oBuwmx Gubmuotex 1 wabnoHos Pons
[] # Peparruposanme GrinvoTex Pons
[] # Aamunncrpatop AVTI Pans
[] # AaMunncrpatop dunuana Pans

[ # Mpocmorp obuexTos Pans

Beibop Omvena

14.2.4. HacTtpoika napameTpoB 3anycka v NogK/iloueHve KJIMeHTOB

Ecan yctaHOBNEHbl HeO6XOAMMble HAaCTPOWKW cepBepa W MoJib30BaTeNen, Npun 3anycke
KANEHTa MPOMCXOAUT aBTOMaTM4yeckas aBTopu3auua C WUCNONb30BaHWMEM YYeTHbIX AaHHbIX
Active Directory.

Mpu 3anycke KAMEHTa AMANOrOBOE OKHO JANf CO34aHMA HOBOro wau Bblibopa
cylecTByrowero nogkntodeHunsa. ViHbopmauma O NOAKAOYEHUM W HACTPOEHHbIX MO
YMOJIYaHUIO MONb30BaTeNAX NpMBOAMTCA B rnaBe 3 «[oak/ioueHne K HaCTPOeHHOoM
cucreme». Ecam HactpoeHa wmHTerpaums ¢ Active Directory, ans Bxoga C MCNOAb30BaHMEM
YyUYETHOM 3anucu Tekyliero noab3osatensa OC nocpeacTBoM MexaHu3Ma ayteHTudukaumm AD
HeOobXoAMMO LWEeNKHYTb 3HAaYOK MOAKAKOYEHUs (KAMEeHT Bepcum nocne 6.795) mam Haxatb
knasuwmn CTRL + W (knueHT Bepcuun Ao 6.795). Takxe MOXHO 3ajaTb napameTpbl 3anycka
KJMEHTCKOrO MPUIOXEHMSA, MO3BOAAIOWME BXOAUTb B cuCTeMy 6e3 BBOAA YYETHbIX AaHHbIX
(MuTerpaums c Active Directory). lNpu 3ToM ByseT akTMBMPOBaH pexum Bxoaa vepes Active
Directory (BBOANTb MMA 1 Naposb Nonb3oBaTtena B «kKACMO-rpaduueckmin pegaktop» npu 3ToM
He TpebyeTcs, WMCNONb3YHOTCA Yy4yeTHble JaHHble Active Directory). YT1ob6bl OTKAKOUUTH
oTobpaXkeHne OKHa uAeHTMOMKaLMM N aBTOMaTUUYeCKM OCYLLeCcTBAATb BXoA uyepe3 Active
Directory npwu 3anycke KAMeHTa, HeOBXOAMMO COOTBETCTBYHOLMM 06pa3oM HaCTpOUTb
napameTpsbl 3anycka KaneHTta (CM. ganee).

PucyHok 14-22. Bxod ¢ nomouwjbto Active Directory

& -

Lobasuts ACMO lpadpmyeckmn ...
NoAKNKYeHHe [profadmin)]
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[pn HEOBXOAMMOCTM MOXHO HaCTPOUTbL MapaMeTpbl 3anycka kaneHTa. Hanpumep, Takum
0bpa3om MOXHO yKasaTb MMSA M Mapo/b NOJb30BaTeNs, KOTOpble ByayT NCNOAb30BaTbCA AN
ayTeHTMdUKauum yepes Active Directory nnm ans Bxoga B CUCTEMY, afpec 1 NopT cepBepa Uau
areHT AnA MOAK/IIOYEHMsA, HEOOXOAMMOCTb OTOOpaXeHusa OKHa Ana  uaeHTUdMKaLnm
nosib30oBaTeNs n Apyrve napaMeTpbl. 3TO MOXHO CAenaTb pa3HbiMK cnocobamu, Hanpumep:

® 1CMOAb3yA NapaMeTpbl KOMaHAHOW CTPOKM;

e ncnonbaysa peectp Windows.

14.2.4.1. Acnonb3oBaHMne NapamMmeTpoB KOMaHAHOM CTPOKM

Mpw 3anycke KAMEHTa MOTYT 3aJaBaTbCs CNEAYHOLLME OCHOBHbIE MapaMeTpbl KOMaHAHOM
CTPOKM:
e -c— MPOU3BOANTb aBTOPU3aALNIO, UCNONL3YS MUMA M NapOJib TeKyLLero nosb3oBarens
onepaLmnoHHOM CUCTEMBI
e -sCEPBEP — 3ajaeT cepBep C MeHeaxepom areHToB (DNS-uma wam IP-agpec) ans
NOAKNHOUEHNS;
e -nBA3A JAHHHX — 3afaeT 6a3y AaHHbIX (areHT) ANA NOAKNHOYEHWS;
e -pHOMEP TOPTA — 3afla€T CETEBOW MOPT A/11 NOAKJHOUEHUS;
e —ulOJIb30BATEJL — 3a4a€T MMA MOAb30BaTeNs ANA MOAKIOYEHNS;
e -xIIAPOJIb — 3aJ@eT NapoJib ANA MOAKNOYEHUS;
e -login <0 | 1>— otkaovaetr (1) wam Bkarodaetr (0) oTobpaxkeHme OKHa
naeHTMPUKaLMmM Nonb3oBaTens Npu 3anycke KaneHTa.
Ytob6bl NPOCMOTPETb MOAHbIA CMMCOK AOCTYMHbIX MapaMeTpoB, 3anycTuTe KANEHT U3
KOMaHZAHOW CTPOKM C K/IFOUYOM -2
Hanpumep, uTobbl 3anyCcTuTb KAMEHT AAA MOAKAHOYeHMA K 6a3e JaHHbIX (areHTy) ¢
MCNO/Ib30BaAHMEM TeKYLLErO MOJ/Ib30BaTENS OMEepPaLMOHHOM cMCTeMbl 6e3 oTobpaXkeHns okHa
naeHTUdMKaLm, MOXHO BbIMOJHUTL KOMaHAY 3arnycka co chefyroLwmmm napametTpamm:

C:\asmo\thinclient\asmo-re.exe -5192.168.xxX.xXXX  -C -n"ACMO  rpabuuecknit
pemakTop" -login 1

B OC Windows Takxe MOXHO MCMN0/b30BaTb NMapaMeTpbl KOMaHAHOW CTPOKW, KOTOpble
MOXHO NMponmncaTb B HaCTPOMKax fpAblka AN 3anycka KaveHTa. [ns 3Toro wenkHuTe Spabik
KJAVEeHTa MpaBOW KHOMKOW MbIWW M BBeAUTE MapameTpbl 3anycka B none <O6wexm> Ha
BKNaake <Apabik>:
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PucyHok 14-23. 3anyck K1ueHmMckoz20 npusoxeHus 6e3 nokasa okHa aymeHmugukayuu

1. Ceoitctea: ACMO-knueHT x

BesonacHocts MoppoBiHo MNpensinyuive sepcim
OBwme Apneic CoBMecTMMOCTE

ACMO+«nmeHT
[

Tun ofibexTa: Mpvnoxerne

Pacnonoxenwe:  thinclient

OfivexT: |:Ii5nt \asmo-e exe 519216800000 © n"ACMO r|

Pafiouan nanka: |C' \asma'thinclient |

BbiCTpLIA BLIS0B: |HeT |

Orro: OfisiuHbI pasMep okHa ~

KommerTapeii: |\ |

Pacnonoxenne daina | CMeHnTL sHauok...| | [JononHMTensHo...

OmaeHa MpMMEHUTE

Ana nogkntoueHna kaneHta Bepcum 5x (nog OC Windows) wmcnonb3yrotca apyrue
napameTpsbl 3anycka:

--win user <0 | 1>—3ajaeT NPOM3BOAMUTb UAN HET aBTOPMU3aLMIO, UCMOIb3YyA TeKyLLEero
nosnb3osatens Windows. Mo ymonuvanuto 0 (HeT);

-—server <cepsep npunoxeHwur> — 3aa€T CEPBEP ANA NOAKNHOYHEHUSA,;

--db <6Gaza nauuex>— 3ajaeT 6a3y AaHHbIX ANA MOAKNOUYEHWS;

--login <0 | 1> — oTkatoyaer (1) nam Bkatoyaet (0) oTobpaxkeHne okHa naeHTUdUKaLnn
nonb3oBaTens nNpu 3anycke KAMeHTa.

Hanpumep:

C:\asmo\client\phx.exe --win user 1 --server 192.168.xxx.xxx:5432 --db "ACMO
rpadmuueckut pegaxkrop" --login 1

MoNHBIA CNMCOK MapaMeTPOB MOXHO MPOCMOTPETb, 3aMyCTMB KJAWEHT U3 KOMaHAHOM

CTPOKW C napameTpom -7
Ana kanenTtos B OC Linux napamMeTpbl 3anycka MOXHO nponucatb B desktop-davine nam
danne ckpunTta 3anycka (.sh) NnpuaoXeHUs, HaNpuMep:
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PucyHok 14-24. lpumep desktop-gbalina 05 3anycka K1UueHmMcKo20 NPUIOXeHUsT C HACMPOeHHbIMU
napamempamu

[Desktop Entry]

Version=1.8

Type=~Application

MName=Asmo thin client

MName| ru]=ACMO-knnenT (cpena BhNOAHEHHWA)

Exec=/opt/asmo/re/asmo-re -s192.168.xxx.xxx -c -n"ACMD rpadmyeckmid pegaktop” -login 1
Icon=/opt/asmo/re/asmo-re_48.png

MimeType=x-scheme-handler/asmo

Categories=0ffice

Terminal=false

14.2.4.2. Ucnonb3oBaHue peectpa Windows

Ytobbl peanv3oBaTb MPOLECC UTEHMA HACTpOeK 3amycka KAMEHTa M3 peectpa, B HeM
HeobxoAnMOo co3aaTb  CTPOKOBbIN napameTp "allow reg ini" B pa3gene
"HKEY CURRENT USER\Software\Informatica\Asmo\5.x" W TPUCBOUTb 3TOMYy MapamMeTpy
3HaueHune "1". [lna 3TOro WenKHUTE NPaBoOX KHOMKOW MbIWKW B NpaBou obiactn pesakTopa
peectpa 1 Bblbepute <Cozdame — Cmpokossili napamemp>. YKaxute uma napametpa
allow reg ini. LLleNKHWTE CcO3AaHHbIN NapaMeTp NPaBOM KHOMKOW MbIWW U BbIBEpUTE NMYHKT
<MzmeHume>. BBeguTe 3HaUEHME "1" N HAXXMUTE KHOMNKY <OK>.

PucyHok 14-25. OkHo pedakmopa peecmpa ¢ ycmaHosseHHbIM napamempom allow_reg_ini

]
Taiin [Mpaeka Bwg MsBpannoe Cnpaska
Komnerotep\HKEY_CURRENT_USERNSOFTWARE InformaticalAsmot5.x

Google A0 i Tun 3Hz

Informatica ab| (Mo ymonuanuis) REG_SZ (3H
ab| [nstallDir REG 57 C:
58] allow_reg_ini REG 57 1

Hanpumep, ans HacTponku ayteHTndmKaumm yepes Active Directory B peectpe B pasaene
"HKEY CURRENT USER\Software\Informatica\Asmo\5.x" H€O6XOAI/IMO CO34aTb pa3genbl
"server" W "database", B KOTOpble CieayeT ,£I,O6aBI/ITb CTpOKOBble MapaMeTpbl "win user",
"name" W "login". A 3TOro B neBon 0b6nacT pegakTopa peectpa LenkHuUTe pasgen 5.x U
Bbibepute <Cozdame — Pazdes>. Ykaxute nmeHa paszenos. [pucsonte 3TMMm napameTpam
COOTBETCTBYHOLLME 3HAUEHMA.
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PucyHok 14-26. YcmaHoska Hacmpoek azeHma

Ay
®aiin [paeka Bwg Vsbpannoe Cnpaeka
KomneroTep HKEY_CURRENT_USERMNSOFTWARE  InformaticalAsmot5x\database

W Informatica A s Tan

3HaYeHNE

W Asmo
W S
Integrity

' profiles

PucyHok 14-27. YcmaHoska Hacmpoek cepeepa

i ]
®aiin  [lMpaeka Bug WzBpawnoe Cnpaeka
Keomnerorep HEKEY _CURREMT_USERVSOFTWAREInformaticahAsmot 3.\ server
v L Informatica M s Tun 3Ha4yeHne
v : Asr;n ab (Mo ymonuanul REG 57 (3Ha4EHNE HE NPUCBOEHD)
Y L 'xl e ab| name REG_SZ localhost:5002
: " Egnt}r ab|win_user REG_SZ 1
profiles
. database
w3
[Nns HaCTPOWKM JOCTYMHbI CeAytoLie OCHOBHbIE MapaMeTpbl:
Paspen [server]:
® name — 3aJa€T CEPBEP 4/1A NOAKNHOYEHNA,
® win user <0 | 1>— YyKa3blBaeT, NPON3BOANTb WU/IN HET aBTOPUM3aUMIO, NCMONb3YA
Y4Y€THbI€ AaHHbIE TEKYLEero nojib3oBaTeiAa Ol'lepaLllVIOHHOl‘/] cuctemsbl. Mo YMOJIHaHWIO 0

(HeT).

Pa3p,en [database]:

e name — 3afaeT 6a3y AaHHbIX (areHT) A8 NOAKAHOUEHUS;

e login <0 | 1>— 3ajaeT NoAKAOYeHMe He3 3anpoca MMEeHN NoNb3oBaTena/napons,
MCNO/b3yA 3a/laHHble B KOMaHAHOW CTpoke napameTpebl. [1o ymonuyaHuio o (HeT).

14.2.5. HacTpoiika Ansa noaxoueHus ¢ nomoubio 6paysepa

Utobbl obecneunTb BO3MOXHOCTb ayTeHTUdMKaumMm 6Hpay3epHbIX KANMEHTOB MO
npotokony HTTP, HeobxoaMMO AN COOTBETCTBYHOLLErO areHTa A06aBUTb KU --http.auth
B pa3gen args davina KoHGUrypauum meHegxepa areHToB am.ini.

Ans nogknroueHnsa ¢ noMoLblo 6pay3epHOro kaneHTa HeO6XoANMMO HacTpouTb Hpay3ep
ans ayteHTudukauymm yepes Active Directory B 3aBucumoctn ot 6paysepa n OC. Hanpuwmep,
YTOObI BKAKOUMTL CKBO3HYHO ayTeHTUGMKaLmo ans 6pay3epa Firefox B8 OC Windows, Bbibepute
B MeHl Opay3epa nyHKT <Hacmpoltiku>, 3atem cneBa Bblbepute <[lIpueamHocms u
sawumas=, nepenanTe BHW3 K pasgeny <JlozuHel u naposu> W ycTaHOBUTE GNaxok
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<Paspewiums edunswiii e6xod Windows 0na y4émHeix 3anuceli Microsoft, y4émHobix
3anucel Ha pabome u 8 y4ebHbix 3aeedeHUAX>:

PucyHok 14-28. BkaroyeHue ckgo3Hol aymeHmugpukayuu 8 6paysepe Firefox

@ | 3 Hacrpoiiu X+ ~ = ®
<« @] @ Firefox  aboutpreferences#privacy w A 51 =
O Haiitn B Hactpoiikax
@ OcHOBHbIE JlorvHel U naponu
@ 3anpaluvsaTts COXpPaHeHWEe NOTVHOB M Naponer Ans se6-caiTos VICKAOUEHWA...
Hauano *

ABTO3aN0AHATE AOMMHL! M Napoy .
CoxpaHEHHbIe NOTHHBI...
Q Mownck

Mpeanarats ¥ reHEPMPOBATL HafIEXHbIE NApOAK
E] MpuBaTHOCTb 1

MNpeanaraTe NCEBACHKMMBI 31eKTPOHHOA nouTel Firefox Relay ans sawmte
3awmTa /|

[Noapobree

BaWero agpeca BHEKTPOHHOF\ noYTel

O CUHXpOHW3aUmMA
MokasblBaTh YEEAOMAEHMA O NAPOAAX ANA B3NOMaHHbIX caliTos [oapobHee

m Bonswe ot Mozilla Wecnons3osats ocHOBHOWM Napons [loapobHee

PaHee — MacTep-napons

PaspelnTe eavHbIA BX04 Windows AnA YUETHBIX 3anuvceld Microsoft, yueTHelx
] [oapobree

sanvced Ha paboTte 1 B yueBHbIX 38BEAEHNAX

YnpaeneHue akkayHTamu B HacTpolikax salero ycrpoiicrea

Takoke MOXeT NoTpeboBaTbCs MPOM3BECTM AOMONHUTE/IbHbIE HACTPOWNKM, HanpuMep:

e B aApeCHOIZ CTPpOKe BBECTU about:config, COrNACUTCA C TEM, YTO Bbl MOHUMaeETe PUCK;

® B CTPOKe NONCKa BBECTU negotiate,

® Hantm NapaMeTp network.negotiate-auth.trusted-uris;

e yKa3aTb B 3TOM MapameTpe nms goMeHa: .mydomain.ru;

B paae chyyaeB moxet I'IOTpe6OBaTbC$| oTpeAaKkTMpoBaTb elle HECKOJIbKO NapaMeTpOoB:

® [apaMeTp network.automatic-ntlm-auth.trusted-uris BbICTaBUTb B JOMEH:
.mydomain.ru;

® TMapaMeTp network.negotiate-auth.delegation-uris BbICTaBUTb B AOMEH:
.mydomain.ru;

® [apaMeTp network.automatic-ntlm-auth.allow-non-fgdn BbICTABUTb B true,

® MapaMeTp network.negotiate-auth.allow-non-fgdn BbICTaBUTb B true.

Ecnv BO3MOXHOCTb eANHOro BXoAa BK/AKOYEHa 1 ANA cepBepa 3ajaHbl COOTBETCTBYHOLLNE
HacTponkn ayteHTubukaumm no npotokony HTTP (HactpoWka cepBepHOi 4yactwm),
Nnosb30oBaTeNb C HACTPOEHHOW ayTeHTudukaumen uyepes Active Directory (Hacrpowika
no/sib3oBaTesien) CMOXeT aBTOMaTMUeCKM NOAKAYATLCA K cucteme 6e3 BBoza Napos.

14.2.6. HacTpoiixa unterpauum c LDAP B cpepe Active Directory
14.2.6.1. O6wme npuHuMNnbI MHTerpauum c LDAP

Hactponika nHTterpauum ¢ LDAP no3sonset obecnevmtb CMHXPOHM3aLMIO NOAb30BaTeNEN
cuctembl «<ACMO-rpadumueckmnii pegaktop» co cay>bow katanoros Active Directory.

Ana vHterpaumm ¢ LDAP HeobxoaMMO 3ajaTb COOTBETCTBYHOLLME HACTPOWKM B daunne
koHourypaumn pha.conf (Hactpoiika ¢aitna pha.conf) n HacTpoutb conoctaBneHune rpynn
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6e3onacHocTn nonb3oBatenen LDAP n ponen ACMO (HacTpoiika conoctaBsieHus rpynn
nonb3oBateneui LDAP n poneu «<ACMO-rpadpumnueckun peaakrop»).

Mpun kaxaom Bxoge B cucteMy «<ACMO-rpadpmyecknii pegaktop» nog y4eTHoOM 3anmncbto
nosb30BaTeNs AOMeHa aBTOMaTU4ecku 0bHOBAAETCA caesytollas nHdopmMaLmsa O ero yueTHoOn
3anucn B ACMO Ha oCHOBaHMM COOTBETCTBYHOLLMX aTPUOYTOB CNy>Xbbl KaTaNoroB:

o <®MUO> — 3HaueHne aTpmnbyTa displayName (OTOOpakaemoe nmMs);

e <e-mail> — 3HaueHWe aTpnbyTa mail (afpPEC INEKTPOHHOW NOYTbI);

o <TesnedoH> — telephoneNumber (HOMep TesiepoHa Nob3OBaTENS);

e po/n Nonb3oBaTens J06aBAAOTCA AN YAANAKOTCA B COOTBETCTBUM CO CBEAEHUAMU 06
yyacTun nosib3oBatens B rpynnax 6e3onacHoctn LDAP w 3asaHHbIMW HacTpoOMKamu
conocTaBAeHus rpynn n posaen. Ecam nonb3oBatens BXoAUT TOAbKO B 6a3oByro rpynny LDAP,
KOTOpas 3ajaeTcA NapaMeTpoMm ldap.group B danine pha.conf, emy 6yaet goctyneH 101b6K0
NPOCMOTP CXEM.

Ecnv B cucteme ACMO oTCyTCTBYET yUeTHas 3anucb NOAb30BaTeNA JOMEHA, MO KOTOPOW
OCYLLeCTB/AETCA BXOJ, Takasa y4yeTHasd 3anucb CO34aeTcA aBTOMaTU4Yecku C MPUCBOEHUEM
COOTBETCTBYHOLLMX aTpnbYTOB 1 poneit. Mpu 3ToM TakKe ycTaHaBAMBaeTCsa Gpaaxok <lIpusHai
aymeumudukayuu  Active  Directory>, pobaBnsetcs KoMMeHTapuin  <CozdaHa
asmomamu4ecku npu nodksro4eHu AD nonezoeamens>:

PucyHok 14-29. Co30aHHas asmomamudyecku y4emHas 3anuce nosesosamesis ACMO

Y4eTHeIe 3aNKcK NoNb3oBaTeNed

B0 Q Y- {a DwsTR N0 ponk M| Cr B | 3 vopasnene ponmns Tomposwe | (@ | =

BaseUserLDAP
prof

profadmin

testuser ivanovpl @pochtary +7-T77-555-51-55  Coagams asTOMaTHUECKA MM Nagknicussy AD nans3oeaTens

14.2.6.2. Hacrpoiika ¢aiina pha.conf

[na Hactpovikm vHTerpauum ¢ LDAP pobasbTe B davin pha.conf (Haxoantca B katanore
YCTaHOBKWN MeHezXepa areHToB WM AOCTyneH ANA pefakTUPOBaHWMA C MOMOLLbLIO YTUAWUTBI
aaMuHncTpupoBaHus AM Console nan BpyuHyto) cnesytolime napamMmerTpbl:

® 1dap.host — JOMeHHOe uMsa cepaepa LDAP;

® ldap.auth.dn — MOJIb30Batesb AN ayteHTudukaumum B LDAP 3anpocax B ¢opmarte

oTanumnTenbHoro nmeHn LDAP;

® ldap.auth.password — Mapoab noJsb3oBatena ana LDAP-3anpocos (nosib3oBatens,

3a/laHHOro0 NapamMeTpoM ldap.auth.dn);

e 1dap.base.dn — 6a3oBad 4yactb oTanuuTensHoro mmeHun (BASE DN) obnactn nowucka

nosb3oBaTena LDAP (06blYHO 3TO UMA AOMEHA)

® 1dap.group — UMS Tpynnbl nosb3oBatenen B LDAP, uneHoOM KOTOpPOW AOsXeH ObiTb

nosib30BaTeb, YTOObI y4acTBOBaThb B MPOLECCe MHTErpaLMmn C CEPBEPOM MPUIOXKEHUN.

Taioke npu Heobxoamnmoctu B parine pha.conf MoXHO 3agaTb cresyrolme napaMmeTpbl:

® ldap.attr.user — MMA aTpmbyTa yUeTHOW 3anNncKn A5 Noucka Noab3oBaTeNa B KaTasore

LDAP (ecnu He 3agaHo, TO 3HayeHue rno ymonyaHuo sAMAccountName);
® ldap.attr.groups — UMA aTpmbyTa cnucka LDAP rpynn nosb3oBatens (ecan He 3ajaHo,
TO 3HauyeHue no ymonyaHmro memberOf).
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Mpumep HacTponkn NnapameTpoB nHTerpauun ¢ LDAP:

ldap.host = dc.mydomain.ru
ldap.auth.dn=cn=admin, cn=users,dc=mydomain, dc=ru
ldap.auth.password = password
ldap.base.dn=dc=mydomain, dc=ru

ldap.group = Iomnb30oBaTenu ACMO

PucyHok 14-30. Mpumep Hacmpoliku ¢atina pha.conf 0aa uHmezpayuu ¢ LDAP

ldap.host = dec.mydomain.rua
ldap.auth.dn=cn=admin, cn=users,dc=mydomain,dc=ru
ldap.auth.password = password
ldap.kase.dn=dc=mydomain,dc=ru

ldap.group = HNomss3oeaTerms ACHMO

14.2.6.3. HacTpoiika conocraB/ieHuA rpynn nosb3osartenen LDAP n ponen
«ACMO-rpacdmueckmni pegaKrop»

Hactpovika conoctaBnenus rpynn nonb3osatenen Active Directory n ponen B cucteme
«ACMO-rpadunyeckmii  pefaktop»  OCYLLeCTBASETCA  MOJb30BaTeNeM C  MpaBamMu
agmuHuctpatopa (profadmin). YT106bl HacTpouTb comocTaBneHWe, 3anycTute  y3en
<Coomeemcmeue ponu ACMO u epynnel nonbzoeamesns LDAP>, KOTOpPbIA HaxoauTca B
nanke <Cnpaeo4Huku> Ha pabouyem mecTe nonb3osatens cucreMbl «<ACMO-rpadunyecknia
peaakTop».

PucyHok 14-31. Hacmpolika conocmasaeHus epynnel noaszoeamens LDAP u poau ACMO

Tabnuua cooTeetcTeus rpynnbl ACMO 1 rpynnsl nons3osatens LDAP
QY- % miogle () Bee) lifcrayioupe () Heneiicteyiowe | 11.11.2024 | ~
Mepron aeAcrera

Hanrenosarite rpynn 8 AD Tpynna none3osatened ACMO
Hauano OxOHuaH!e

P| ACMO-6rBmoTern A Penainposarie GuBmorex 01011900 01013000
ACMO-ofmexTsl £ PepakrapaBakie ofsekTos 0101190 01013000
ACMO-pesarmuposarite P Penaitaposakme cxem 01011500 01013000
ACMO-cormacosanme £ Cornacosanie cxem 0101190 01013000

B none <HaumeHnosaHue zpynnei e AD> BBeaWTe Ha3BaHWe rpynnbl 6e30nacHOCTM
nosnb3oBatens B Active Directory.

PucyHok 14-32. [pynnel nose3osamesnsa e Active Directory

CeoicTea: Meanos Merp ? >

Mpodwne cny*6 yoaneHHsx pabouwy cTonos COM+
Ofwwe  Appec  YuetHan sammce  [lpodwune  Tenedodsl  OpraHwsauma
YneH rpynn BuogAwwe sBodk  Cpema  CeaHcokl  Y@aneHHoe ympaeneHwe

Hnex rpynn:

Hrn Manka nomerHsx cnyxd Active Directory

ACMO-BrEnmoTekn 77z x5/ Users

ACMOpenak MpoBaHne zzz xn/Users
ACMO-cornacosanue zzz xn/Users
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Haxxmute KHOMKy € Tpems Toukamu B cTonbue <Ilpynna nosnezoeameseu ACMO> n
BbIbepute posnb B cucteme «ACMO-rpadunyecknin pesaktop», kotopasa byaeT aBToMaTnyecku
npuvcBanBaTbCA NOAb30BATENO N3 COOTBETCTBYHOLLEN rpynnbl B Active Directory. O6s3atensHo
yKaxkute nepuog sencrema gobasnsemon 3anncu B rpynne ctonbuos </lepuod deticmeus >
(conocTtaBneHme OCyLLEeCTBAAETCS TONbKO MO AENCTBYIOLLMM 3aMUCAM).

PucyHok 14-33. Beibop conocmasnsemoti poau ACMO

Tabnuua cooTeeTcTBIA rpynnel ACMO 1 rpynnsl none3osatens LDAP
Q Y- ==l () Bee®) Leiicrayiowmne() Heneceyiouwe | 11112024

Neproa aeicreia

Haumenogarie rpynnesl & AD Tpynna nonk3ogateneit ACMO
Hauano Oxonuanne

BoiBepuTe 3nemenT aepesa M
P ACMO-GuBnmoTekM /P PenakTuposanme GHBnMoTeK ... [01.01.1500 01.01.3000
ACMD-06bexTsi Ponn F Penairiposanue obuerton 01011800  01.013000
* rpa;f"mm foacueTens F Penakruposanvie cxem 01011900 | 01013000
ﬁ CZ?_::Z:::::::?::EM P Cornacosanue cxem 01.01.1500 01.01.3000

ACMO-penakTiposarie

ACMO-cornaceBanua

P Tepesecti s obuumanssyio Be3 cornacosasin
P Hactpoiika nyBnukaumi

A HacTpoiika Knaccudnkaumm

P NpocMoTp obrextos

P PepaktipoBaie ofbekTos

/P Peparanposarive 06wx GrB/MoTeK W WaBNOHOE

[Penaxtposarine Gnbnmored

Beipars Omena

14.3. Unterpauus c Astra Linux Directory

NHTerpaums c Astra Linux Directory (ALD) no3BonsieT OCyLLeCTBAATb BXOZ, NOJIb30BaTeNeN
B CUCTEMY C MCMONb30BaHMEM YYeTHbIX 3anmcent ALD.

14.3.1. Tpe6oBanua n NowaroBas MHCTPYKUUSA

[nsa viHterpayum ¢ Astra Linux Directory AOMXHbI BbINONHATLCA Cieaytome TpeboBaHms:

e KOHTpoAnep goMeHa nog ynpasnaeHnem OC Astra Linux ¢ nogaep>xxkon ALD;

e cepBep, Ha KOTOPOM YyCTaHOBAeH MeHepxkep areHToB «ACMO-rpadumueckmnii
peaakTop» (cepsep ACMO, am), noa ynpasneHnem OC Astra Linux c noaaep>xkoun ALD,
BK/IFOYEHHbIN B AoMeH ALD;

® KOMMbIOTEPbI C YCTAHOBJ/IEHHbIM KAUEHTCKMM npuaoxeHnem «ACMO-rpadumyeckmm
pepaktop» (asmo-re), nog ynpasneHnem OC Astra Linux ¢ noaaepxkou ALD,
BKJIFOYEHHbIEe B AoMeH ALD.

YTo6bI peanr3oBaTb MHTErPaLMIO, HEOHOXOANMO BbIMONHUTL CEAYOLLINE AEUCTBUIS:

1. HacTpownTe cepBepHyto 4acTb CUCTEMBI.

2. Hactpouite nosb3oBatenen cuctembl no aHanorum c¢ Active Directory (nogpobHo
onucbiBaeTcsa B paszene Hacrpovka nonb3oBarenen).

3. Mpn HEOBXOAMMOCTM HaCTPOWTE MapamMeTpbl 3amnycka KAMEHTCKUX MPUIOXEHUIA MO
aHanormn ¢ Active Directory (nogpobHo onucbiBaeTca B pa3gene Hacrpoiika
napamMmeTpoB 3anycka U NOAKJ/IFOYEHNE KJINEHTOB).

4. MNpn HeOHXOANMOCTM HACTPOUTE NOAKIHOUEHMA C MOMOLLbIO Hpay3epHbIX KINEHTOB MO
aHanorumn c Active Directory (mnogpobHo onucbiBaetca B pa3gene Hacrpowka ansa
NOAKJ/IIOMEHUA C NoMollbio 6pay3epa).

5.Mpu HeobxoaAMMOCTM HacTponTe uHTerpaumo ¢ ALD no npotokony LDAP pns
aBTOMaTUUYeCKOW CUMHXPOHM3aumu nonb3osBatesnen «ACMO-rpaduyecknin pesakrtop»
Co cny>kbou kaTanoros.

PykoBogcTBO no ycTtaHoBKe (MpodeccroHanbHas Bepcms) 146



ACMO-rpaduryecknin pegaktop lnaBa 14. PekoMeHzaLMM NO HaCTPoOMKe

14.3.2. HacTpoiika cepBepHOM HacTn

Cepeep ACMO nog ynpasnaeHnem OC Astra Linux, Ha KOTOPOM YCTaHOBAEH MeHezXep
areHToB, AO/KEH BXOAUTb B AoMeH ALD. YTobbl obecneumTb BOSMOXHOCTb ayTeHTUdUKaLMK
H6pay3epHbIx KAnMeHToB no npotokony HTTP, HeobxoamMMo Ans COOTBETCTBYHOLLErO areHTa
£,06aBUTb K/IHOY —-http.auth B Pa3jen args paia KOHPUrypaumm meHeaxxepa areHToB am.ini.
JTOT KAKOY yKasbiBaeT 6paysepy (Npu ero MOAK/JOYEHUN K cepBepy), 4To OT bpay3sepa
TpebyeTcs BCTPOEHHasa aBTopu3auums.

Ytobbl OTKNHOUMTL ayTeHTUdGUKaumro no npotokony HTTP, MOXHO wcrnonb3oBaThb
napameTp --http.auth.off

ObpaTtnTe BHUMaHWe, YTO A/A MNOAK/AOUEHUs Opay3epHbiX KAVEHTOB B daune
KoHbUrypaumm Takke Heobxoammo 0ba3aTenbHO 3a4aTh KAKOY ——wasm U NOPT (http port) ANA
NOAKAOYEHMUSA.

14.3.2.1. Hactpoiika ayreHTudpumxauum B cpege Astra Linux Directory

Huxxe npmBoaunTca npumep HacTpoukn ayteHTUdukaumm B cpege Astra Linux Directory.

icxoaHble napameTpbi:

e 1MA goMeHa ALD, B koTopbin BxoaaT cepeep 1 kaneHTbl ACMO, — aldzone. ru

e DNS-nmsa koHTpoanepa goMeHa ALD — aldserv.aldzone.ru

e DNS-uma cepsepa ACMO — aldclient.aldzone.ru

Ytobbl peanmsosatb UHTErpauunto ¢ ALD, BbinonHWTe caeaytoLine AeNCTBUS:

1. Ytobbl 0becneunTb BO3MOXHOCTb ayTeHTUdMKaLUMM 6Opay3epHbIX KAMEHTOB MO
npotokony HTTP, HeobxoauMMoO Ans COOTBETCTBYHOLLEro areHta Ao0baBuTb KOuUM
--wasm W --http.auth B pa3jen args Parina kKoHOUrypaLmm MeHekepa areHToB am.ini
(HaxoaAnTCA B KaTtanore yCTaHOBKWM MeHezxepa areHtoB ACMO, no ymonyaHuio
/opt/asmo/server). NpumMep HacTponku danna am.ini:

[agent]

id=aves

name=ACMO I'padpmueckuy penakxTop

args=--jmem 3000 --login PGSQL //localhost:5432/asmov2 asmo_sheme 12345 --
wasm —--http.auth

client port=6002

http port=9002

2. Bkntoumte cepeep ACMO B kayecTBe kaveHTa B goMeH aldzone.ru

sudo ald-client join aldserv.aldzone.ru --hostname aldclient.aldzone.ru

3. Nepe3arpy3uTe onepaumoHHYH CUCTEMY Ha KaXaoMm kaneHTte ALD.
4. Co3pante cnyxby HTTP ana cepsepa ACMO Ha koHTpoanepe gomeHa ALD. [lnsa atoro
BbINOJHUTE CAeAyoLme KOMaHAbl:

ald-admin service-add HTTP/aldclient.aldzone.ru
ald-admin sgroup-svc-add HTTP/aldclient.aldzone.ru --sgroup=mac
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5. Co3gavite n 3anonHute keytab-dpann Ha cepsepe ACMO, ana 3TOro BbINOJHUTE
cnepytoLive KOMaHAbI:

keytab="/nyTs K mamnke, B KOTOPOM OymeT cos3maH keytab-damnn Ha cepsepe
ACMO/asmo.keytab"
ald-client update-svc-keytab HTTP/aldclient.aldzone.ru —--ktfile="S$keytab"

Obpatute BHUMaHWe, 4to, cayxba HTTP 6bina kakum-anb6o obpasom M3MeHeHa nocae
co3gaHusa dannos keytab, nx Heobxoammo byaet co3pasaTtb 3aHOBO. Kpome Toro, dann keytab
BOMKEH ObITb AOCTYNEH ANA YTEHUS.

6. Ckonupyute keytab-dann (Hanpumep, 3to dann ¢ umeHem asmo.keytab) Ha cepsep
ACMO (aldclient.aldzone.ru) B Katanor /opt/asmo/server/krb (npn HeoH6Xo04MMOCTM
co3farite 3TOT KaTtasor). BbimonHWTe cC/ieayrouwyo KOMaHAy ANs MNPUCBOEHMS
cny>kebHomMy nosb3oBatento ACMO npaB Ha keytab-daiin:

chown asmo:asmo asmo.keytab

7. obaBbTe B dann koHourypaumm cepsepa ACMO pha.conf (Haxoamtca B KaTasnore
YCTaHOBKW MeHeAXepa areHToB) aiegyrowine napaMeTpbl krb.keytab, krb.service
(&nA OObIYHbIX MOAKNOUEHWU) U krb.httpservice (AN nogkarouveHnin HTTP, npwu
HeobXxoANMOCTW):

krb.keytab = /opt/asmo/server/krb/asmo.keytab
krb.service = HTTP@aldclient.aldzone.ru
krb.httpservice = HTTP@aldclient.aldzone.ru

8. I'Iepe3ar|yCT|/|Te am C NOMOUWbKO KOMaHAbl sudo systemctl restart asmod.

9. AgpmuHucTpatopoM  cuctembl  «ACMO-rpaduueckni  pesaktop»  (M3Ha4anbHO
nonb3oBatens profadmin) B y3ne <[loswzosamenu - YuyemHwvie 3anucu
nosibzoeamesiell> CO3JalTe MNOAb30BaTeNsA, UMA KOTOPOro COOTBETCTBYET WMMEHWU
nosnb3oBatens B ALD, un yctaHoBuTe ana Hero dnaxok <[IpusHax 0domeHHOU
aymeumudpukayuu > (Hanpumep, userald1).

10. Ytobbl NpoBepuTb paboTocnocobHOCTL ayTeHTUbMKaumm Yepe3 ALD, nogkaroumTech
K HY>XHOMY areHty C MOMOLbO KAneHTa. [na 3Toro 3anyctute KJAWEHTCKOe
npunoxeHne ACMO (asmo-re), BBeaute nma cepsepa ACMO, Bbibepute nms areHTa
(6a3bl JaHHbIX) M HaxKMUTe Knasuwm CTRL+W (knneHT Bepcum A0 6.795) naum wenkHute
HaCTpPOEHHOEe AN AOMEHHOW ayTeHTUPUKauuu nojkatoueHme (yctaHoBaeH daaxok
«/loMeHHasa ayTeHTUdUKaLma» B KANEHTe Bepcumn nocne 6.795) ana Bxoga B cucremy
ACMO nocpeacTBOM JAOMeHHOMW ayTeHTUdukaumm ALD noa vMeHeM TekyLiero
nosb30BaTenst onepaLMoHHON cnuctembl (Hanpumep, userald1).

11. Jns NoAKAHOUYEHMS C MOMOLLLH Bpay3epHOro KiveHTa BBEAUTE B afPECHYHO CTPOKY
6pay3epa nma cepsepa ACMO v NopT, HaCTPOEHHbIV A8 COOTBETCTBYHOLLLETO areHTa —
napameTp http port B (alne am.ini B KaTajore ycTaHOBKM MeHepxkepa ACMO
(Hanpumep, aldclient.aldzone.ru:9002) WU HaxmuTte knasuwy BBO/l. Obpatute
BHMMaHMe, UTO AN 3TOr0 MOXeT NoTpeboBaTbCs HACTPOMKa CKBO3HOM aBTOpM3aLMM
ana  6paysepa. Hanpumep, ana Firefox neperigute Ha CTpaHWUy HacTpoek
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(about:configL HaﬁAMTe NnapaMeTp network.negotiate-auth.trusted-uris MW
NpWMCBONTE eMy 3HaueHune, cooTBeTcTBytoWee foMeHy ALD: .aldzone. ru
BaxxHo! Ons ckBO3HOW ayTeHTUdMKaumm yepes Astra Linux Directory BaxxHoe 3HaueHue
MMeeT TOYHaA CUHXPOHM3ALUMA BPEMEHU MeXAy KINEHTCKUMUW KOMMboTepamMn U
KOHTPO/IJIEPOM AOMEHa.

14.3.3. HacTpoika unterpauum c LDAP B cpepe Astra Linux
Directory

14.3.3.1. O6wme npuHuMNbI MHTerpauyum c LDAP

Hactpownka nHTerpauymm ¢ LDAP no3BosiseT obecneumnTb CMHXPOHU3aLMIO NO/b30BaTeNemn
cnctembl «<KACMO-rpaduruecknin pegaktop» co cayxbon katanoros Astra Linux Directory (ALD).

Ana vHterpaumm ¢ LDAP Heo6xoanMMO 3ajaTb COOTBETCTBYHOLLME HACTPOVKKU B danne
KOHOUrypaumm pha.conf n HacTpouTb conocTaB/ieHWe rpynn 6e3omnacHOCTX Moab3oBaTenen
LDAP n ponen ACMO.

Mpw kaxxgom Bxoge B cnucteMy «<ACMO-rpaduuecknin pesaktop» nog y4eTHOM 3anmcbto
noJsib30BaTeNs JOMeHa aBToMaTnyeckn obHoBAsSETCA CaedytoLlas MHGOPMaLMs O ero y4eTHOM
3anucy B ACMO Ha OCHOBaHWWM COOTBETCTBYHOLLMX aTpMBYTOB CNy>6bl KaTasoroB:

o <®UO> —3HaueHWe aTpubyTa displayName (OTOOpaxaemoe nms);

e <e-mail> —3HauyeHVe aTpnbyTa mail (afpPeC 3INEKTPOHHOM NOYThI);

o <TenegoH> — telephoneNumber (HOMep TenepoHa NosbL3oBaTens);

e poJv Nonb3oBaTens Ao06aBAAOTCA AN YAANAOTCA B COOTBETCTBMM CO CBeAEeHUAMU 06

yyacTmm nonb3osatensa B rpynnax LDAP v 3agaHHbIMW HacTponKaMu COMOCTaB/eHNA
rpynn v posen B CNpaBOYHMKE B cripaBouYHuke <Coomeemcmeue posu ACMO u
2pynnesi nosne3oeamens LDAP>.

Ecav B cucteme ACMO oTcyTcTBYeT yueTHas 3anmcb NOAb30BaTeNA JOMEHA, MO KOTOPOW
OCYLLeCTBAAETCA BXOJ, Takad ydeTHas 3anucb CO3JaeTca aBTOMaTU4Yeckn C MPUCBOEHUEM
COOTBETCTBYHOLWMX aTpnbYTOB 1 poseit. Mpwm 3Tom TakKe ycTaHaBAMBaeTCa paaxok <lIpusHak
domeHHoOU aymeHmudgukayuu>, pobasnserca kommeHTapuin <CoszdaHa asmomamuyecku
npu nodknro4eHuu AD nosnezoeamens>.

14.3.3.2. Hacrpoiika nnrerpauum c LDAP

Ana  koppekTHOW paboTbl noakaoueHua no npoTtokony LDAP  Heobxoammo
npejBapuTeNbHO BKIKOUNTb MPOCTOM MeToZ ayTeHTudumkaumm (Simple Authentication). [Ans
3TOro BbIMOJIHUTE CeAytoLmne 4eNCTBUA:

1. Ha koHTponepe gomeHa ALD BbinonHuTe chegyrolime KOMaHAbl B TepMuHane:

sudo apt install ldap-utils
cd /etc/ldap/schema/

2. B katanore /etc/ldap/schema/ co3pante dpann 11-allow-simple-bind.ldif c copep>xnmbim
no cneaytolemy obpasuy:

dn: cn=config
changetype: modify
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delete: olcDisallows

dn: olcDatabase={1l}hdb,cn=config
changetype: modify

add: olcRootPW

olcRootPW: secret

BmMecTo secret yKaxkute naposb ans nogkntodeHuns Kk 6aze LDAP ot nmeHu nonb3oBartens
admin/admin, KOTOPbIA Obln 3afaH Ha 3Tane vHuumanusaumm cepsepa ALD. MoakntoueHuve
metogom Simple Authentication BO3MOXHO TONIbKO NOAb30BaTeNEM admin/admin.

3. Monyuunte 6unet Kerberos c nomoLubto cneayrowlen KOMaHabl:

kinit admin/admin

4. BHecuTe nameHenuns B LDAP:

ldapmodify -f ll-allow-simple-bind.1ldif

5. lob6aBbTe B dann koHPurypaumm cepsepa ACMO pha.conf (HaxoanTca B KaTasnore
YCTaHOBKM MeHe/AXKepa areHTOB) HacTPonku ans nHterpaumm ¢ LDAP, Hanpumep:

ldap.host = aldserv.aldzone.ru

ldap.auth.dn = uid=admin/admin, ou=users,dc=aldzone,dc=ru
ldap.auth.password = maposnb_anmuumcTpaTopa ALD (admin/admin)
ldap.base.dn = dc=aldzone,dc=ru

ldap.attr.user = uid

ldap.attr.groups = memberUid

ldap.query.groups

34€echb:

® ldap.host — JOMeHHOe nmsa cepaepa LDAP;

® ldap.auth.dn — MNoab3oBaTenb AnA ayteHTuéwukaumm B LDAP 3anpocax B ¢opmarte
otamuntensHoro nmenu LDAP (nonb3oBatenb admin/admin, koTopblin 6bi1 3a4aH Ha
3Tane nHuumnanmsaunm cepsepa ALD);

® ldap.auth.password — Mapo/sib nonb3osatens ana LDAP-3anpocos (nosb3oBaTens,
3a/l@aHHOro NapamMeTpoM ldap.auth.dn);

® ldap.base.dn — 6a3oBas yactb oTanuuTenbHoro nmenun (BASE DN) obnactm noumcka
nosb3oBatens LDAP (06bl4YHO 3TO UMS AOMEHA)

® ldap.attr.user —WUMA aTpnbyTa yueTHOM 3anNncK A4 NoMcKa NoAb30BaTeNA B KaTasore
LDAP (ecnv He 3agaHoO, TO 3HaUYeHMe Mo YMONYAHUIO sAMAccountName);

® ldap.attr.groups —WUMA aTpnbyTta cnucka LDAP rpynn nonb3oBatens (ecam He 3aaHo,
TO 3HaYeHMe NO YMONYAHUNIO memberOf);

® ldap.query.groups — [PW3HAaK, YKa3blBavOWMN Ha HeobxoAMMOCTb Moucka U
n3BaeyeHns MHGopmaLmm o6 yyacTmm Nonb3oBaTens B rpynnax cay>obbl KaTasoros.

14.3.3.3. HacTtpoiika conocTtaBnieHMa rpynn nosib3osarenen LDAP un ponei
«ACMO-rpajdpmuecknin pepaxrop»

Hactponka conoctaBneHua rpynn nonb3osatesnen ALD n ponen B cucteme «ACMO-
rpadunyeckm pepakTop» OCyLEeCTBAAETCA MNO/b30BaTesieM C MNpaBaMu agMUHUCTPATOpa
(profadmin). Yto6bl HacTpouTb conmocTaBneHue, 3anyctute ysen <Coomeemcmeue posiu
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ACMO u epynnei nonszoeamesns LDAP >, KOTOPbIA HaXOANTCA B Nanke <CnpasoYyHuKu > Ha
pabouem mecTe nonb3osatensa cuctembl «<KACMO-rpadurueckmii pegaktop».

B none <Haumenoeanue zpynner e AD> BBeguTe Ha3BaHWe rpynmnbl Noab3oBatens B
ALD.

Haxxmute KHOMKY C Tpems Toukamun B cTonbue <lpynna nosnszoeamesei ACMO> n
BbIbepute posnb B cucteme «<ACMO-rpadumyecknin pesaktop», kotopas byaeT aBToMaTnyecku
npuvcBanBaTbCA MO/Nb30BaTENO U3 cOOTBeTCTBYtoWEeN rpynnbl B ALD. Obsa3atenbHO ykaxuTe
nepuos Apenctema pobaBnsemMon 3anmcm B rpynne cronbuosB <[lepuod OJdeticmeus>
(conoctaBneHme OCyLLEeCTBAAETCSA TONbKO MO AENCTBYIOLLMM 3aMUCAM).

14.4. Hacrpoika nogxnioueHui no nporoxkony HTTPS

MHcTpykuma no Hactponke HTTP(S) ana cepsepa ACMO

Huxe onwuceiBaetca npouecc noaydveHus ceptuédmkata ans OC Linux. Ecam y Bac
OTCYTCTBYET, TO HeobxoauMo ckayaTb naket openssl. Jns pabotbl uepe3 HTTPS areHt
ncnonb3yeT koY n ceptnudukat B panne dpopmarta PKCS12. CreHepupoBaTh 3TOT Parin MOXKHO
C MOMOLLIbIO OpeNssl, ANA 3TOro HY>HO:

CreHepupoBaTb 3aKpPbITbIV K1Y MOXHO C MOMOLLbIO CeAytoLent KOMaHAbl:

openssl genrsa -out domain.key 2048

En Heobxoammo nepepatb vmMa danna KAKOYa C MOMOLLBIO Onuuu -out, Hanpumep,
domain.key. Bbl MOxeTe BbibpaTb t060€e MMA, OHO He MMeeT 3HaueHusA. Ecam Bbl He ykaxeTe
NyTb, TO AAHHbIA Gana NOSBUTCA B 3TOM XKe KaTanore. Takxke MOXHO yKa3aTb pa3Mep Kaou4a,
Hanpumep 2048. Ecav aToro He caenatb, TO ByaeT co3gaH katou pasamepom 512 6uT. Bece knroum
pa3mepoM MeHble 512 6uT cumtarotcs HebesonacHbiMW. Nocne BbINONHEHWA KOMaHAbl B
BbIOpaHHOW Nanke nosasutca danna knoua.

Co3paHue 3anpoca Ha NOANUCH

Ansa TOro utobbl MNoNyuMTb CepTUdMKaT, KOTOPbIA MOXHO WCMNOAb30BaTb, HY>XXHO
MOAMNMCATb TOJIbKO YTO MOJIYUYEHHbIA KAKOU. A A1s 3TOrO Haj0 CO34aTb 3anpoC Ha NMOAMUCH C
MOMOLLbIO CNeAyHOLEN KOMaHAbI.

openssl req -key domain.key -new -out domain.csr

Mpn co3gaHnn 3anpoca Ha MOAMUCH HYXHO YyKa3aTb Heobxoanmyro WMHPOpMaLmio,
KoTopas OyaeT Bk/JKOUEHa B Ball 3anpoc Ha cepTudukat. ObsasatenbHoe none 34ecb TONbKO
ogHo — 310 CN (Common Name). Ecan Bbl xoTuTe co3aatb ceptmdukar Aas canta, TO B 3TOM
nosie HYy>XHO yKa3aTb AOMEH 3Toro cailta. B atom npumepe 6yzeT co3gaH ceptudukat ans
localhost. 3aecb 40MKHO BbITb YKa3aHHO Balle JOMEHHOE MMS, 419 KOTOPOro Bbl cObupaeTech
MCNoNb30BaTh CePTUDMKAT, TaK)Ke MOXKHO yKa3aTb Heobs3aTeNbHYy0 MHPOPMALMIO O Ballew
KOMMNaHWW, agpece, opraHmsauum u T. n. Ecam Bbl He XOTUTe BBOAUTL Kakne-TO 3Ha4eHus, TO
HaXxmuTe knasuwy BBO/] n Toraa none 6yaeT nycrbiM.
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// CTpaHa, HeobxoaMMo ykasaTb ABe bykBbl KOAa, Hanpumep ana Poccum ato RU
Country Name (2 letter code) [AU]:

// WTat nav npoBuHUMA (NOAHOE NMSA)
State or Province Name (full name) [Some-State]:

// MecTo pacnonoxeHus, Hanpumep, ropos
Locality Name (eg, city) []:

// Vma opraHusaymm, Hanpumep, HassaHMe KOMMNaHun
Organization Name (eg, company) [Internet Widgits Pty Ltd]:

// Ha3BaHwe nogpasseneHuns
Organizational Unit Name (eg, section) []:

// Ima fomeHa cepsepa, Balle nmsa

Common Name (e.g. server FQODN or YOUR name) []: localhost
Email Address []: // @mail

Please enter the following 'extra' attributes to be sent with
your certificate request

A challenge password []://IWaponb
An optional company name []://I4e06ﬂ3aTeanoe nMMA KOMMNaHN"

Moanucb ceptudpmkara cammm coboii

Mol nognvwiem Hall cemecpleaT C NMOMOLWbKO KJ/IKOYa, Ha OCHOBE KOTOPOro OH Obin
CO3aaH:

openssl x509 -signkey domain.key -in domain.csr -reqg -days 365 -out domain.crt

C nomoLubto NnapameTtpa -days Mbl YKa3blBaeM, UTO cepTudukat byaet 4enCTBUTENbHBIM
B TeueHue 365 gHen, TO ecTb B TeueHne roga. Obpatnte BHMMaHWe, UTO BO BPeMs NOAMNUCU
npoepsetca CN, no3Tomy ecan Bbl He 3agaAuTe 3TOT NapaMeTp Ha 3Tane Co34aHunsa 3anpoca
Ha MOAMWUCb, TO HMYEro He 3apaborTaer.

Bbl MOXeTe 06BbeANHUTL BCE B OAHY KOMaHAy W Cpa3y cO34aTb 3aKpbITbI KAKOY, CSIF U
NOAMNCAHHbIN cepTudukar:

openssl req -newkey rsa:2048 -nodes -keyout domain.key -x509 -days 365 -out
domain.crt

MpocmoTp cepTudpumkatos

Ceptndukatbl coxpaHaoTca B ¢popmate PEM, a 3TO 3HauuT, UTO Bbl HE CMOXeETe WX
OTKPbITb KaK TEKCTOBbIA Gaia 1 HY>KHO UCMOAb30BaTb CNeLnanbHble KOMaHAbl 4151 NPOCMOTPa
nHbopmaumm o Hux. CHauana cmoTpum cogepxxmmoe CSR:

openssl reqg -text -noout -verify -in domain.csr

Cnepyrolim WaroM WMCNOAb3yeM KOHCOJbHYHO KOMaHAy, C MOMOLLbIO KOTOPOMW Mbl
Moxkem npeobpasosatb pann ceptudukaTta PEM (c pacwumperHnamm .pem, .cer nam .crt) Bmecrte
C €ro 3aKkpbITbIM KNOYOM (C pacwmpeHmnem .key) B ogun dann PKCS #12 (c pacwmpermamm .p12
n .pfx):
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openssl pkcsl?2 -inkey domain.key -in domain.crt -export -out certkey.pl2

Camo cobon pasymeetcs, nockonbky PKCS #12 aBnsetca dopmaTom, 3anLLEHHBIM
naposieM, A/ BbIMNOJHEHWUsS BCEX BbllleyKa3aHHbIX KOMaHZ Bam OyAeT MpeAnoXXeHO BBECTU
napoJib, KOTOPbIA MCMOAb30BaNACA Npu co3gaHnn danna .pfx. BBog napons byaet HeBUAMMBIM.
Maposb sBAsieTcs 06s3aTeNbHbIM NapaMeTPOM.

14.4.1. NMopaxoueHne KOHTENHepa ¢ cepTUPUKATOM K areHTy

OtkpbiBaem nporpammy AM Console Ha Windows, 3ax0AnM B Hy>XHOE MOAKNHOYEHWeE.
[anee HeoHXOAMMO HACTPOUTb KOHKPETHBIA areHT. [lna 3Toro WENKHUTE CTPEeNKy KHOMKW
<Pedakmupoeame INI-cpaiin dna evibpaHHoz0 cepeepa> Ha NaHENN WHCTPYMEHTOB U
BbibepuTe NyHKT <Hacmpoliku azenmoe (pha.conf)>. ®ann pha.conf (HaxoauTca B kaTanore
yctaHoBkn cepsepa ACMO, no ymondaHuto Jopt/asmo/server/) TakXe MOXHO W3MEHWUTb
BPYUYHYHO 6€3 MCNoNb30BaHWA YyTUAUTLI agMuHUCTpupoBaHmna AM Console ¢ nomolbo atoboro
TeKCTOBOrO pejakTopa.

[ns noAkNtoUeHUA KOHTeMHepa K areHTy, Hy>kHO gobaBuTb B conf-dann areHTa napameTp
C IMEHEM key store U 3HaY€HNEM B CI)OpMaTe <nyTb-K-Qamly-KOoHTeMHepy-pl2>@<naposb-oT-
xourennepa>. [lpuMep davina pha.conf ana cnydas, korga dawnn certkey.p12 Haxoautcsa B
KaTanore MeHea>Xepa areHToB:

key store = certkey.pl2@somepassword

14.4.2. HacTpoiika http(s)-nopra areHra

[na npuéma coepmHeHnsa n obpabotkm https-3anpocoB areHTy Hy>eH OTAe/bHbIM NOPT
(0bbluHO ana https ncnonbsyetca nopt 443, ana http — 80). AKTMBMPOBaTL M HAaCTPOUTbL €ro
MO>XHO C NMOMOLLbKO MapaMeTpa https port <Homep-mopra> B CEKUUU [agent] ¢a|7|na am.ini
(HaxoaunTca B KaTanore yctaHoBkn cepsepa ACMO):

[agent]

https port=443
http port=80

Taioke BaxXHO 0603HauWUTb: Bbl BCE MpPaBWMAbHO HACTPOWAW, HO Yy BaCc He 3axOoAuT Mo
3alNLWEHHOMY NpoTokoAy. s 3Toro MoxHo nepentn B log .../log/Baw_id/Baw_id-date.log
yBUAeTb, UTo ByaeT HanmcaHo "OTka3zaHo B goctyne" ana danna certkey.p12 , HO npu 3TOM
BCEM MONb30BaTENIAIM MOXHO YMTaTb €ro 1 nucatb B Hero. [1a1s 3TOro BaM Hy>KHO MPOCTaBUTb
BCEM Marnkam, KOTOpble HaxOAATCA NO YPOBHSAM Bbille, BNAOTb 40 NEPBOW Nanku, atpubyTbl Ha
yTeHme 1 3anunck. MNocne 3Toro y Bac AOKHO BCE MONYUNTLCS.

Ecam 310 HEe nomorno, To MOXHO nonpoboBaTb cAenatb NOKaAbHbIM NPOBPOC NOPTOB,
notomy uto 80 1 443 nonajaroT B CrneunanbHbIM MPUBUAETMPOBAHHbLIA AMana3oH HOMEpPOB
noptoB Linux. O6bIuHbIe NOAb30BaTENM, KOMM IBAAETCA NMOJb30BaTENb asmoO, HE MEKOT npaBs
Ha OTKPbITWE MOPTa B 3TOM AMana3oHe HOMEPOB.
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Ana npobpoca nopToB HEOHXOANMMO MCNOAb30BaTb YTUAUTY iptables. MNpeaBaputensHo
HeobX0AMMO YCTaHOBUTb €€, eC/IN OHA eLLE He YCTaHOBJIEeHa:
Ansa Debian

sudo apt-get install iptables

MNepeHanpasnenue noptos 80 — 8000

sudo iptables -t nat -A PREROUTING -p tcp --dport 80 -j REDIRECT --to-port 8000

[na npocMoTpa MMEerLMXCS LienoYvek HeOHXOANMO BbIMOAHNTL KOMaHAY:

sudo iptables -t nat -L

Takoe nepeHanpaseHve byaeT paboTaTb 40 CeAytoLlel nepesarpysku cepeepa.

14.5. Pabora co wpudpramm

[na koppekTHOM paboTbl CO WprdTamMmn HEOHBXOANMO NPOBEPUTL UX HAIMUME Ha CepBepe
1, Npyn HeobxoAMMOCTH, 06aBUTb HegocTarowme LWPUPTbl CAMOCTOATENBHO.

LWpndTbl pacnonararoTcad Ha cepBepe B nanke fonts, kKOTopas HaxoAMTCA B TOM XKe
kaTanore, uto n dann am.exe (B8 OC Windows) nav am (8 OC Linux).

PucyHok 14-34. PasmeuweHue nanku fonts (OC Linux)

/opt/asmo/server

Mocne konupoBaHus darnos co wpudTtamu B nanky fonts HEO6xoaMMO onmncaTb UX. ITO
fenaetca B ini-daine, KOTOPbIA AOKEH pa3MeLLaTbCs B 3TOM Xe nanke. PekomeHpyetcs
co3faBaTb OTAe/bHbIN ini-Pann ana kaxagoro wpudTta. Vima darina poan He urpaer, Tak Kak
nounck GansoB C ONMCaHUAMN LWPUDTOB OCYLLECTBAAETCA MO Macke.

Mpumep onncaHmsa WPUHTOB MOXHO NOCMOTPETh B dpaline msfonts.ini:
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PucyHok 14-35. ®pazmerHm ini-¢gbalina c onucaHuem wpugpmos

#
#
#
#0
#
#0
#
#
#
#
#0

ault, 1 - hinting on, 2 - hinting off

poEoro wj
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15. Pennukauusa B unmans n us punvanos

DyHKUMA penavKaunm obecrneymBaeT CUHXPOHU3ALMNIO YCTAaHOBAEHHbIX B YNPaBAEHUN U
bunnanax opraHmsaumm 6a3 gaHHbix «<ACMO-rpaduuecknin pegaktop». Penankauma MoxeT
OCyLLeCTBAATLCA KaK B PyYHOM, Tak ¥ B aBTOMaTM3MPOBaHHOM pexxmMme. B pa3genax 3Ton rnasbl
Ha KOHKPETHOM MpvMepe NPUBOAUTCSA MOCAeAOBaTelbHOE OMucaHve NopsAKa HaCTPOWMKN U
BbINOJIHEHWA PeNanKaLun B pacnpeseneHHon ceTn opraHm3aLmm.

15.1. HacTpoiika pensivkaumm

MNocnegoBaTebHbINM NPOLLECC HACTPONKM PennKaLMm COCTONT U3 CIeAYHOLLMX LLAroB:

1. PazBepHuTe cepBep «<ACMO-rpaduruecknin pesaktop» B YnpaBaeHUW.

2. BocctanoBute gamn b/l «<KACMO-rpaduruecknin pegaktop» B YnpaBaeHUM opraHnsaumm
(cm. BocctaHoBeHUe 6a3bl AaHHbIX U3 gamna). HacTponte noakaroueHne cepeepa
ACMO k b/l B YnpaBneHuu (cm. KoHdurypupoBaHue areHTa 1 MeHeA)Kepa areHToB).

3. 3agante wnaeHtndukatop ans cepsepa ACMO B YnpaBneHum (cm. Hacrpoiika
naeHtndpukaropa cepsepa ACMO).

4. B B/l YnpaBneHus HacTpounTe y3nbl NpuemMa Ans YnpasieHus u Bcex dpuananos (CMm.
HacTtpoiika y3/10B npuema).

5. B B/, YnpaBneHus HacTpoWTe KaHa/ibl penavkaumm ana YnpasaeHus 1 Bcex Gpuavanos
(cm. HacTpoiika KaHa/10B penivKauumn).

6. Co3ganTte pesepBHyto konuto B/l YnpaBneHusa (cxema asmo_sheme) ¢ HacTpOeHHbIMK
y3namu npuvemMa W KaHanamu penavkaumm (cM. PesepBHOe KonupoBaHue U
BOCCTaHOBJIEHME) 15 NOCNeYyHOLLEero BOCCTaHOBAEHMA B Puananax opraHmaLmm.

7. B kaxaom 13 puamanoB NoBTOpUTE NYyHKTbI 1-3 3TOM MHCTPYKL MK pa3BepHUTE cepBep
ACMO ¢wnnvana; BocctaHoBuTe Bl duanana m3 pesepsHou konuu bl YnpasneHus;
HacTpouTe noakarouyeHne cepsepa ACMO B duavane k B dwnmvana; 3apavite
naeHtndukatop cepsepa ACMO B duanane B COOTBETCTBUM C HACTPOMKAMM KaHaNOB
penavkauunm. Mpun HeobxoAMMOCTN B AaNbHENLLEM HAaCTPOMKIN KaHaN0OB penankaumnm B
YnpaBneHun n duavanax MOXHO U3MEHATb, OA4HAKO NPV NepBOHaYaabHOW HaCcTPOMKe
penavkaunmm BaXKHO HanMuMe OAMHAKOBbIX KaHaNOB Ha BCEX CepBepax CeTW, 4To
AOCTUraeTca 3a cuyeT BoOCCTaHoBaeHua B[] B dwunavanax w3 pesepBHou konuu b/l
YnpasneHnus.

8. Mpn HeobxoaMMOCTN HaCTPONTE aBTOMATUYECKYHO penankaumio No pacnmcaHuio Ans
cepeepoB ACMO B YnpaBnexnun un dunmnanax (cm. Hacrtpoika aBTOMaTMueckou
penavkauum).

15.1.1. Ucxopanbie gaHHbIE AJIA HACTPOMUKM pPen/iuKaumum

B 3ToM pa3gene B kauyecTBe MpuMepa OMUCLIBAETCA HACTpoMKa penavkauuu B cpeje
OpraHu3aumm co CneayroWwmMmn NCXOAHbIMU AaHHbBIMU:

HanmeHoBaHue
NaeHTudukatop IP-appec cepBepa

®dunnan areHTa
cepsepa ACMO e 5 ACMO B dumavane
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YnpasneHuve main_server ACMO - penankauns 192.168.25.95
(ynpasneHue)

Ounman 1 lpu_one_server ACMO  penamkauma | o, 166 5 149
(dbnavan 1)

®unnan 2 lpu_two_server ACMO  penamkaums 192.168.25.7
(dvnnnan 2)

15.1.2. Hactpouka npaentudumkaropa cepsepa ACMO

Ha nepBom 3Tane HacTpowku penankauum HeobxoAnMMO OnpesenunTb naeHTMdMKaTopsl
ans kaxgoro cepsepa «ACMO-rpadumuecknin pegaktop», KOTOpbi OyseT yyacTBoBaTb B
npouecce penavkauuu. NaeHTudukatopbl onpesensroTca B cekumm [common] B danne
KOHOUrypaumm am.ini, KOTOpPbIA pacnonaraeTca B katanore ycraHoBku cepsepa ACMO (no
ymonyaHuto c\asmo\server\ B OC Windows nan /opt/asmo/server/ B OC Linux). Ha pucyHke
HV>Ke MOKa3aH NpuMep HacTPOWMKKN naeHTndurkatopa main_server B Ganne am.ini 4na cepsepa
B YnpaBneHum opraHvsaumu. AHanorMyHbiM  obpasom HeobxoauMMO  onpeaenunTb
naeHTNOUKaTopPbl pa3BepHYTbIX B Guananax cepsepos.

PucyHok 15-1. OnpedeneHue udeHmugukamopa cepsepa 8 YnpasneHuu

[common]
id=main_server

[agent]

id=vip®
name=aCMC penmMEauMs (YOpabBJasHMe)
args=—-—jmem 7000 --login PGSQL f!localhost:5432!a5m0_scheme_5hablon asma_sheme 12345 —--wasm --http.auth

http port=g80959

15.1.3. Hacrpoiika y3noB npuema

Ha BTOpOM 3Tame HacTponku HeobxoaMMO OMnpeAenvTb Yy34bl NpUemMa penank u3
YnpaeneHna wn Bcex ¢uananos. HacTpouKy oOcCyllecTBASeT MOAb30BaTeNb C MpaBaMu
agMuHucTpatopa (no ymonuaHnuio profadmin) B dopme <¥zs161 npuema>. BbinonHute
cneayrowime fencTBms:

1. 3anyctute y3en <Cnpaeo4Huxu - Y316l npuema> Ha paboyem wmecTe

aAMUHMCTpaTopa.

2. Haxkxmute kHonky </obasume> Ha NaHenn UHCTPYMEHTOB, YTObbl 06aBUTb HOBbIN

y3en npvema.

3. BBegute nponsBoibHOE HanMeHOBaHMe y31a npuemMa.

4. B kayecTBe y4eTHOW 3anncy noab3osaTtens, oT UMeHN KOTOpOu ByaeT OCyLLLeCTBAATLCA

penankaums, No yMONYaHWIO 3ajaeTca cayebHasa yyeTHasa 3anncb <PensiukaHms>.

Hactpovika y3noB penavkaumm ans paccMaTpvBaeMoro B pamkax 3TOro pyKOBOACTBA
npuvMepa opraHn3auumn NPUBOANTCA Ha PUCYHKE HUXeE.
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PucyHok 15-2. Mpumep Hacmpoliku y3/7108 npuema peniuk

Y3nel npuema

Q Y= H > 0O =

¥ueTHan sanuce
noNe30EaTeNd

Hanmernosarne

] Mpuem 13 Ynpasnexus 2 PennuxaHt
Mpmem 13 Dunuana 1 £ PennukaHt
Mpuem 13 Dunuana 2 £ PennukaHT

15.1.4. HacTpoika KaHa/10B peniMKauum

Ha TpeTbem 3Tane HeobXxoAMMO HaCTPOWUTb KaHajbl penavkauum mexay YnpasaeHuem
opraHmsaumm un buananamun. HacTporKy oOcCylecTBiseT Moab3oBaTeAb C MpaBaMu
agMuHuctpatopa (no ymonuyaHuto profadmin) B dopme <Kawaner penauxayuu>. [ns
Kaxgoro ¢uanana HeobxXoAMMO HACTPOUTb JBa KaHana, OMpeenAlrolWMX HanpaB/ieHne
penavkauuun: ns puanana B YnpasieHve n n3 Ynpasnenusa s duaman.

Ha pucyHke HMXe noka3saHa HacTpoMKa KaHanoB penankauum ana paccMaTpyMBaemMoro B
3TOM PyKOBOACTBE MpuMepa cpefbl opraHu3aumun. bonee nogpobHoe onmcaHme npouecca
HacTPOWKM NPUBOAMUTCA Aanee B 3TOM pasgese.

PucyHok 15-3. lMpumep Hacmpoliku kaHasa08 penaukayuu

Kawank! penkaumii

Q Y- moe 8 o
Cepsep-ompasurens Cepaep-nonyuarens Nepuog aeicrens

Hammerosanine Yaen npuesa OBparssift ysen npuevia
Viaesmagkatap Hamsenosarme areqta Aapec HansenosaHme areqTa Nonb3osatens ACMO Hasano OxopaHHe

P y-01 Mlpient w3 Ynpanexus  MMpwem 13 Dunana 1 main_server ACMO pennviauns (ynpasnenwie)  192.168.25.149 ACMO pennykaus (Gunsan 1) 2 Penukant 01122024 01.013000
I y-o2 Mpuen us Ynpasnesus  Mpuem w3 Dynwana 2 main_server ACMO pennnauns (ynpasnenme) | 192.168.25.7 ACMO pennausa (Guanan 2) 2 Penukanr 22122024 01013000

LY Mpsent 3 Gunvnana 1 Mpwew w3 Ynpaznerita lpu_one server ACMO pennauns (uimanl) 1921682595 ACMO pennkawns (ynpagnenme) 2 Penukant 01122024 01013000
T o2y Mpient w3 Dunvnana 2 Mpwem u3 Ynpasneries lpu_two_server ACMO pennnkauns (pwman2) 1921682595 ACMO pennawws (ynpasnenme) 2 Penukant 32122024 01013000

0bem penukaLnn
Q Y= m = g8 &

Mepwoa pedcrams Ayaprr sanmcn

Y3en penaukaumii Cosgarue Wsmerenue
Havano OkohuaHHe
AsTop Dara Aetop fata

BsenuTe TeKcT A nemMcka W dHsTpa
I S Penuxaus AaHHeix n MeTagaxHsix (Y->0) .109.12.2024 01.01.3000 = profadmin 09.12.2024 143809 2 profadmin 09.12.2024 14:38:09

[na HacTpOWKM KaHaNOB penvKaLumm BbiMOAHUTE Ciedytolmne 4eCTBUA:

1. 3anyctute y3en <CnpasoyHuku - Kauanel pennukayuu> Ha pabouem MecTe
agMuHUCTpaTopa.

2. Haxxmute kHonky </obaeume> Ha NaHeNN UHCTPYMEHTOB, YTOObI 06aBUTb HOBbIM
KaHan penavkaumu.

3. B ctonbue <HaumeHoeaHue> BBejMTe MPOU3BOJbHOE HaMMeHOBaHMe KaHana. B
paccMaTpMBaeMoM NpUMepe Aas KaHana penavkaumn vl YnpasaeHua B ¢uavan 1
MO>XHO BBECTU HaMeHOBaHue <Y-OT >,

4.B ctonbue <Y¥3zen npuema> HaxXMWUTe KHOMKY C TpPems Toukamu U Bblibepute
CBA3aHHbIA C KaHAOM y3e/1 NpuemMa penank U3 Ynciaa HacTPOeHHbIX B popme <Y3s1bl
npuema>. B paccmaTpnBaeMomM npumepe AnA KaHana penavkaumm n3 YnpasneHua B
dunanan 1 MoxHO BbibpaTh y3en npuema <lIpuem uz YnpaesneHusa >,

5.B crtonbue <O6pammsbill yzesn npueMa> HaXMUTE KHOMKY C TPemMs TO4YKaMu W
BbibepuTe CBfi3aHHbIM C KaHa/ioOM oObpaTHbIA y3en npuvemMa peryivk K3 4ucia
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HaCTPOEeHHbIX B popme <¥3s16l npuema>. B paccmatpnBaemMoM npumepe Ana KaHana
penavkaummn n3 YnpasneHus B ¢uamnan 1 MOXHO BbibpaTb 0bpaTHbIN y3en npuema
<lMpuem u3 Punuana 1>.

6. B rpynne cronbuoB <Cepeep-omnpasumesb> BBeAUTe UAEHTUPUKATOP cepBepa
ACMO, c koToporo 6yayT OTNPaBAATLCA PENAMKN (MapaMeTp id B CEKLWUN [common] B
danne koHPUrypauunm am.ini), a Takxxe HaMeHOBaHMe Pa3BEPHYTOrO Ha 3TOM cepBepe
areHTa (nogkntoyeHusa Kk b/l), ana koToporo 6yaeT OCyWeCTBAATbCA penaukauma
(napameTp name B CeKUMW [agent] B anne KoHPurypaumum am.ini). B
paccMaTpuBaeMOM MNpumMepe AN KaHana pernavkauuu vs Ynpasaenusa B ¢uaman 1
3ajal0TCa  UAEHTUPUKATOP main server W HaMMeHOBaHWe areHta <ACMO
penaukayus (ynpaeseHue) >.

7.B rpynne crtonbuyos «CepBep-nonyyatenb» BBeaute IP-agpec cepsepa ACMO, Ha
KOTOpPOM ByayT NMpUHMMAaTbCA Pernivku, a TakXke HanuMeHOBaHMe pa3BepHYTOro Ha
3TOM cepBepe areHTa (nogkatoueHuns kK bJl), B koTopbi 6yayT NpUHMMATLCA PernIvKm
(napamMeTp name B CEKUWW [agent] B danne KoHdurypauum am.ini). Ecam pns
noakatoueHmsa k cepsepy ACMO HacTpoeH GUKCUMPOBaHHbIN NOPT, yKaXuTe ero yepes
ABOeToYMe nocne ajgpeca cepsepa. B paccmaTpmBaemom npumepe Aas KaHana
penankauumn n3 Ynpasnenua B dunman 1 3agatotca IP-agpec cepsepa dvnavana 1 um
HanMeHOBaHMe pa3BepPHYTOro Ha Hem areHTa <ACMO penaukayusa (punuan 1) >.

8. B ctonbue <lMoswzoeamesns ACMO> B KayecTBe yYETHOW 3anmncy Nosib3oBaTens, ot
MMeHN KOTOpoW OyaeT OCyLLeCTBAATbCA pernavkauma Ha cepBepe-nonyyatene, Mo
YMOIYaHMIO 3a4aeTca cny>xxebHasa yyeTHas 3anuce <PensiukaHm >.

9.B rpynne ctonbuoB <[llepuod Odelicmeusa> 3ajaTe JaTbl Hayasa M OKOHYaAHWS
AEeVCTBNA HacTpanBaeMoro KaHasa penankaumm. HeaencrtBuTeNbHbIN KaHan He byaet
y4acTBOBaTb B Npouecce penankaumu.

10.Bo ¢penme <Obvem pennukauyuu> B HUXKHeN dactn dopmbl <KaHasel
pensukayui> Haxmute KHonky </Jobasume>, u4TObbBI A06aBUTL  y3en,
onpegenstowmi obbvem penankaumnmn. C NOMOLLbIO KHOMKM C TpEMSA TOUKamu B cTonbue
<¥zen pennuxkayuu> BblbepuTe HYXHbIN Yy3en W3 4UnCaa NpeABapUTENbHO
HacCTPOEHHbIX W 3ajanTe Nepuoj JAeNcTBMA HaCcTpPoOeHHOro y3na. [na kaHanos
penankauumn ns Ynpasnexusa n B dbuanan Heobxoammo BbibpaTh y3en <Pensaukayus
daHHbIX u memadaHHeix (Y->®)>. [Ona KaHanoB penavkaunm ns ¢Gbuavanos B
YnpaBneHve Heobxoanmo BbibpaTh y3en <Pensiukayua daHHbix (O->Y>.

PykoBogcTBO no ycTtaHoBKe (MpodeccroHanbHas Bepcms) 159



ACMO-rpaduryecknin pegaktop lnaea 15. Penavkauus B duavansl u 13 puananos

PucyHok 15-4. Hacmpolika o6vema penaukayuu us YnpasaeHus e puiuan

Kawans! penninkaumi

Q Y- m e g o
Cepeep-ompasuTens Cepeep-nonyarens Mepuos aeiicrens
Haumerosarme Yien npuema Obpatuid ysen npuewa
Mpgermnduxatop Hammerosarme arerma Agpec Haumerosate arera Mosbsosatens ACMO Hauano Oxor
b yv-oL Mpvem ua Ynpaener ... Movem i3 Gunana 1 main_server ACMO pennnkauns (ynpasnenne)  192.168.25.149 ACMO pennmkauns (Gnanan 1) = Penukant 01122024 01013000
Tv-oz Mprier w3 Ynpaanenns  Mpser u3 dunmana 2 main_server ACMO pennukaus (ynpasnenne)  192.168.25.7 ACMO pennukauns (puanan 2) = Penauxant 22122024 01013000
Ly Mpuer 3 Gunuana 1 Mpuem u3 YnpaaneHus lpu_one_server ACMO pennukaums (dunvan 1) 192.168.25.95 ACMO pennukauys (ynpasnesie) = PennuxaHt 01122024 01013000
T o2y Mpuer us Gunuana 2 MNpuewm us Ynpaanenis lpu_twa_server ACMO pennukaums (durman 2)  192.168.25.95 ACMO pennukauys (ynpasnese) = Pennuxant 22122024 01013000
BeiBepuTe nevenT aepesa
OBuem pennukauui 2. PaGouee Mecro
Cxembl
Q Y- m =i 8
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15.1.5. Hacrpoiika aBToMmaTMuecKoi penimKauum

Mpn HEOBXOAMMOCTM MOXHO HACTPOUTb aBTOMATMUYEeCKOE BbIMOJHEHME penankauum ¢
3aflaHHbIM MHTEpPBaNOM Ha YypoBHe areHta (noakntovenua Kk bfl) Ha cepsepax ACMO B
YnpaeneHun n éuamnanax. Ana 3TMx uenenm Ha pabouem mecTe noab3oBaTena C npaBamu
agMuHucTpatopa (no ymonuanuio profadmin) npepcraBneHa nanka <3ansiaHupoeaHHble
3adaHus >, B KOTOPOW pacnoaaratoTca cnegyroLime nanku ¢ npeABapuTesIbHO HaCTPOEHHbIMU
3aZlaHNAMM 418 aBTOMaTMUYECKOW penivKauum C 3aaHHbIM UHTEpPBasoM (Kaxzable 5 MUHyT, 15
MUHYT, 30 MMHYT 1 1 Yac COOTBETCTBEHHO). B kBaspaTHbIX CkobKax yka3aH naeHTudmKaTop y3na
nanku ¢ 3agaHMeM, KOTOPbI MOXXHO NPOCMOTPETh, HaXkaB knasuwn CTRL + | Ha nanke:

® [70402214382303] «IlepMOIMYHOCTE 5 MMH»,
® [70402214382307] «IlepnOoIMYHOCTL 15 MMH»,
® [70402214382310] «llepmommunocTb 30 MMH»,
® [70402214382313] «lleprOoIMYHOCTL 1 uYac».

PucyHok 15-5. MpedsapumesibHo HacmpoeHHsle 3adaHus 019 asmomamudeckol penaukayuu

3annaHMpOBaHHEIR 3303HHA
MNepvoguuHocTs 5 MuH
MeproguurocTs 15 MuH
MNeproguurocts 30 MuH
|I'IE|:|L-10,£|,HL4H0ET|: 1 uac|
(L) Pennueauus B dunuane (neprogruocts 1 uac)

YT06bI HACTPOUTL aBTOMATUUECKYHO PEMAMKALMIO C 3a,aHHbIM MHTEPBAIOM A5 cepBepa
ACMO B YnpaBneHuu nan dunnane, sobaBbTe B NapamMeTp args A4 COOTBETCTBYHOLLLErO areHTa
(nopkntoueHune k bAl) B dpanne am.ini cepsepa ACMO aprymMeHT --enablejobfolder, Yepe3
npobesn OT KOTOPOro ykKaxute MUAeHTUdUKATOP Mnanku, B KOTOPOW HaxoAUTCA 3ajaHue ANd
aBTOMAaTUUECKOW perivkaumMm C  HY>XHbIM WHTEpBa/sioM. ITOT MapameTp pa3peLlaert
aBTOMaTM4YeCcKOe BbIMOJHEHME 3ajaHN, HAXOAALLMXCA B YKa3aHHOM nanke. Ha pucyHke Huxe
ANA paccMaTpMBaeMoro npumepa cpeabl opraHmsaumn ana areHta <ACMO penaukauyus
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ACMO-rpaduryecknin pegaktop lnaBa 15. Penankauus B duanansl 1 13 Guavanos

(ynpaenerue)> Ha cepBepe ACMO B YnpaBieHnn HaCcTpOeH 3anyck penankaumm Kaxasin 1
yac (MaeHTUdMKATOP Nanku [70402214382313] «llepronuyHocTs 1 uac»):

PucyHok 15-6. Hacmpolika aemomamuy4eckozo 86IN0JIHEHUs penaukayuu ¢ UHmepsasom e 1 yac

[agent]

id=vip

name=ACHC penmuraums (yOpaBJlIcHME)

args=-—jmem 7000 --login PGSQL //localhost:5432/asmo_scheme_shablon asmo_sheme 12345 —-wasm --enablejobfolder 70402214382313
nTtp port=s099

15.2. BbinonHeHMe peniMKaumum Bpy4HYyIo

Mocne TOro, Kak Mpom3BeAeHa HaCTpOWKa pernvkaumnm B COOTBETCTBUWM C OMUCAHWEM
Bbllle, MOJ/b30BaTENN C MNpaBaMu agmMuHucTpatopa (No ymondaHuto profadmin) npwu
HeobXoAMMOCTN MOTYT BbINONHATL pernvkauunto n3 b/l Ynpaenenna B b/, dunnanos n n3 b/,
¢wunmanos B b/l ynpaBneHns Bpy4Hyto.

YTo6bI NPOM3BECTU PEMNIMKaLMIO BPYUHYHO, BbINMOJHUTE Clefytole AeCTBUS:

1. WenkHute y3en <Aydum - XKypHan penaukayuti> Ha paboyem mecTe.

2. B otkpbiBwenica dopme <XKypHan penaukauyuti> HaXMUTE KHOMKY <BeinosHume
penaukayuu>. [Npn BbINOJHEHNN penankaunn ns bl YnpasneHua ocyuiectsaserca
penavkaumsa nsmeHeHun B b/l Bcex dunmanos, Ans KOTOPbIX HACTPOEHBI Y3/1bl U KaHa bl
penavkaunn. [lMpu BbINOAHeHUW w©3 b duanana ocywecTeaseTca penavkauma
n3meHeHun B b/l YnpasneHus.
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ACMO-rpaduyeckunii pepaktop

I'Ipvmo>|<eHV|e. Ta6n|/|u,a COoOoTBETCTBUA 6I/I6J'II/IOTeK, NnakeToB ”

AncTpmbyTtneos Linux

Mpunoxxenme. Tabnmua coorBercTtBna 6ubnmnorex,
nakeToB u aAucTtpmnbyTueos Linux

Bbu6bnnoreka AvncrpubyTtus MNaker
alt10 glibc-core
libdl astra |Ib.C6
red glibc
rosa glibc
alt10 glibc-pthread
astra libc
libpthread
Iopthrea red glibc
rosa glibc
alt10 glibc-pthread
, astra libc
librt :
red glibc
rosa glibc
alt10 zlib
: astra zlib1g
bz red lib
rosa lib64z1
alt10 libGLES
: astra libgles2
bGLESv2 red libglvnd-gles
rosa lib64GLESv2_2
alt10 libSDL2
, astra libsdl2-2.0-0
libSDL2 rod <DL2
rosa lib64SDL2_2.0_0
alt10 libSDL2_image
. : astra libsdI2-image-2.0-0
libSDL2
bSDL2_image red SDL2_image
rosa lib64SDL2_image2.0_0
alt10 libfreetype
: astra libfreetype6
libfreetype ed freetype
rosa lib64freetype6
alt10 libX11
_ astra libx11-6
X1 red libX11
rosa lib64x11_6
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ACMO-rpaduyeckunii pepaktop

MpunoxeHune. Tabavua cooTBeTCTBMA BMBAMOTEK,

nakeToB W AnNcTpmbyTneos Linux

alt10 libdw
, astra libdw1
libdw red elfutils-libs
rosa lib64dw1
alt10 libgtk+3
. astra libgtk-3-0
libgtk-3
09 red gtk3
rosa lib64gtk+3_0
alt10 glib2
, . astra libglib2.0-0
libgobject-2.0 ed glib2
rosa lib64gobject2.0_0
alt10 glib2
- astra libglib2.0-0
libglib-2.0 od glib2
rosa lib64gobject2.0_0
alt10 fontconfig
libfontconfig astra I|bfontcgnflg1
red fontconfig
rosa lib64fontconfig1
alt10 libkrb5
: . astra libgssapi_krb5-2
libgssapi_krb5 od krb5-libs
rosa lib64gssapi_krb5_2
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